AHnTOH Jlenckuii, PACCI (I'K «AiiTeko»)
Baagucaas Baitg, MI'TY um. H.J. baymana

CpasHenune pemenuii SGRC

MsI noaroroBuin 0630p u cpaBHenue SGRC-pemenuii, mpeacTaBIeHHBIX HA POCCHUIICKOM phIHKE HH(POPMAIIMOHHOM Oe30macHocTH. B TaHHOM HampaBieHUN
paboTaeT He TaK MHOTO BEHJIOPOB, IIOATOMY B 0030pe OyIyT yuyacTBOBaTh 5 UTPOKOB, U3 KOTOPBIX TPOE - OTCUECTBEHHBIE.

Hanomuum, uro Tepmun SGRC o3nauaer Security Governance, Risk Management and Compliance, T.e. OykBanbHO «YTpaBiieHHE 0€30MacCHOCTBIO, PUCKAMHU U
COOTBETCTBUEM 3aKoHOaTeNbCTBY». [Tmardopmel SGRC, ucxons u3 ux Ha3BaHUs, PELIAIOT CIEAYIONINE 3aJa4H:

e Governance - MEHEDKMEHT HH(POPMAIIMOHHON OE30MaCHOCTH C MPOLIeCCaMH aBTOMATHU3alliU YIPABICHUS! aKTUBAMH, YS3BUMOCTSIMHU, JOKYMEHTaMH, 3aJa4aMH,
CTaHJapTaMH, a TAK)KE C BO3MOXKHOCTBIO BU3yau3aluu cocTosHus b 1 co31anust OT4ETHOCTH.

e Risk Management - ynpaBieHue KuOEppHCKaMH C aBTOMATH3aIMEeH PUCK-OPHEHTHUPOBAHHOTO MOIXO0JA K 00eCledYeHuI0 MH(POPMAIMOHHON Oe30MacHOCTH,
HAaIleJICHHOE Ha 5KOHOMHUYECKH 000CHOBAHHBII BHIOOP ONTUMAIIBHBIX MEP 3aIUThl, MUHUMH3UPYIOIIUX BbISIBICHHBIC H PACCYMTAHHBIC PUCKU.

e Compliance - obecreueHHEe COOTBETCTBHS 3aKOHOJATEIbCTBY, OTPACIEBBHIM M BHYTPEHHHM CTaHJApTaM MU TPeOOBaHUSAM (KOMIUIAEHC), C BO3MOXKHOCTBIO
IPOBE/ICHUS AyAUTOB U NMPEAOCTABICHHS OTYCTHOCTH U PE3yJIbTaTOB.

JononaurensHo cucteMbl SGRC MOTYT BBIIOTHATH Clieayonue (pyHKIIH:

e yIpaBJieHUE BHYTPEHHUMHU JOKyMEHTaMH, 0a30i 3HAHUH U perieHuil, BoinonHenue GpyHkun «BHyTpenHeit Wiki» mis nenapramentos Ub;
e yIpaBJeHUE Pa3HOOOpPA3HBIMU OU3HEC-TIPOLIECCAMH, CBSI3aHHBIMU C 3alIUTON HH(POpMAIINH;

® yIpaBJICHUE NMPOLIECCAMU B3aUMOJICHCTBUS C KOHTPAreHTaMH 110 BOIIPOCAM 3alIUThI HH(OPMAIIUH;

® IIOCTPOEHHE OTUYETOB M BU3yaiM3alus cocTossHus Mb B BUJle MHTEpAaKTUBHBIX IPa()UKOB U TUArpaMM;

e obecneuenue unterpauuu ¢ OC, I10, C3U mig nonaydeHus HHPOPMALIUU O COCTOSHUN KOMIOHEHT UH(PPACTPYKTYPHI;

e mnojepxka oopaboTku uniuaeHTos Ub;

® [OJJIepIKKa YIpPaBJICHHUs IpolieccaMu oOecrieueH s HeMpepbhIBHOCTH OM3HEca U BOCCTAaHOBJICHUS PabOTOCIIOCOOHOCTH;

e oOecrnieueHue MONIACPKKH MIPUHATHUS YIIPABICHUECKUX PELICHUN JJIs1 pyKOBOJCTBA (CUTYalMOHHAS OCBEIOMIIEHHOCTD).



Knaccuueckne OuzHec-opueHTupoBanHble GRC-cuctembl cokycupoBaHbl Ha OoJiee IIMPOKUX KATETOPHSX YMPaBIEHYECKUX IIPOLIECCOB M PHUCKOB, YEM
cnenuanusupoBanuble  SGRC-pemenus. Opnako, crnenumanuzamus SGRC-mpoaykToB Ha KuOepOe30mMacHOCTH MPHUBHOCHT B PELICHUS JOMOJHUTEIbHBIN
(bYHKIMOHAJ, TaKOM KaK aBTOMAaTH3allUsl pearupoBaHus Ha MHIMIAEHTH Wb, B3amMoneicTBHE cO CpeacTBaMM 3alIUThI, (HOPMUPOBAHHME CHEIHMATH3UPOBAHHOM
OTUYETHOCTH.

B 0030pe npeacraBieHbl OCHOBHBIE UTPOKK Ha peiHke SGRC-cucrem:
e cPlatdm (Poccus)

e Microsoft 365 Compliance Center (CIIIA)

e RSA Archer (CIIIA)

e R-Vision (Poccus)

e Security Vision (Poccus)

CpaBHI/IBaTB " aHaJIM3UPOBATh JAHHBIC PCIICHUSA MBI GYIIGM 10 ux 06H_II/IM, TCXHHUYCCKHUM U (I)YHKL[I/IOHEUIBHBIM XApPaAKTCPUCTHKAM U BO3MOKHOCTAM, ACJIas MOCJIC
KaXI0ro pa3aciia BbIBOABI.



Kpurepunii ePlat4m Microsoft RSA Archer R-Vision Security Vision
CpaBHEHUS Compliance Center
1. CpaBHeHHe 00IIMX M TEXHHYECKUX XaAPAKTEPUCTHK
1.1. TpeboBaHusl K IPOrpaMMHOMY o0ecIeYeHHI0
Bepcus 1.8.6 June 2020 6.8 4.4 4.1.7
Bapuant YcranoBka on-premise 1 | O6iauHoe perieHne YcranoBka on-premise u | Software appliance, ecth Software appliance, ecTb
MOCTABKU SaaS (SaaS) B un(pacTpykType| B 00J1a4HOIM BO3MOKHOCTb Pa3BEpHYTh Ha BO3MOKHOCTb Pa3BEpHYTh Ha
Microsoft Azure uHpacTpykType Amazon| ¢puszndeckux cepsepax. [lpu ¢usnueckux cepsepax. [lpu
Web Services, Microsoft | HEOOIBIIMX pacueTHBIX HEOOJIBIINX PAaCUETHBIX
Azure HarpysKax ecThb OIIIUs HarpysKax ecThb OIS
pa3MeleHus BceX KOMIOHEHT | pa3MELIeHUs BCEX KOMIIOHEHT
B pexkume All-in-one (Ha B pexkume All-in-one (Ha
OJIHOM CEepBEpE) OJIHOM CEpBEPE)
Cpensl Her Ob6naunoe pemieHne VMware VMware, VirtualBox, Hyper- VMware, VirtualBox, Hyper-
BHPTYAJTU3ALHHA (SaaS) V, Xen, Parallels V, Xen, Parallels, KVM
Komnonentsl | CepBep CYB/], Be6- Ob6nauHoe pemieHne Cepsep CYB/L, BeO- Cepsep ynpasiieHus1, cepep Cepsep ynpasiieHus1, cepep
peLeHust cepsep (SaaS) cepBep, cepBep CIIyx0 CYBJ (moxer 6b1Th coBmetieH | CYB/I, cepBUCH KOHHEKTOPOB
C CEpBEPOM YIPABJICHHUS), (KOHHEKTOPBI K HCTOYHUKAM
LEHTPaJIbHBIA KOJUIEKTOP, JAHHBIX 1 KOHHEKTOPHI
KOJIJICKTOP WHBEHTApU3AIIH pearupoBaHus), CEPBUC
MOHUTOPHUHIA
oC Microsoft Windows Ob6nauHoe perieHne Microsoft Windows Cepsep ympaBieHus, Cepsep ympaBieHHs, CEpPBUCHI

Server 2012 u BoIIIIE

(SaaS)

Server 2012R2/2016

KOJUIEKTOPBI:

CentOS 7, RHEL 7, Astra
Linux CE 2.12, AltLinux AbT
8 CII

Cepep CYBU:

Ubuntu 14/16, CentOS 7,
RHEL 7, Windows Server
2012/2016, FreeBSD 11

KOHHEKTOPOB, CEPBUC
MOHHUTOPHHTA!

Microsoft Windows Server
2012R2 u BeIIE, CentOS 7 1
Beinte, RHEL 7 u BhIlIIE,
Ubuntu 14 u BeImre, Astra
Linux CE, AltLinux, AIbT.

Cepep CYBU:
Microsoft Windows Server
2012R2 u BeIe, CentOS 7 1




Beitte, RHEL 7 u BhIlIIE,
Ubuntu 14 u Beire, FreeBSD
11 u Beire, Astra Linux CE,
AltLinux, AnbT

CYBJ MS SQL 2012 u BbI111€, ObnavyHoe penieHue MS SQL 2016 PostgreSQL v10 u BbIIe PostgreSQL v9.5 u BbI11IE,
PostgreSQL (SaaS) MS SQL 2014/2016 u BbimIe
Kaunenrtckoe Be6-6paysep Be6-6paysep (Google Be6-6paysep (Google Be6-6paysep (Google Chrome, | Be6-6payzep (Google Chrome,
1o Chrome, Mozilla Firefox, | Chrome, Mozilla Firefox, | Mozilla Firefox, Internet Mozilla Firefox, Internet
Internet Explorer, Edge) | Internet Explorer, Edge) | Explorer) Explorer, Edge, Yandex)
1.2. TpeGoBanus K annapaTHoMy ol0ecne4eHNI0 1 HHPPACTPYKType 3aKa3quKa
ApxurtekTypa Ob6nauHoe pemieHne Jlro6as, x86 Jlro6as, mognepxkusaromas OC
npoieccopa (SaaS) noaaepxusaroras OC cepBepa
cepBepa

AnmnapartHoe 8 LITY ObnavyHoe peuieHue Her nannpix B 3aBucumoctu ot konnuectsa | CepBep ynpaBieHUs:
ob0ecrneueHue 8I'c O3Y (SaaS) aKTUBOB, CIICHAPUEB 1-12 LITY

pearupoBaHus, oib3oBarenei | 4-16 I'6 O3Y

CUCTEMBI: Cepep CYBU:

Cepep ynpapneHus: MS SQL/PostgreSQL:

1-22 OITY 1-16 LITY

8—-321603Y 4-3216 O3Y

Cepep CYBU:

1 -16 LITY CepBHCHI KOHHEKTOPOB,

8—-241603Y CepBUC MOHUTOPUHTA:

1-2 OI1y

KomnexTop (pekomeHryembie 2-4T6 O3Y

3HAYCHUSA):

4 1ITY

81603y
Homnepxkka Her nannpix ObnayHoe perieHne Her nannpix a [a
pacrnpeejaeHHo (SaaS), cepsepsbl
ro pasMeleHus pacrpeieieHbl [0 BCeMy
KOMIIOHEHT MUDPY
(reorpajpuueck
"




pacnpeaeaeHHbI
e IJIOIAAKH,

H30/IMPOBAHHBI

€ CerMeHTBI

JIBC)

Onmummsanus | Het nanHbIx ACHHXpOHHOE Her nanubix ANTropUTMBI ONITUMU3ALIUN ANTrOpUTMBI ONITUMU3ALIUN
HATPYy3KH BBITIOJTHEHUE 3a/laHui CETEBOI'0 CKAaHUPOBAHMSI U CETEBOI'0 CKAaHUPOBAHMSI U

(footprint) na
UT-

CHIDKEHHUs Harpy3ku Ha JIBC

CHIKeHHUs Harpy3ku Ha JIBC,
pacnapasieIuBaHue

HHPPACTPYKTY CKaHUPOBAHUS, Pa3ACICHUE
Py 3aKa3uMKa yYpOBHEH TITyOHHBI
npu padore CKaHUPOBAHHUS
KOMIIOHEHT
peleHust
Bo3moxknocTs | Her naHHbIX Ectp Ectp Ectp Ectp
YCTAHOBKH
00HOBJICHHH
peLieHus yepe3
HNurepHer
Bo3moxknocTs | Her naHHbIX Her Ectp B03M0OKHOCTB JIOKaJIBHOTO Ectp
YCTAHOBKH OOHOBJICHHS IPUCYTCTBYET
00HOBJICHHH
peuienus 0e3
AOCTyIAa K
HNurepHer
1.3. Y100cTBO 3KCIJIyaTallii, AIMUHUCTPHPOBAHUS
Joxymentanus | [IpenocraBnsiercs B Buae | [Ipenocrasnsiercs Ha BeO- | [IpenocraBmnsiercs B Buzae | [Ipenocrasisiercs B Bujae IIpenocrasisgercs B BUIE
pdf-noxymenToB caiire Microsoft pdf-noxymenToB koHTekcTHOM HTML-cnipaBkun | HTML-cnipaBku u B Buzie
U B BUJIE OTACIIBHOTO pdf-nokymMeHTOB
JOKYMEHTa
S3bIK Pycckuit AHITIMHACKUM, PyCCKUM AHrImickui Pycckuit Pycckuit
AOKYMEHTalluH (MaIIMHHBINA IEpEBOJ)
S3bIK Pycckuit AHITIMHACKUM, PyCCKHM AHrImickui Pycckuii, aHrmmickum Pycckuil, aHrnuickui,
uHTepdeiica (He Bce MyHKTBI MEHIO MOIEPKKA MYJIBTUSA3BIYHOCTH




MOTYT OBITh NTEPEBEACHBI
C aHTJIMHCKOTO)

(BO3MOXHOCTBH JI0OABIIATH
JPYTHE SI3BIKH)

Tembl He nopnepxuBaercs Caernas, TeMHas He nopnepxuBaercs Caernas, TeMHas Csernas, TeMHas
oopMiIeHUA
IIpenocraBiasieM| AqMuUHUCTPATOP OrpaHu4eHHbIE TEHAHTOM | A IMUHUCTPATOP Root (rmosHbIe) AnMuHHCTpaTOp/root
ple IpaBa (momHbIe)
pocryna k OC,
Ha KOTOPOil
Pa3BOpPavYUBAIOT
csl pelieHust
Metoasl JlomenHas Aytentudukanys yepe3 | JlomeHHas JlomeHHas ayTeHTH(UKanus JlomeHHas ayTeHTH(pUKanus
ayTeHTH(UKAIL | ayTeHTUDUKALINS Azure AD ayrentudukanus (NTLM,| (NTLM, Kerberos), (NTLM, Kerberos, Bkitouas
U Kerberos), Bctpoennas BcTpoeHHas ayreHTuukanusa. | SSO), ayreHTH(UKAIUSA
MoJib30BaTesei ayTeHTU(UKaus nocpesncTBOM npoTokoina Radius
peLeHust IIpumeuanue: nomeHHas BCTPOCHHAs ayTeHTU(UKALUS.
ayTeHTU(UKanus Tpedyer
IpeABapuUTeNIbHON HacTpoliku | [IpuMeuanue: nognepxka
yepe3 Linux-KoHCOIb, Ha3HA4YCHUS posIei
IIOCKOJIBKY CEPBEp YNPaBJICHUs | MOJIb30BATENISAM CUCTEMBI Ha
paboTaeT 1noj ynpasjieHUEM OCHOBE JaHHBIX O YIEHCTBAX
OC Linux rpyni B Active Directory
Hacrpoiika KoneuHnslil cincok KoneuHnslil cincok KoneuHnslil cincok Koneunslit ciucok TpeOyembix | KoHeuHbli criucok TpedyeMbIx
CeTeBoro TpeOyeMBIX MMPOTOKOJIOB U| TPeOYEMBbIX HHTEPHET- TpeOyeMBIX MPOTOKOJIOB U| MPOTOKOJIOB U MOPTOB, IIPOTOKOJIOB U NOPTOB,
B3aUMO/IeHCTBH | IOPTOB aZipecoB, IPOTOKOJIOB U | mopToB. Kak npasuio, KoH(UrypupoBaHue iptables KOH(HUTypUpOBaHHE
sI-BUSl noptoB. Criucok BE€3JIe UCIIONB3YETCS MOPT | OCyIIecTBiIsieTcs yepe3 Linux- | Opanamayspa Windows
uHTepHET-aapecoB MoxeT | TCP:443 KOHCOJIb ocymectaisiercs yepez GUI
OOHOBJIATHCA WM KOMaHJHYIO CTPOKY.
Kondurypuposanue iptables
ocymecTBisieTcs yepes Linux-
KOHCOJIb
Hacrpoiika B 3aBucumoctu ot npas u | B 3aBucumoctu ot npas u | B 3aBucumoctu ot npas u | Bo3mokHOCTH BEIOOpa ITonHOCTBIO HACTpPaUBaEMOE
0TO0pakeHUus1 | POJIM I10JIb30BATENSA POJIN TIOJIB30BATENS POJIN TIOJIB30BATENS MYHKTOB M3 CIIUCKA JIOCTYMHBIX | pabodee MecTo I POIIH,
HHpOPMaLNH 3JIEMEHTOB, COPTUPOBKA NIPeyCTaHOBJICHHBIEC (DMIIBTPHI

JaHHBbIX, BO3SMOXXHOCTB

U TIapaMeTpbl OTOOPaXKEHUS,
BO3MOKHOCTb HACTPOUKHU




COXpaHATh HACTPOCHHBIE
GUIBTPHI

COCTaBa 0TOOpakaeMbIX
3JIEMEHTOB, (pUIBTpAIMS C
COXPAaHEHUEM HaCTPOEK,
COPTHPOBKA 10 BCEM JITAaHHBIM,
JIOTIOJTHUTENBHBIN (DyHKIIOHAI
JUISL CIIOKHOM COPTUPOBKA I10
BCEM JAHHBIM

ITouck mo Bcem

Ilouck o Bcem

Ilouck o Bcem

Ilouck o Bcem

Ilouck mo BceM 3jIeMEHTaM, B

I'11o0asbHbBIIA HOUCK 10 BCEM

o0beKTaM U3 3JIEMEHTaM 3JIEMEHTaM 3JIEMEHTaM T.4. CBSI3HBIM 00BEeKTaM

€IMHOT0

HHTEep(eiica

HNmmnopr, Okenopt B popmat docx, | HekoTopslie 31eMeHThI Wmnopt/skenopT naHHbIX | UMIOPT AaHHBIX 00 akTUBaX HMnopT/3KcnopT M00bIX
IKCHOPT xlsx, pdf AKCIIOPTUPYIOTCS B B (hopmare xml, xIs (Tuna Opranuzanuu, JAHHBIX B MAIIMHOYUTAEMOM
3J1IeMEHTOB dopmar csv Ob6opynoBanue, CeTn), BUJIE. DKCIIOPT OTYETOB B
peLeHust pe3yabTaTOB OLICHKH AynuTOB, | opmarax xlsx, csv, docx, pdf.

TpeboBaHut 1t AyIUTOB,
CITUCKA DJIIEMEHTOB U3 TAOJIHI]
Excel (¢aiin 3amanaoro
maoJIoHa).

DKCIOPT JaHHBIX 00 aKTHBAX,
CIIHCKa 3JIEMEHTOB, 3a/1a4,
CIPAaBOYHHUKOB (BEIOOPOYHO),
OTUYETOB, MOJEIIEH yTPO3,
KYPHAJIOB PabOTHI CUCTEMEBI B
¢dopmarax xlsx, docx, pdf.

DKCHopT 31EMEHTOB KapT,
cxeM B rpaduyeckuii hopmat

(png).

DKCIOPT U UMIOPT AAHHBIX
KOHHEKTOPOB B (popmMar json

HMnopT/3KcnopT M00bIX
00BEKTOB B popmart csv, docx,
pdf.

Hmnopt/skcnopt
HACTPOEHHBIX OOBEKTOB U
MIPOIIECCOB BO BHYTPEHHEM
dopmare.

DKCHOPT AJIEMEHTOB CXEM
«Pabounx npoueccoB» B
rpaduueckuit popmar (png,
Jjpeg)




Cnoco0bI Otnpaska email Otnpaska email, Otnpaska email Otnpaska email Otnpaska email, CMC,
OIOBEIIeHUS BCIUIBIBAIOIIINE Telegram-yBenomiieHuit,
NoJib30BareJiei yBEIOMJICHHS B BEO- 3BYKOBBIC OIIOBEIIEHUS U
uHTepdeiice BCIUIBIBAIOINE YBEIOMIIEHHUS B
BeO-nHTEpdeiice
Hacrpoiika YactuuHas HaCcTpoMKa YacTuuHas HacTpoMKa YactuuHas HaCTpoMKa ABTOMaTHYECKasi T€HEPALINS B03M0XHOCTb HACTPOUTH
ONOBeLIeHU OIOBEILICHUN OIOBEILCHUN OIOBEILICHUN OTYETOB 110 PACHUCAHHUIO, [IPOU3BOJIbHBIE
OTIIpaBKa yBEJIOMIICHHUS M0JIb30BATEIBCKHE COOBITUS
OTBETCTBEHHBIM IS OTIOBEILIEHHST 00
(monp30BaTenu, poin) 3a W3MEHECHUSX B
OIIpEACIICHHBIN TUI MOPYYEHUS | OTCIIEKUBAEMBIX CBOMCTBAX
(3amaua, ysa3BUMOCTb, 00BEKTOB, HACTPOIKA YCIOBHIA
3aMeuyaHue WU IpOoBEpKa 10 cpabaThIBaHUs OTIOBEILICHHH (B
ayJuTy), OTIIpaBKa 3aBUCUMOCTH OT CBOWCTB
YBEJIOMJICHHS O HACTYIUICHUH | KOHTPOJIMPYEMBIX OOBEKTOB).
OTIPEICTIEHHOTO COOBITHS B
cucrteMme (II0Jb30BaTENH, ITonnas HacTpoOMKa TEKCTa
aKTUBBI, YSI3BUMOCTH, ayAUTHI) | ONOBEILEHUS, C
UCTIOJIb30BaHUEM aTPUOYTOB
00BEKTa, IO KOTOPOMY
IIPOUCXOAUT ONOBELICHUE
CoOcTBennbiii | Her Azure REST API RESTful API REST API REST API
API Web API
Coo6ctBennbiit GRC API
1.4. PasrpannyeHue npas 10CTyNa K CHCTeMe
Mogaeanb PoneBas Mmoaens PoneBas Mmoaens PoneBas Mmoaens PoneBas Mmoaens PoneBas Mmoaens
pasrpaHMYeHMs | Pa3sTpaHUYEHUsS JOCTyNA. | pa3sTpaHUYEHUs JOCTyNa | pa3rpaHUYeHMs JOCTyla | pa3rpaHU4yeHMsl JOCTyIa. pasrpaHu4yeHusl 1OCTyna.
aocTyna HactpanBaemsble ponu, Ha

JluckpenoHHast MOAENb
pa3rpaHUYeHus J0CTyIa

CucreMHBIE POIM: TIOCTYII K
pazzesnaM CUCTEMBI Ha UTEHUE
WM U3MEHEHHE, HalIpUMED:
AnMuHUCTpaTop,
[Tonb3oBarens, Menemxep no
YIPaBICHUIO PUCKAMHU U T.J.

OCHOBAaHUU aTpUOyTOB
0OBEKTOB.

Pasrpannuenue nocrymna Ko
BCEM 00BEKTaM B CUCTEME C
Ha3HaYEHUEM IIpaB Ha YTEHUE,
U3MEHEHHUE, CO3/1aHue,




CrenianbHbIE POJU: TOCTYT K
OTIENBHBIM 2JIEMEHTaM
cucTeMbl, HarpuMep: Bragenen
aKTUBa, AIMUHUCTPATOP
6e30macHOCTH, AyIUTOP
0€30MacHOCTH U T.J.

BBIITOJIHEHUE TPYIIIOBBIX
OIepaLyi 11 KOHKPETHOTO
MIOJIb30BATESI/ TPYIIIIHL.
Pasperienus nocTpoeHsl 1o
npuHuny Moaynb — O0beKT
nocryna — IIpaso

nocrtyna — [lonuruka

IHoanep:xkka
rpaHyJIMpPOBaHH
0ro J0cTyna

Het nanHBIX

[a

Ha

Bo3moxHOCTE co31aBaTh
MOJIb30BATEIBCKHUE POJIH C
pa3peuieHus MU Ha
BBITIOJIHEHHE KOHKPETHBIX
JNEUCTBUN C KOHKPETHBIMU
00beKTaMH, 00BbEIUHSITH
MOJIb30BaTENEH B TPYIIIBI U
Ha3Ha4aTh UM POJIU

Bo03M0OXXHOCTB cO3/1aBaTh
I10JIb30BATEIBCKUE POJIU C
pa3pelIeHUs MU Ha BBIIIOJIHEHNE
KOHKDPETHBIX JIEUCTBUH C
KOHKPETHBIMU 00bEKTaMH,
00BEIUHATD MOJb30BaTENCH B
IpyNIbl ¥ Ha3HA4aTh UM POJIH.

Bo03M0OXHOCTB OTrpaHUYUBATH
JOCTYI K IPOCMOTPY
ONPEACIICHHBIX CBONCTB
KOHKPETHBIX 0OBEKTOB
(Hampumep, onpeaesIeHHbIX
CBOWCTB aKTUBOB, COAEPKALIUX
KOH(HICHIIMATIBHYIO
UHpOPMAIIHIO).

OyHKIIMOHAN paboynx
MPOLIECCOB MO3BOJISET
OTIPEACIISATH TOPSAOK
B3aHUMOJIEHCTBHSA C JIFOOBIM
JIOTUYECKHM 00BEKTOM
(MHIIMJIEHT, aKTHB, YS3BUMOCTD,
3aja4a U T.J.) pa3IndHbIX
TPy MOJIb30BaTENEH, B TOM
YHUCJIE B 3aBUCUMOCTH OT
TEKYIIETO COCTOSIHUS U
3HAYEHUN CBOMCTB 00BEKTA, C




y4ETOM POJIEH U IIPaB
I0JIb30BaTENEH

1.5. ’KypuanupoBanue
HUcrtopus Benercs ucropus Benercs ucropus Benercs ucropus Benercs ucropus aeiuctsui Benercs ucropus aeuctsui
AercTBUM JEWCTBUH MMOJIB30BaTENEH | JEUCTBUH MOJIB30BATENEHN | JEUCTBUH MTOJIB30BATENEHN | MTOJIB30BATENEN U MOJIb30BaTENEN U
NMoJIb30BaTe/isl | U aIMUHUCTPATOPOB Y aIMUHUCTPATOPOB Y aIMUHUCTPATOPOB aIMUHUCTPATOPOB BO BCEX aMUHUCTPATOPOB BO BCEX
MOAYJISIX, BKIIFOUast SKCIOPT MOAYJISIX, BKIIFOUast OTIPABKY
JAHHBIX J)KypHaJIa ¥ OTNIPaBKy | HHGOpMauu 06 akTUBHOCTH
ero 1o syslog Ha email, o syslog u SNMP
Kypunanuposan| /la, neiictBus Ha, neiictBus Ha, neiictBus Benercs ucropus naMeHeHU Benercs ucropus naMeHeHUs
ue 1elcTBUI MOJIb30BaTENEeH 1 MOJIb30BaTeNEe MOJIb30BaTENEeH 1 BCEX 2JIEMEHTOB (M3MEHCHHE BCEX 00BEKTOB (M3MEHEHHUE
¢ 00beKTaMu CUCTEMBI CUCTEMBI 3HAYCHMS MOJIeH, JEUCTBHUS C CBOIICTB,
JJIeMEHTaMU, 100aBlIeHUE COCTOSTHUI paboyero
00BEKTOB) rpoiiecca, BhIMOIHEHHBIX
TpaH3aKLUN) C COXpaHEHUEM
CTaporo ¥ HOBOT'O 3HA4YEHUs
W3MEHEHHOI'O CBOMCTBA
MounnTtopunr | XypHnanupoBanue KypnanupoBanue KypnanupoBanue Kypnanuposanue cpeacramu | JKypHannpoBaHHE CpeICTBaMU
¢pynxnuonnpos | cpeacrteamu OC CPEACTBAMH CUCTEMBI CPEACTBAMU CUCTEMBI OC (TekcToBbIe (ailnib), OC (Windows-xypHai

AHUA peaicHusA

KYpPHAIUPOBAHUE TTyTEM
3amucHu coObITHH B B/

Application, TekcTOBBIE
Gaiinel), )KypHaTupOBaHHUE
nyTeM 3anucu coObITHii B B/]

Kypnana
0e30ImacHOCTH
peleHust

Cucremnslii xypHan OC

Hctopust Bx010B 1
BBIXOJIOB I10JIb30BaTEICH,
HEYJIaYHbIE TTOIBITKU
BXO0/1a, OJIOKUPOBKHU
YYETHBIX 3aIIUCEM,
W3MEHEHUE IPaB JIOCTYIIa,
U3MEHEHUE CIUCKA
IOJIb30BaTelIel, CMeHa
apois

Hctopus BX010B 1
BBIXOJIOB I10JIb30BaTEICH,
HEYJJaYyHbIE TTOIBITKH
BX0/1a, OJIOKUPOBKHU
YYETHBIX 3aIIUCEM,
HW3MEHEHUE IPaB JIOCTyIIa,
U3MEHEHUE CIUCKa
I0JIb30BaTelIeH, CMeHa
napos

Hcropust BXO0OB U BBIXOJ0OB
MIOJIB30BATENICH, HEYJaYHbIC
MIOTIBITKH BXO/1a, OJIOKMPOBKHU
YYETHBIX 3aIllUCEH, U3MEHEHUE
IIpaB JOCTYyIa, U3MECHEHUE
CIIMCKA I10JIb30BaTelIeH, CMEHA
apoJIs

I/ICTOpI/ISI BXOO0B U BBIXOJ0B
HOHBSOBaTeHeﬁ, HCYAAYHBIC
IIOIIBITKH BXO/J4, 6HOKI/IpOBKI/I
YUCTHBIX 3armceﬁ, HU3MCHCHUC
IpaB JOCTYyIa, U3MEHEHUE
CIIMCKA I10JIb30BaTEIICH, CMEHA
napoJis, criucok [P-agpecos, ¢
KOTOpPBIX OCYIIECTBIISITIOCh
MOAKJIIOUYEHUE
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1.6. Be3onacHocTh

3amura Hcnonb3oBanue Hcnonb3oBanue Hcnonb3oBanue Hcnonp3oBanne TpOTOKOJIOB Hcnonp3oBanne TpOTOKOJIOB
KOMMYHHuKanmii| mpotokonoB SSL/TLS npotokosoB SSL/TLS npotokosoB SSL/TLS SSL/TLS u BO3MOKHOCTh SSL/TLS 1 BO3MOKHOCTh
MEKIY ayTeHTU(UKALIUU TI0 ayTeHTU(UKALIUH TI0
KOMIIOHEHTAMH cepTU(HKATaM MEXY BCEMH cepTHU(HUKATaM MEXIY BCEMH
pelieHus KOMIIOHEHTaMH CUCTEMBI, KOMIIOHEHTaMHU CUCTEMBI,
UCTIOJIb30BAHUE BBIIAHHBIX MCTIOJIb30BAHUE BBIIAHHBIX
Lentpom Ceprudukarmn/ Ientpom Ceprudukarmn/
VY nocrosepsromum Lientpom VY nocrosepsromum Lientpom
CepTH(HKATOB. CepTHU(HUKATOB
IIpumeuanue: HacTpoMKa
pa6otsl ¢ PKI ocymectisiercs
gepe3 Linux-KoHCOb
3amura JocTyn K BeO- JocTyn K BeO- JHocTyn K BeO- Hoctyn k BeO-uHTEpdeiicy Hoctyn k BeO-uHTEpdeiicy
AoCTyna unTepdeiicy uepes unTepdeiicy uepes unTepdeiicy uepes gepe3 HTTP/HTTPS, yepe3 HTTPS, ucnons3zoBanue
noJan3oBareseit | HTTPS HTTPS HTTPS HCIIOJIb30BAHUE TPOTOKOJIA nporokona TLS 1.2,
K BeO- TLS 1.2 BO3MO>XHOCTb OrpaHnyeHus IP-
HHTEppeiicy agpecoB, KOTOPBIM pa3pelleH
JIOCTYI
Hacrpoiika Het nanabix [a [a Ha Ha
TaliM-ayTa Bel-
CecCHM
Hacrpoiika Het nanabix [a [a Ha Ha
CJI05KHOCTH U
CpOKa JaeiicTBUSA
napoJs (nmpu
HCTI0Ib30BAHUM
BCTPOCHHOH
ayTeHTH(UKAL
Hn)
BaoknpoBka Her nannbIx Ha Ha AJropuT™M OIIOKUPOBKHU AJropuTM OJIOKUPOBKHU
yY4eTHOIi 3anucu HacTpauBaeTcs HacTpauBaeTcs
npu
HeyCHelmHbIX
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MONBITKAX
ayTeHTH(UKAL
0

JAByx¢pakTopHa
|
ayTeHTH(UKAL
ust
MoJib30BaTeJiei

Her nanHBIX

Ha, CMC, OTP

Het nanHBIX

Ja, o cepTuduraram

Ja, o cepTuduxaram

Orpannyenue
AOCTyIAa K
PeLIeHUIO0 HA
CeTeBOM YPOBHE

Her nanHBIX

UYepes orpanndeHue
JocTyna K TeHaHTy MS
Azure

CpenctBamu cepBepa MS
IIS

Her (Tonbko yepes iptables
Bpy4HYyI0 uepe3 Linux-
KOHCOJIb)

Ha, gepe3 BeO-uHTEphEiic:
paspelieHue Ha TOCTYIl K
CHCTEME TOJIBLKO C
onpexaeneHHoro [P-anpeca, us
nuamna3oHna [P-anpecos, n3
ONPEACICHHON NOACETH

Ayrentuduran | Her nanHbix Ha Het nanHBIX [Mognepxka SSL-coenunenus, | [lognepxkka SSL-coenunenus,
usl HA ayTeHTU()UKALMU Ha IOYTOBOM | ayTEHTU(HUKAIIUHI HA TIOYTOBOM
MOYTOBOM cepsepe cepsepe
LLII03e
1.7. J/IuneHn3npoBanue
CroumocTsh 3aBucut ot konudectsa | Ilo mpaiic-nucty MS Her nanubix 3aBHUCHUT OT (PyHKIIMOHAIA, 3aBUCHUT OT MEPEUHS
JINIEH3UH (GYHKIIMOHATBHBIX Office 365 ¢ TapudHbIM 00IIIero KOMYEeCTBA aKTUBOB, | BBIOPAHHBIX (DYHKIIMOHATBHBIX
MOZyJIeH, KOHHEKTOPOB K | Iu1aHoM ES KOJINYECTBA KOHHEKTOPOB, MOZYJIEH, KOJIMYECTBA
BHemHUM 1C KAaCTOMU3aLlUU PELIEHUS MO/ KOHHEKTOPOB K HCTOYHUKAM
KOHKPETHOI'O 3aKa34MKa, CPOKA | JTaHHBIX U KOHHEKTOPOB
neicTBus MpuodpeTaeMoit pearupoBaHusi, BO3MOKHOCTH
TEXHUYECKOH NOIEPIKKU HCIIOJIB30BATh PEKUM BBICOKOU
JOCTYITHOCTH/MHOTOHOTHOCTH,
BBIOPAHHOTO YPOBHS
TEXHUYECKOU NOIJEPKKHU
Tun simnen3un | beccpouynas [Tognucka Her nanHbIX beccpounas beccpounas, cpounas
MexaHusm Her nanubIx OmnuaiiH-nIpoBepKa Her nanubix JInueHsus ycranasnuBaercsa B | JIMIeH3us yCTaHABIUBAETCA B
JMIEeH3HOHHOM JIeCTBUTEIIBHOCTH BUJE (ailyia, COMOCTABIIEMOTO | BHJIE TEKCTOBOTO KIIIOUA,
NPOBEPKH MOAIUCKU C YHMKaJIbHbIM ID CrE€HEPUPOBAHHOI'O

HHCTAJJIAIHN

Ha OCHOBAHHWH YHUKAJIBHOI'O
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UACHTU(PHUKATOPA

MHCTAJJISIIUU
IIpenocraBienu| Ectob Ectp Her nanubix Her Her
e 110 MoJeJIH
SaaS
Texnnuyeckasa | B 3aBucumoctu ot Ectp Her nanubix Bxirouaer nosydenue B 3aBucumoctu ot
NMOJAePKKA npuoOpeTaeMoro ypoBHs: NEPUOINYECKUX OOHOBIIEHUH, | MPUOOpPETaeMOro ypoBHs: 8x5
8x5 (GMTH+5) SI3bIK OKa3aHuUs yCIIyIu: IIPEAOCTABIICHUE unu 24/7, BpeMsi pearupoBaHus
PYCCKUM, aHIJIMMUCKUI KOHCYJIbTallu} 110 Ha HEMCIPABHOCTH OT & 10 2
S3bIK OKa3aHUs yCIyTH: HCII0JIb30BaHUIO 4acoB, IIPEIOCTABICHUE
pyCCKHM [IPOrPaMMHOI0 IPOAYKTA, naTuei, GecriaTHoe
MOJIEPKKY B pexkume 24/7. OOHOBJICHHE 10 HOBBIX BEpCHUH.
SI3bIK OKa3aHuUs yCIIyIu: SI3bIK OKa3aHuUs yCIIyIu:
PYCCKUM, aHIVIMMCKUI PYCCKUM, aHIVIMMCKUI
JlonoJIHUTEILH Pewmenne nocrasnsercsa B | Her nanusIix ITakeTsl 3KCIEPTU3EL, Bennop npennaraer kak
0-HO cocraBe noanucku MS KOMILIEKCHI TPeOOBaHUH 110 «KOpOOOYHOE», TaK U
Office 365 ¢ TapupHbIM ayJUTy IPHOOpETAIOTCS IIOJIHOCTBIO KACTOMU3UPYEMOE
maHom ES OTZEJIBHO 10 KOHKPETHOI'O 3aKa34yuKa
HCIIOJIHEHUE
1.8. Ceprupuxarsi
Cepruduxarbl | Ceprudukar Her Her IIponykr BxiatoueH B Enunbii Ceprtugukat COOTBETCTBHS
cootBeTcTBUs PCTOK peectp poccuiickux nporpamMm | ®CTIK Poccun Ne 4194 ot
Poccum Ne3796 ot st OBM u 6a3 maHHBIX 19.12.2019 o HAB4 u TV,
29.08.2017 MOXHO MPUMEHSTH JIJIs
3amutel B [C-1, ACYTII-1,
[IpoayxT BKJIIOUEH B NCIIdn-1.
Enunelii peectp
POCCHUICKUX ITPOTPaMM [Iponyxt BKItOUeH B EquHbIi
st OBM 1 6a3 naHHBIX peecTp pOCCUNCKUX MTPOrpaMm
st DBM u 6a3 1aHHBIX
1.9. BHenpenust (CHHCOK 3aKa34HKOB, U3 OTKPBITHIX HCTOYHHKOB)
Bueapenus Her nanabIX Her nanabIX ITAO «PocbaHk» AO «PCXb», bank BTb ITAO Co6ep0OaHk,

(ITAO), ITAO «MTC-banky,

OAO «PX]», bank I'TIb

I'ocynapcTBeHHas KOpropanus
«Poctex», ITAO bank «®K

13




(AO), ®HC Poccun, AO «CO
ED2C»

Otkpertuey, AO «I['o3HaKy,
OI'VII «I'PULly, ®CO
Poccun, DAY
«I'maBrocakcneprusa Poccuny,
«CIAM-bauk» (ITAO), AO
«I"aznpom-menna XOoJIIUHI»

1.10. ITpouee
PaGora B Her nannpix Ectb Her nannbix a, ¢ nognepx)koi a, ¢ nognepx)koi
pesxkume pasrpaHUYeHHs] JOCTya H TPaHyJISIPHOTO Pa3rpaHUICHUS
multitenancy poaeBoit mogenu ajusg MSSP nocryna st MSSP
Otka3oycroitun| /[a Ja Het nanabIX Ha, B pexxume Active-Passive, | [la, anmapaTHoe gyOivpoBaHue
BOCTDH Active-Active BCEX KOMIIOHCHT CHCTEMBI,

MIPOrPaMMHOE pacipe/IesieHrue
3a7a4 IJis1 00eCIIeueHMS
OTKa30yCTOMYHMBOCTHU U
pacnpeseNieHus: Harpy3Ku

BriBoabl mo pazaeay Nel

Pemenus ePlat4m u RSA neMOHCTpUPYIOT 10CTaTOYHO THIIOBOW A1l OU3HEC-TIPOYKTOB YPOBEHB CIIOKHOCTH HACTPOMKH, OOCITY>KUBAaHUS U TIOJACPIKKH, €CIIM HE OpaTh
B pacyeT pasHUIy B CTPAaHE-IIPOU3BOAUTEIIE U TOTCHIUAIBHON CTOUMOCTH PELLICHHUS.

[TpoxykT ePlat4m nmoka He MOXy4HII LIMPOKOTO pacnpocTpaHeHus. OIHaKo OTMETUM Hainuuue y Hero ceptudukara coorsercTBust ®CTIK Poccun, uto siBnsiercs
0ecCOpHBIM KOHKYPEHTHBIM NIPEHMYIIECTBOM, a TAKXKE CBUACTEIBCTBYET O PEATM30BAHHBIX B MPOJAYKTE HEOOXOMUMBIX QyHKIHMIX Oe3onacHocTu. [loaToMy BronHe
NIPaBOMEPHO, Ha HAIll B3IJIA], TOBOPUTH O HATMYUU TMTO3UTUBHBIX MEPCIIEKTUB peaIn3alluil JaHHOTO MPOIYKTa HAa POCCUIICKOM PBIHKE, 0COOEHHO CpeIu
rOCy/IapCTBEHHBIX CTPYKTYP.

Pemenne RSA taxoke nmpogaetcst B Poccuu He ocobeHHO akTuBHO. KpoMe Toro, 0HO «3aTOYEHO» MO MHTETPAIlMIO B SKOCUCTEME MPOIYKTOB OT RSA u nmeer

CANHUYHBIC BHCAPCHUS B Poccun.
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AmnanornyasIM o6pa3zom, perienue ot Microsoft choxycupoBano Ha pabote B cteke MS Azure u siBseTCsl, Kak U Ipoune Azure-perieHus, 00JauHbIM, YTO HAKJIa(bIBaeT
OrpaHUYEHUS Ha CIIMCOK MOTEHIUAIbHBIX MOKYTaTelel, yIUThIBas CTPOTHE 3aKOHOIAaTEIIbHBIE TPEOOBAHMUS.

Pemenne R-Vision pacmipocTpansieTcs Ha pelHKE AocTaTouHO akTuBHO. OHO 6a3upyetcs Ha OC Linux, 4To, KaKk cleACTBHE, MPUBOIUT K HEOOXOAMMOCTH HATUYHS B
HITATe 3aKa34MKa CHEIHMAINCTOB ¢ HeoOXxonuMbiMu *NIX-komnereHusiMH (paboTa B KOMaHIHOW CTPOKE, HACTPOWKA CUCTEMHBIX YTHIUT Linux). OqHOBpeMEHHO,
OJHaXBI Oyydn HACTPOCHHBIM, TAKOE PELICHHUE, CKOPEE BCETO0, MOKaXKET MPOJODKUTENbHBIA Uptime.

[TpoxykT Security Vision mosb3yeTcst CIpOCOM Ha POCCHICKOM phIHKE. 13 paccmarpuBaeMbIx HaMu crcTeM Tosbko OH U ePlat4m cepruduuuposanst @CTIK Poccun.
Security Vision MoxeT (pyHKIIMOHUPOBATH B IPUBBIYHON cpeHeMY Hojb3oBaTeno Windows-cpeze, 4To ynpoiaeT npoiecc HacTpOHKU (HalpuMep, ero Jerko
MHTETPUPOBATh B TEKyIyIo cpeny Microsoft Active Directory), a TakyKe HECKOJIBKO CHHKAET TPEOOBAHMSI K KOMIETSHIIUAM aIMHUHUCTPUPYIOLIETO 3TY CHCTEMY
coTpyaHuka. Security Vision noaaepxusaet Open Source nnctayuanuu Ha 6aze OC Linux u CYB/] PostgreSQL, uto cHmkaeT TpeOoBaHus K (PMHAHCOBBIM 3aTpaTam
Ha UT-undpacTpykrypy 3aKazdyuka.

B nutane yno6cTBa 3KCITyaTa U aIMUHIUCTPUPOBAHUS HanboJsiee mpuBIeKaTeIbHbIMU npencTaBisitores Microsoft Compliance Center, R-Vision u Security Vision.
JlokymenTarus pemenust R-Vision BBITISIINT OCHOBATENIBHOM, TaKkKe YJOOHOH IMOKa3zagach KOHTEKCTHAs cripaBka ¢ mouckom. Y Microsoft Compliance Center u
Security Vision nMeeTcst JOKyMEHTAaLUsl HE TOJIBKO HA PyCCKOM, HO U Ha aHTJIMICKOM SI3bIKE, a TAK)KE OKA3bIBACTCS MYJIbTHI3BIYHAS TEXHUUECKAs TIOJICPIKKA.

Security Vision npennaraetr Haubosbliee pasHooOpa3ue THIIOB onoBenieHuid: otrpasky email, CMC, Telegram-yBeoMiIeHNH, 3BYKOBbIE OTIOBEIIEHUS U BCIUIBIBAIOIINE
yBenomiieHus B BeO-untepdeiice. Y ePlat4m, RSA Archer u R-Vision 3asiBieHa TonpKo noaaepxka yBeaomienui no email, y Microsoft Compliance Center -
MOJJIEPKKA YBEAOMIICHHI 1O email 1 BCIUIBIBAIOIINE YBEOMIICHUS B BeO-UHTEpdeiice.

B mutane ceptudukanny BoxHe 3aKOHOMEPHO JTUAUPYIOT OTEUECTBEHHbIE TPOAYKTHL. Bee Tpu paccMaTpuBaeMbIX HaMHU poccUiickuX cucteMsl - ePlat4m, R-Vision u

Security Vision - BkitoueHsl B Enunbiii peectp poccuiickux nporpamm it 9BM u 6a3 nanusix. ePlatdm u Security Vision o0nagaroT cepTudukaTaMu COOTBETCTBUS
®CTIK Poccun: ePlatdm — mo CBT(5), Security Vision - o HAB(4) u TY.
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2. CpaBHeHHe (PYHKIMOHAJBHBIX BO3MOKHOCTEH
2.1. YnpaBiaenue nHGOPMALHMOHHOI 0€30aCHOCTBIO

2.1.1. uBeHTapHU3aLMs M YIPaBJIeHHE AKTUBAMHU

Ilepeuennb MarepuanbHbie U MarepuanbHbie U MarepuanbHbie U JlBa xnacca akTuBoB (6usHec- | JIroOble Tumbl akTHBOB. PaboTta
NO/A/IePKUBAEM | HEMaTepUaJIbHbIC aKTUBbI:| HEMATEpUAIbHbIC AKTUBBI: | HEMAaTepUaIbHbIE aKTUBBI: | aKTUBBI U U T-akTHUBBI), HO B C aKTUBaMH HaCTPAUBaAETCs
bIX THUIIOB ® MPOIIECCHI e wuH(DOpMaIUsI e uH(pOpMaLHs paMKax KakJI0ro Kiacca 4yepe3 yHUBEPCaIbHBIN
AKTHBOB e uH(pOpManUs e CHCTEMBI ® CHCTEMbI MOJKHO 3a71aBaTh HOBBIC TUIIBI | (DYHKIIMOHAT pabOUuuX
® CHCTEMBI e 000OpyIoBaHHE e 000OpyIoBaHHE aKTHBOB. MIPOLIECCOB, PEATU3YIOIIUX
e ceru e IIO e IIO MEXaHH3M 00pabOTKH U
e oGopynoBaHHe o  VA3BAMOCTH e yA3BEMOCTH IIpenycTaHOBIEHHBIE TUIIBI KU3HEHHOTO u61/11<na
® [I0JI30BATEIHN ® [I0JI30BATEIHN ® [I0JI30BATEIHN AKTHBOB. JIOTHHICCKHX OOBEKTOB,
e Opranusanus BKJIKOYasi aKTUBBI.
(monpazneneHust) [IpenycmoTtpeH rpadudeckwii
e busHec-nponecchl PEAAKTOp KOHCTPYKTOpa
o Hupopmarms pabouux MpoIeccoB.
e Ilepconan
o IloMercHus IIpenycTaHOBIEHHBIE THIIBI
e Ob6opynoBanue Cetu AKTHBOB.
e TIO e busHec-npouecc
[ ]
o JloMeHbI WNudopmanronnas
cucTema
e  VYA3BUMOCTH T
e TexHMUYECKOE CPEACTBO
e ['pynnsl UT-akTrBOB 0o pel
[ ]
(uH(OpMaITIOHHBIE
CHCTEMBI) * Jlnuensus
o Uudopmanus
Ilepeyenn Her nanubix CBolicTBa aKTUBOB HE Her nanubix CBolicTBa aKTUBOB IIpon3BoIBHBIE CBOWCTBA
NOJAePKUBAEM KaCTOMHU3UPYIOTCA OIIPEAEIAIOTCA B aKTUBOB, MOXHO CO3/aBaTh
BIX CBOMCTB CIIPaBOYHMKAX. B CIIpaBOYHUKH | [TOJIB30BATEIBCKUE CBOMCTBA.
AKTHBOB MO>KHO J00aBUTh CBOU ITonnepxuBaercs CBA3b

anemeHThl. JloOaBieHue
HOBOT'O CIIPAaBOYHHKA HE
MOJICP>KUBACTCSL.
IIpenycranoBnens! nopsaka 10
BUJIOB CIIPAaBOYHHUKOB (THIIBI

CBOMCTB aKTHBOB C
AJIEMEHTaMU CIIPABOYHHKOB,
0a3 3HaHWi. THUITBI CBOHCTB:
BPEMEHHOU MHTEPBAaJl,
nata/Bpemsi, Tpymna
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aKTHBOB, aTPUOYTHI
0€e30aCHOCTH, OM3HEC-
npoIecchbl, ”HPOPMALIMOHHbIE
aKTHBBI, THITBI 000PY/IOBaHUS U
T.1.)

COTPYJHUKOB, J1a/HET,
IpoOHOE/Ie0e YHCTIO,
TEKCT/pacIIMPEHHBIN TEKCT (C
nogaepxxkorn HTML-
pa3MeTKH), CBSI3aHHBIC AKTUBBI,
COTPYAHUKH, (aii,
CTIPAaBOYHUK

CBsi3u Mexay
AKTHBAMH

Ha

a, cBs13u Mexay
obopynoBanuem, [10,
IIOJIB30BaTEIIAMU,
ySI3BUMOCTSIMU

Ha

YcraHoBKa CBA3€H MEXIY
aKTHUBaMHU THIIOB:
obopynosanue, rpymmnsl UT-
aKTHBOB, OM3HEC-TIPOLIECCHI,
uHpOpMaIHsL.

VYcranoBka cBsizeit («Bnuser
Ha» WIH «3aBUCUT OT»)
aTpuOyTOB 6€301aCHOCTH
(11€7I0CTHOCTD,
KOH(UICHIINATEHOCTD,
JOCTYITHOCTh) MEXTY
aKTUBaMHU.

Ectb knaccuukarop akTHBOB
C BO3MOKHOCTBIO
aBTOMaTU4YECKON
KaTeropu3aluy aKTUBOB 110
IPUMEHUMBIM HOPMaTHBHBIM
TpeOOBAHUSM.

AKTHBBI CBSI3aHBI C MOIYJIEM
«AyIUTBD) — B CBOMCTBE
aKTHBA HAXOAWTCS MPUBSI3KA K
MIPOBEJICHHBIM ayIUTaM,
HapyIIeHUsIM TpeOOBaHUH Ha
aKTUBE U CBSI3aHHOM
000pyI0BaHUH, TOMEIICHHH,

[IpenycmoTrpena HacTpoiika
TUTOB CBsI3U («CBsI3aHbD) WU
«3aBHCHUT OT») MEXKY
JIIOOBIMH THIIAMU OOBEKTOB.

B3aumopeicteue mexay
aKTUBaMU HACTPaUBaeTCs
yepe3 YHUBEPCAIbHbBIN
(byHKIIMOHAT pabouux
MIPOLIECCOB, PEATU3YIOIIUX
MeXaHU3M 00pabOTKH JIFOOBIX
JIOTHYECKUX 00BEKTOB,
BKJIIOYAsi aKTUBBI.

IIpenocrasisercs
BO3MOYKHOCTh CBSI3bIBATh
aKTHUBBI C JIIOOBIMHU TUIIAMH
00BEKTOB B CUCTEME:!
JTOKYMEHTBI, (hailibl,
3aKOHOJaTeJIbHbIE TpeOOBaHNUS,
3aJ1au, UHIUICHTHI
(pynkimonan IRP) u T.1.

[TopnepxuBaeTcs MOHUTOPUHT
N3MEHCHHS CBOMCTB
CBSI3aHHBIX aKTHBOB C
BBITTIOJTHEHUEM
aBTOMATHYECKHUX JICUCTBUI
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CUCTEME, a TaKXKe IJIaH padoT
10 YCTPAHEHUIO HAPYIICHUM.
AKTHBBI CBSA3aHbI C MOAYJIEM
«YTpaBlIeHHE PUCKAMU» U
KaTeropupoBaHueM 0OBEKTa B

paMKax TpeOOBaHHIA MO 3alUTe
KUMN.

[Tonnep>kuBaeTcst OBICTPHII
Nepexo OT aKTUBA K
CBSI3aHHOMY C HUM
000pyI0BaHUIO, TPUMEHUMBIM
CTaHJapTam/TpeOOBaHUAM,
uHIUACHTaM (pyHKIIMOHAT
IRP)

[IPY HACTYIUICHUH
ONPEACISIEMBIX MOJIb30BATEIIEM
YCIOBUUI

O0bem
codupaemMoii u
UHBEHTAPU3UPY
eMOoH
HHpopMannu
00
000py10BaHNHU
(BCTpPOEHHBIMU
cpeacTBaMu
peLieHust)

Het nanHBIX

Nwms yerpoiictBa
[P-anpec
MAC-anpec,
KOJIMYECTBO
CETEBEIX
uHTEepdeiicoB
Tun OC

Tun
obopymoBaHus
Nmsa nomeHa
ArnmnaparHble
XapaKTEPUCTUKU
(IIry, O3y,
YKECTKUHU JTUCK)
YcTaHoBiIeHHOE
I1O (Bepcus)
Crucox
JIOMECHHEBIX
IOJIb30BaTeeH

Het nanHBIX

e IIms ycTpolicTBa

e [P-ampec

e MAC-anpec,
KOJIMYECTBO CETEBBIX
uHTEepdeiicoB

e Macka nojcetu

e Tun OC

e Tumn obopynoBanus (B
3aBHCUMOCTH OT TUIIA
ycranoBieHHoro [10),
poJib (B ciayuae
cepsepHoit OC
Windows)

o ®dusnueckas/
BHUPTYyaJbHasl MallIMHA

e Uwmsa nomena/paboueii
TPYIIIBI

e AnmapaTHble
xapakrepuctuku (LITY,
O3V, xecTKuil TUCK)

e IIms ycTpolicTBa

e [P-ampec

e MAC-anpec,

KOJINYECTBO CETEBBIX

uHTEepdeiicoB

Macka noaceru

Tun OC

Tun oGopynoBanus

duznueckas/

BHUPTYyaJbHasl MallluHA

e Uwmsa nomena/paboueii
TPYIIIBI

e AnmapaTHble
XapaKTePUCTHKU
(IIITY, O3Y, xecTKuid
JTUCK)

e VYcranosnennoe [10
(Bepcus, nara
YCTaHOBKH)
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[Tapametpsl
oesomacaoctu OC
VYa3sumoctu

VYcranosnennoe 110
(Bepcus, nara
YCTaHOBKH)

Cnucok

JIOKQJIbHBIX/ TOMEHHBIX
MOJIb30BaTeNeH/
aAMMHHUCTPATOPOB (MM
MOJIb30BaTes, 1aTa
MOCJIEIHETO BXO/a) Ha
YCTPOMCTBE

Cnucok 1OMEHHBIX
rpynn 0e30macHOCTH,
BKJIFOUEHHBIX B
JIOKAJIbHBIE TPYTIIBI
0e30macHOCTH Ha
YCTPOMCTBE
[Tapametpsl
6e3onacuoctu OC
(cocTostHuE
AHTUBUPYCHOTO
CpeZCTBa C YKa3aHUEM
BEPCUHU, COCTOSTHHUE
MEKCETEeBOI'0 IKpaHa,
COCTOSIHUE CITY>KOBI
oonosnenus OC,
napameTpsl
noakiarouenus USB
YCTPOMCTB)
Va3Bumoctu (myTem
MHTETPALUH CO
CTOPOHHHMM PELICHUEM
vulners.com)
JIOTIOJTHUTETBHBIE IO
JUISL pyYHOTO BBOJIA
(craryc aKkTHBa,

Crucox
JIOKAJIbHBIX/JOMEHHBIX
[OJIb30BaTeIEH/
aJIMHHHUCTPATOPOB
CIMCOK JOMEHHBIX
rpynn 0e30macHOCTH,
BKJIIOYEHHEIX B
JIOKAJIbHBIE TPYIIIBI
0€30IMacHOCTH Ha
YCTPOMCTBE
[Tapametpsl
oe3omacaoctu OC
Va3BumMocTu
J1OnOJIHUTEIBLHEIE IO
JUISL pyYHOTO BBOJIA
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OTBETCTBEHHLIMH,
VHBEHTAPHBIN HOMED U

T.]1I.)
DYyHKUMOHAJ Her nanHBIX AreunrtHast Het nanHBIX Besarentnas e Besareutnas
BCTPOEHHBIX WHBEHTapu3anus WHBEHTapu3anus WHBEHTApU3aLIHS
CpeacTB MPOBOJUTCS C MOMOILBIO OCYILECTBIISIETCSA OCYILIECTBJIISETCS
HHBEHTApHU3alH YCTaHOBJICHHOTO HA KosekropoM R-Vision: KOHHEKTOpOM cOopa
" ycrpoiictBe Microsoft JTaHHBIX Security

Defender ATP, SCCM-
KJIIMEHTa

CKaHHUPOBaHUE
3aJaHHOU CETH C
MCIOJIb30BaHUEM Nmap
C MOCJIEIYOLINM
yIaJeHHBIM BXOJIOM Ha
yctpoiicteo (WMI, MS
RPC ans Windows-
cucteM; SSH/SNMP
s Linux/Unix-
CUCTEM, CETEBOTO
obopynoBanus Cisco,
Juniper, HP)
Brinosinenue Ha
KOJIJICKTOPAX CUCTEMBI
MPOIPUETAPHBIX
ckpunToB (tuna R-
Vision) st
aBTOMATHU3AINH
neicTBuil mo coopy
VHBECHTApU3aLMOHHOU
uHpopMauu

3amycK JOKaIbHBIX
JIOTOH-CKPUTITOB
VBScript Ha
YCTPOMCTBAX,
HEJOCTYIHBIX IS
yJIaJIEHHOTO BXOA, C
MOCIEAYIOLIEH

Vision, B KOTOpoM
MOJIJIEP>KUBAIOTCS
CIICAYIOIIHE
MIPOTOKOJIBI U
MexaHu3Mbl: DNS,
HTTP, HTTPS, IMAP,
MS RPC, POP3,
SMTP, SNMP, SSH,
SSL, Syslog, TLS,
WindowsShell, WMI,
MEXaHHU3MBI
MOJIKITFOUCHUS K
ciryx0aM KaTajoros
Active Directory u
CYBJ Microsoft SQL,
MySQL, Oracle,
PostgreSQL;
MexaHu3mbl API
(REST, SOAP)
YHuBepcanbHbII
KOHHEKTOp Security
Vision,
obecreynBaromuit
MOIKITFOUEHUE
MPAaKTUYECKH 000
CHCTEMBI, CLIOCOOHOMH
MPEIOCTaBUTh JaHHBIC
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OTIIPAaBKON COOpaHHBIX
nmauabelx B POST-
3a1poce Ha KOJIEKTOP
YHuBepcanbHbII
KOHHEKTOP IS
MHTETPaLUH C
IIPOU3BOJIbHBIMU
6azamu TunoB MS SQL,
Oracle, PostgeSQL,
UMIIOPT JaHHBIX U3
npousBoabHON Excel-
TaOJIULIBL

CobpanHble JaHHBIE O
IIOJIHOMOYUSIX
MOJIb30BaTENEN HA
YCTPOMCTBAX
arperupyroTcs B
CIPaBOYHUKE
«IIpuBunerun
[I0JIb30BATEIIEN»
Bo3moxHOCTB 3a1aBaTh
I10JIb30BaTEIbCKUE
rpynnsl I10 ¢
OTHECEHUEM K HUM
paznuusoro 110 nytem
IIPUMEHEHHUS regex-
BBIPaKCHUN

ITouck yCcTaHOBIEHHOTO
I1O B 3agaBaeMbIx
I10JIb30BATEISIMU
KaTtauorax
CxanupoBaHHe
00Hapy>KEHHBIX
MoJACeTeN, CBI3aHHBIX C
CETEBBIMHU aJaNTepaMu

B MaIIMHOYHTAEMOM
BUJIE

AnroputMm
JeTyTITNKAIMY JaHHBIX
ru0KO HAaCTpauBaeTcs B
COOTBETCTBUH C
JIOTHYECKUMHU
IIpaBWJIaMU (CpaBHEHUE
CBOMCTB COOBITHI)
MexaHu3M HaCTpONKH
npaBmI GUIBTPALIUN U
IpyNIUPOBKU
MO3BOJISIET HACTPaUBATh
T00YI0 JIOTUKY
BBIOOPKH, CBSI3bIBAHUS
U TPYIIIHPOBAHUS
MIOJTyYCHHBIX CBEICHUI
0 IIPOCKAaHHPOBAHHBIX
aKTHBax

Bo3moxxHOCTB
MOHUTOPHHIA CETEBON
JOCTYITHOCTH, KaueCTBa
CBA3U C YCTPOMCTBaMU
U COCTOSIHUS
paboTocrnocoOHOCTH
aKTHUBOB (110
nporokonam ICMP,
TCP, UDP, SNMP,
Syslog) ¢
BU3yaJIM3aLuen
MOJTYYCHHBIX JIaHHBIX
Ha TpaduKax
Bo3moxxHOCTB
yJIaJIeHHOTO BXOJa Ha
IIPOCKAHUPOBAHHOE
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IIPOMHBEHTAPU3UPO-
BAHHBIX YCTPOMUCTB
Anroputm
JeNyIUIMKAallMi aKTHBOB
(yuuTtsiBaeTcs
yHUKanbHOCTE MAC,
UID, nanuuue ¢aitina-

obopyoBanue (1o
RDP, SSH)

e MeHemxepsl
KOHHEKTOPOB
pearupoBaHUs MOTYT
aBTOMATHUYECKH
pacrpenensTh 3a1auu

Mapkepa Ha MEXy cOOOM ast

MIPOCKAaHHUPOBAHHOM obecrieyeHus

CUCTEME) OTKa30yCTOMYMBOCTH U
pacripeneneHus
HarpysKH B Iporecce
WHBEHTAPHU3ALHUU

Oo0bem
codupaemMoii u
HHBEHTAPU3UPY
eMoil
HHpopManuu
00
000opy10BaHNHU
(10 JTaHHBIM OT
MOAKJIIYEHHBIX
CHUCTEM)

KonuuecTBo JaHHBIX
3aBUCUT OT KOHKPETHOU
CUCTEMBI-UCTOYHUKA

YcTaHoBIeHHOE
10O (Bepcus,
KOJIMYECTBO
WHCTAJUISAINM,
JIMLEH3UH, CPOK
JIeicTBUS
JIULEH3HI)
ArnmnaparHble
XapaKTEPUCTUKU
VA3BUMOCTH

KonunuecTBO JaHHBIX
3aBUCUT OT KOHKPETHOU
CUCTEMBI-UCTOYHUKA

Ycranosnennoe 110
(Bepcusl, KOJIMYECTBO
MHCTAJUISAINM,
JIMLIEH3UI, CPOK
NEUCTBUS TULIEH3UI)
ArnmnaparHble
XapaKTEPUCTUKU
VYa3sumocTu
[Tonp3oBaTenu
(momennsnie): ®UO,
HMsl YYETHOU 3aIUCH,
JOJKHOCTB,
IoJipa3fieieHue,
JaHHBIE O
IIPOXOXKICHUH
awareness-rnporpaMmm
CocTtosiHHE CPECTB
3alUThl HH(POPMAIUU
Ha yCTpolicTBax (cTaTyc
DLP-arenTos,
aHTUBUPYCOB, CPENICTB
samuTel oT HCJ{ v T.71.)

KonmuecTBo TaHHBIX 3aBUCUT
OT KOHKPETHOM CUCTEMBI-
rncroyHuka. Huxke
MIPEJICTaBICHBI IPUMEPHI
MOMYJISIPHBIX UCTOYHUKOB:
Kaspersky Security Center:
CeteBoe umsi, CETEBOM ajipec,
CepBep aHTHBHUPYCA, TOMEH,
BpEMs NTOCIEAHEN
JOCTYITHOCTH, BpeMs
IOCIEHEr0 OOHOBIICHUS,
BpEMSI TIOCTICTHETO
CKaHUPOBAHUS, TPYTIIa
aHTHBHUPYCA, BUIUMOCTD Y3714,
CTaTyC YCTAaHOBKH areHTa,
CTaTycC 3amycKa areHTa, CTaTyc
CITy>KOBI 3aIUTHI B PEXKHME
pEATbHOTO BPEMEHH,
iatgpopma OC, KOIUYECTBO
BEISIBJICHHOT'O BPEJIOHOCHOTO
I10, xonmuyecTBO
HEBBUICYCHHOTO BPEIOHOCHOTO
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I10, apxutekTypa npoueccopa,
BpeMs IIOCIIEAHEN 3arpy3KH,
OTEepaLMOHHAs CHCTEMA,
BEpcUsl U HAMMEHOBaHHE
aHTHUBHUpYCa, JaTa OOHOBIICHUS
6a3 curHaryp.

MaxPatrol 8: cereBoii agpec,
CeTeBOE UMl OTIEPALIUOHHAS
CUCTEMA, yCTAaHOBJICHHOE
porpaMMHOe oOecrieueHus,
Bepcui [10, myTh yCTaHOBKH
10, monHas uudopMAaIHs 110
BCEM YSI3BUMOCTSIM.

MS SCCM: ceteBoii anpec,
UACHTU(PHUKATOPHI, JOMEH,
CeTeBOE UM, OIlepaIlOHHAs
cucrema, MAC aapec, craryc
aKTHBAIIUX aBTOOOHOBIICHHS.

Vka3aHHbIN BBIIIE CITMCOK HE
SIBJISIETCSI KOHEYHBIM: IPyTHE
HCTOYHHKU-CUCTEMBI
MEPEIal0T B CUCTEMY CBOU
MEPEYHHU JTaHHBIX

Hacrpoiiku
MeXaHHM3Ma
HHBEHTapU3aLH
"

Her nanHBIX

ABTOMaTHYECKOE
CKaHUPOBaHHUE,
CKaHUPOBAHUE TI0
TpeOOBaHUIO

Het nanHBIX

Hacrpoiika 3amycka CKpunToB
aBTOMaTH3aIuu (1eaeBas
IpyIIa yCTPOMCTB, paclIuCaHue
3amycka). Hactpolika
MOJINTUKU HAa3HAYEHUS
aTpuOyTOB — JIOTHKA
3aI0JIHEHUs] CBOWCTB
OoOHapy>KEHHBIX aKTUBOB
(Hampumep, CBA3b YCTPONCTBA
¢ HHPOPMAIIMOHHOW CUCTEMOH,

MexaHn3M UHBEHTapU3aluu
ru0KO HAaCTpauBaeTcs B
paMKax JIOTH4eCKOro pabodero
IIpoLecca UHBEHTApU3aLINH.
IIpenycMoTpeHsl pydHble
(BBIMOJTHEHUE JEHCTBUM 11O
KOMaH/I€ MOJIb30BaTeNs) U
aBTOMATHUYECKHUE (BBIIIOJIHEHUE
JNEUCTBUN IIPU HACTYIUICHUH
OTpeICTICHHBIX YCIOBUM)
TpaH3aKUUHU-JCHCTBUS HA

23




IpyNIMpOBaHUE AKTUBOB 10
3aJ1aBa€MbIM KPUTEPHSIM).

Hacrpoiika nonuruku
obnapyxenwus [10 (mouck
orpeiesIeHHBIX (DaitioB 1
KaTaJoroB Ha yCTPOMCTBAX).

Hacrpoiika nmonurux
CKaHUPOBaHHUA (paclucaHue,
HCIIOJIb3YEMBIE YUETHBIE

3aI1ucu, CKaHI/IpyeMBIe IIoACCTU
JIBC).

Hacrpoiika nonuruku
3alUIEHHOCTH NIepCOHANa —
MOCTPOCHHE KapThI
«ySI3BUMOCTEI» COTPYHUKOB B
3aBHCUMOCTH OT pE3yJIbTaTOB
yueOHBIX (PUIIMHTOBBIX aTaK U
MPOXOXJICHHS COTPYTHHUKAMHU
0o0ydYeHUsl B CUCTEME
«AHTUDHUITTHT»

LIeJIEBOIl crucTeMe,
HACTpauBaeMbIe B paMKax
pabouero mporecca
WHBEHTapHU3aIIH C
UCIOJIb30BaHUEM
rpaduyeckoro pegakropa. B
Ka4yeCTBE JICMCTBUI
MPEeTyCMOTPEHO CO3TaHUE
HOBOI'0 00BEKTa, U3MCHECHHE
CBOMCTB TEKYIIIETO OOBEKTA,
HATOJIHEHUE CIIPABOYHUKOB,
BBHITIOJTHEHUE CKPUIITOB
aBTomatu3anuu (Bash,
PowerShell, Batch, cmd, Java,
Javascript, Python),
BEITIOJTHEHHE 3aIPOCOB K
cuctemaMm (SNMP, SOAP,
REST, DNS), BoinioiHeHUE
3arpocoB K 0a3am naHHbIX (MS
SQL, MySQL, Oracle,
PostgreSQL).

[IpenycmotpeH yat o
00BEKTaM, B paMKaX KOTOPOTO
MOJIb30BATEIIM CUCTEMbI MOTYT
00I1IaThCS IO CBSI3aHHBIM C
AKTHBOM 3aJa4aM

Bo3mo:xknoctu | MaxPatrol 8 Aruba ClearPass Policy | MaxPatrol 8 Active Directory Active Directory
uHTerpanuu co | MaxPatrol SIEM Manager Micro Focus ArcSight AlienVault Apache Kafka
CTOPOHHHMMH Micro Focus ArcSight AttackIQ Platform ESM Atlassian JIRA Atlassian Confluence
peleHnsIMu ESM Azure Sentinel Nessus Cisco (SSH, REST) Atlassian JIRA
RedCheck Better Mobile Qualys CMDB iTop Cisco (SSH, REST, SNMP)
BitDefender RSA Netwitness SIEM, | Forcepoint AP-DATA Cisco FirePower
MexaHu3MBI: Blue Hexagon apyrue npoayktel RSA | Fortinet FortiMail Cisco IronPort/ESA
Corrata Symantec SIM Fortinet FortiSandbox CMDB iTop
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RDBMS (ODBC,
OLEDB)

SOAP WS

REST WS

LDAP
POP3/SMTP

XML (aitn)

MS EXCEL (¢aiin)

CyberMDX
CyberSponse CyOps
Cymulate

Cyren Wen Filter
Delta Risk ActiveEye
Demisto

IBM QRadar
Lookout MTP

Micro Focus ArcSight
ESM

MISP ThreatSharing
Morphisec

Nexpose Rapid7

Palo Alto

RSA Netwitness SIEM
SafeBreach
ServiceNow

Skybox

Splunk

Swimlane

Symantec Endpoint
Protection Mobile
THOR Cloud
ThreatConnect
Vectra NDR

XM Cyber
Zimperium

Gigamon GigaVue-Fm
Group IB Bot-Trek Intelligence
HP Comware

HP SM (REST)

IBM QRadar

Imperva

InfoWatch Device Monitor
InfoWatch Traffic Monitor
Juniper

Kaspersky Fraud Prevention
Kaspersky Security Center
Lieberman ERPM
MaxPatrol 8

MaxPatrol SIEM

McAfee ePO

McAfee ESM

Micro Focus ArcSight ESM
Micro Focus UCMDB

MS Exchange

MS SCCM

MS SQL

MS System Center Endpoint
Protection

MS TMG

MySQL

Naumen CMDB

Naumen Service Desk
Nessus

Nexpose Rapid7
OpenStack

OpenVAS

Oracle DB

Palo Alto

PostgreSQL

QLikView

CheckPoint

CheckPoint SandBlast
FireEye

FireEye IPS

Fortinet Fortimail

Fortinet FortiSandbox
Fortinet SIEM

Gigamon GigaVue-Fm
HP SM (REST, SOAP)
HP SM ADV

IBM MQ

IBM QRadar (REST)
Imperva SecureSphere
InfoWatch Traffic Monitor
Juniper

Kaspersky IPS

Kaspersky Security Center
Lieberman ERPM
MailArchiva

MaxPatrol 8

MaxPatrol SIEM

McAfee ESM

Micro Focus ArcSight ESM
MS Exchange

MS SCCM

MS SQL

MS System Center Endpoint
Protection

MS TMG

MXtoolBox

MySQL

Naumen Service Desk
Nessus

OpenStack

Oracle DB
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Qualys
RedCheck

Secret Net

Secret Net Studio
Solar JSOC
Splunk
StoneGate
Symantec Endpoint Protection
VMware
Vulners.com
Zabbix
AHTUUITTHT

IIpumeuanue:

[Tpu unTerpamuu ¢ Active
Directory cobuparotcs
OTpaHUYECHHBIE CBOMCTBA
yueTHbIxX 3anuceit (PUO, ums
YYETHOM 3aUCH, JOJIKHOCTD,
MI0JIpa3/IeJIEHUE), OTCYTCTBYET
BO3MOKHOCTb HACTPOUKHU
II0JIy4€HHUs] 3HAUYEHUI UHBIX
CBONCTB.

ITonyuaemsie oT
MHTETPUPOBAHHBIX CUCTEM
JJaHHBIE OTPAHUYEHBI CTATYCOM
C3MU, TeXxHUYECKUMHU
XapaKTepUCTUKaMH YCTPOMCTB,
CIIMCKOM YCTPONCTB,
roJjp3oBareiei, 110,
ySA3BUMOCTEM.

IToaxaroyeHre HOBOM CUCTEMEI
3aHUMaeT oT 1 aHg

OTRS

Palo Alto

Ping-Admin.ru
PostgreSQL

QLikView

Qualys

RedCheck

RSA Netwitness SIEM
RuSIEM

ScanOVAL

Skybox (REST, SOAP)
Splunk

Symantec Critical System
Protection

Symantec Endpoint Protection
Symantec IPS

TripWire

URLScan.io

VirusTotal

VMware ESXi

VMware vCenter

Zabbix

1C

AC banka
I'ocynapcTBeHHbIE HHTEPHET-
cepsucsl (OCCII, EI'PHOJI,
EI'PUIT u T.1.)

KUB Cépullupopm
KoncynpranT +

ITopran /130

CKVY [ (paznuunble
IIPOU3BOJUTEIN)
CIIAPK-UnTepdaxc
QIICY-IP

QOIICY-TLS
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IIpumeuanue:

C nozKIII04YaeMBbIX CUCTEM
MO>KHO TIOJTyYarThb,
o0pabaTbIBaTh, HOPMAIU30BATh
U 3arpyxarb B Security Vision
To0bIe TaHHbIE, KOTOPbIE
MOJKET MPEIOCTaBUTh LIeeBas
cucTeMa, B TOM 4HCe
HecTpyKTypupoBaHHble (XML,
JSON, CSV, TXT, Binary).

[Tonnep>kruBaroOTCs 3aMPOCHI K
BHEIIIHUM OOILET0CTYITHBIM
cepBucam (Google API,
Sunexc API).

TloaknroueHre HOBOI CUCTEMBI
3apumMaer 1-2 gaca

Heo0xomuMmble | HeT maHHBIX AreunrtHas Her gannnix Jns ckanupoBanust Windows- | Jlnst ckanupoBanust Windows-

npasa JocTyna MHBEHTapHU3aLus cucreM Tpedyercs cucreM Tpedyercs

AJs coopa IIPEIOCTABUTH YUETHOM 3alIMCH | IPEAOCTAaBUTh YUETHON 3allUCU

WHBEHTApHU3aLH IpaBa JIOKAJIbHOTO IpaBa JIOKAJIbHOTO

OHHBIX JAHHBIX aJIMUHUCTPATOpa Ha LIEJIEBOM aJIMUHUCTPATOpa Ha LIEJIEBOM

YCTPOMCTBE. YCTPOMCTBE.

Jlns moaxkiroueHus K Active
Directory MO>XHO
UCTIOJIb30BATh CTAaHAAPTHbIC
MIOJTHOMOYHS TT0JIb30BaTEIIS
JIOMEHa

Metpuxku Het nannbIx Busyanuszanus Her nanubix Tunel MeTpUK: Bpems Jlro6b1e Tpelyromuecs

npouecca YCTpaHEHUS Ys3BUMOCTEH, pearupoBaHMs HAa MHIUACHT METPHUKH, 3a/1aHUE

HHBEHTapU3aLH IIPUMEHEHUs (pynkumonan IRP), MIOJIb30BATEIbCKHUX

U aKTHBOB PEKOMEHI0BAaHHBIX UCTIOJTHEHUE CPOKOB QJITOPUTMOB U JIOTUKU

HACTPOCK 6€3OHaCHOCTI/I,

pearupoBaHusl, TOHECEHHBIN U
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COCTOSIHUS
MH(POPMALMOHHOM
6e3onacHoctH (Security
Score, Compliance Score)
B BUJIe TpauKOB

NPeJOTBPAILCHHBIN yIepo.
Co3nanue ITOMOJTHUTSILHBIX
MOJIb30BATEILCKIX METPHK HE
MOIICPIKUBACTCSI.

Mertpuku BenyTcs 1Jisl aKTUBOB
tuna «Opranuzanus»
(«ITompaznenenusy), «busHec-
npoueccs», «'pymmsr UT-
AKTHBOBY.

[TonnepxuBaeTcs U3MEHEHUE
[IOPOTOBBIX 3HAYEHUN IS
METPUK U 3aJlaHUE
MEPCOHAIIBHBIX METPHUK ISl
ONPEACIICHHBIX AKTUBOB.

Busyanusauus METpUK:
rpaduueckuit (rpaduky,
[[BETOBAsI MHIUKAIHS) U
1M (poBoH (TEKCT) BU

CpaBHEHHS, TPOU3BOJILHBIC
MTOPOTOBBIC 3HAUCHHUSI.
Co3pmanue MeTpuK Juis 11000ro
THIIA JIOTHYECKUX O0OBEKTOB,
BKJIFOYasi aKTHBBHI.

Busyanuzanusi METpuK: B BUJIC
MHTEPAKTUBHBIX IUArpaMm u
nambopaoB ¢ ¢pyHkiuei Drill-
Down, rpa¢ukoB, 0TUETOB

2.1.2. YnpaBJieHHe ysi3BUMOCTSAM

Hu

HUcTounuxku
HHpopMannu
00 ysI3BHMOCTSIX

NHurerpanus co
CKaHEpaMH ysI3BUMOCTEN

CoOcTBeHHBIH
PENO3UTOPHIA,
penozuropuiit MITRE

NHurerpanus co
CKaHEpaMH ysI3BUMOCTEN

[TonmyyeHHbIe 10 pe3ybTaTamMm
WHBEHTApHU3alUU JaHHBIE 00
ycraHoBieHHoM 110
COOTHOCSTCS ¢ 0a30ii
ysi3BuMocTeit Vulners.com,
KOTOpas arperupyeT JaHHbIC U3
Pa3NUYHBIX PETIO3UTOPUEB
yszumocteit (CVE,
BEHJ0pCKHE 0a3bl).
Wurerpanus ¢ BAY ®CTOK
Poccun.

NHrerpanus co ckanepamu
ySA3BUMOCTEMN

Wurerpanus ¢ BAY ®CTOK
Poccun, I1O ScanOVAL.

NHrerpanus co ckanepamu
ySA3BUMOCTEM.

Bo3MoxHa uHTErpanus ¢
JH0OBIM PETIO3UTOPUEM
YSA3BUMOCTEMN
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Kpurepun CootBeTcTBYET CootserctByeT HOTalu | COOTBETCTBYET CoOcTBeHHast METpUKA I'n6xo nactpauBaercs. 1o
KPUTHYHOCTH | KPUTEPHUSIM, CVSSv3 KPUTEPUSIM, kputuyHocTH R-Vision (5 YMOJIYAHUIO COOTBETCTBYET
YA3BUMOCTEH HCIIOJIb3YEMBIM HCIIOJIb3YEMBIM YpOBHEN) HoTtauuu CVSS v3

CKAaHEpaMH ysI3BUMOCTEN CKAaHEpaMH ysI3BUMOCTEMN
Tuner e Vsazsumoctu I10 e Vsazsumoctu I10 e Vsazsumoctu I10 e Vsazsumoctu I10 e Vsazsumoctu I10
ysI3BUMOCTei e  Va3BUMOCTH e  VA3BUMOCTH

KOH(UTyparuii KOH(Uryparui

JlanHbie 06 Hert nanHbIx Hert nanHbIx Hert nanHbIx OnwucaHue ysa3BUMOCTH e Komu4ecTBO ys3BHMBIX
YA3BHUMOCTHX Hcrounuk aKTHUBOB

YPOoBEHb KPUTUYHOCTH
Casi3aHHbBIE
Y3JIBI/TPYIIIBI
aKTHBOB/CeTH/
obopymoBaHue
Nudopmanus mist
yCTpaHEHUs
YSI3BUMOCTH
Bpemennsie MeTpuku
(aTBl OOHApYKEHMUS,
OTKPBITHS, TOCTIETHETO
OOHOBIICHUS,
yCTpaHEHUsI, 3aKphITHS,
YCTaHOBKH OTMETKHU
«JI0XKHOE
cpabaThIBaHHE» )

Cratyc ycTpaHeHus
ySI3BUMOCTH
Hcrounuk
Wnentudukatopsl B
Pa3NIUYHBIX CUCTEMaX
Onucanue

Kpartkoe onucanue
Crnioco0 ucnpaBieHus:
CVSS (6a3zoBas
OLICHKA)

CVSS (Bpemennas
OLICHKA)

CVSSv3 (6a3oBas
OLICHKA)

CVSSv3 (BpemenHas
OLICHKA)

Mertpuku
AKCILTYyaTUPYEMOCTH
0a30BOi1 OIICHKH
Mertpuku
AKCILTYyaTUPYEMOCTH
BPEMEHHOMN OLIEHKHU
Ccebuiku

Hannune ny6nnyno
JOCTYIIHOTO AKCILJIONTA
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e Jlara mepBoro
OOHapy KeHHUs

e JlaTta mocnemHero
OOHapy KeHHUs

e Bpewms ycTpaHeHUs

e Bpems 3akpbITUA

Hacrpoiika
npouecca
ylpaBJjeHHs
YA3BUMOCTAMH

Her nanHBIX

YcraHoBKa cTaTycoB
yA3BUMOCTEM.

Py4noe ninu
aBTOMAaTUYECKOE
Ha3HA4YCHUE
OTBETCTBEHHOT'O 3a
YCTPAHEHHE YSI3BUMOCTEN
U IIOCTaHOBKA CPOKOB

Her nanHBIX

YcraHoBKka cTaTycoB
ySA3BUMOCTEMN
(OTKpBITA/3aKpbITA) BPYUHYIO
WJIA aBTOMATHUYECKH 110
pe3ysibTaTamMm
MHBEHTApHU3alMN/CKaHUPOBAHH
s.

Py4noe niu aBTOMaTnyeckoe
Ha3Ha4CHUE OTBETCTBEHHOIO 3a
YCTpPaHEHHE YSI3BUMOCTEU U
IIOCTaHOBKA CPOKOB (B
3aBHCHUMOCTH OT YPOBHS
KPUTHUYHOCTH).

OrnoBeleHrue OTBETCTBEHHBIX
o email.

Bo3MOXHOCTH BpyUHYIO
3aBECTH MHIUICHT 110
pe3yabTaTaM OOHapYKEeHUS
OIIPEJIEIICHHON YS3BUMOCTH,
IIPH 3TOM B CBOMCTBAx
MHIMJICHTA OTCYTCTBYET
IMHAMHAYECKOE OOHOBIIEHHE
uHpopManuu 00 aKTUBAX C
OoOHaApyKEHHON BIOCIEACTBHH
AQHAJIOTUYHOU YS3BUMOCTBIO

IIpouecc ynpasieHus
YSI3BUMOCTSIMH THOKO
HACTPauBaeTCs B paMKax
JIOTUYECKOro pabovero
npolrecca yrnpaBieHUs
YSI3BHMOCTSIMH.

IIpenycMoTpeHsl py4Hble
(BBIMOSTHEHUE JEHUCTBUMN 11O
KOMaH/I€ MOJIb30BaTeNs1) U
aBTOMATUYECKUE (BBITIOJIHEHHE
JNEUCTBUN IIPU HACTYIUICHUH
OTpEICTICHHBIX YCIOBUM)
TpaH3aKUU-ICHCTBUS B
LICJICBOI CUCTEME,
HacTpauBaeMbl€ B paMKax
pabodero mporecca
YIPABJICHUS YSI3BUMOCTSIMH C
HCII0JIb30BaHUEM
rpaduyeckoro pegakropa. B
Ka4eCcTBE JICUCTBUI
MPEAYCMOTPEHO CO3/IaHKE
HOBOI'0 00BEKTa, U3MCHECHHE
CBOMCTB TEKYIIIETO OOBEKTA,
HaIOJIHEHUE CIPABOYHUKOB,
BBITIOJIHEHUE CKPUIITOB
aBromatu3anuu (Bash,
PowerShell, Batch, cmd, Java,
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Javascript, Python),
BBITTOJIHEHHUE 3aIIPOCOB K
BHEIIIHUM CHCTEMaM,
BBITOJIHEHHE 3aIIPOCOB K 0a3zam
JTAHHBIX.

Beinonnenue ckpunTos
aBTOMATH3aIlU1 TIO3BOJISIET
3aITyCTUTh MPOU3BOJIBHBIH
mporecc o0paboTKu
ySA3BUMOCTEHN
(ycranoBka/ynanenue 10,
M3MEHEHUE KIII0UEH peecTpa,
KOH(UTypaIoHHbIX (hailiios,
HACTPOEK YCTPOMCTB U T.1.).

Pabounii nporiecc yrpaBaeHUs
YSI3BUMOCTSIMH MOKET
BKJIIOYATh B ce0sl TOCTAHOBKY
3aJa4 Ha yCTpaHEHUE
yS3BUMOCTEH,
MapUIpyTHU3aLHUIO 33124
UCTIOJTHUTEIISIM, KOHTPOJIb
KayecTBa U CPOKOB
yCTpaHEHUS YS3BUMOCTEH U
T.JI.

[IpenycmoTpen yat o
00BEKTaM, B paMKaxX KOTOPOTO
MOJIb30BATEIIM CUCTEMbI MOTYT
001IaThCS IO CBSI3aHHBIM C
ySI3BUMOCTBIO 3a/1a4aM

BupryajabHblil
NATYMHT
YA3BUMOCTEH

Her

Her

Her

Her

I[a, IMyTCM BBIITOJIHCHUA
CKpHIITOB aBTOMATHU3alluN
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(mcmonb3yst

BCTPOCHHBI
(pyHkuuoHAa
peLieHust)
2.1.3. YnpaBJieHne 3a1a4aMu, JOKYMEHTaMH, TPeOOBaHUAMH
Hacrpoiika ITognepxusaercs pyusoe | [lonnep:xxusaercs pydnoe | [lognepxusaercsa pyunoe | [lognep:xusaercst pyqyHoe U IIpouecc ynpasieHus
npouecca U aBTOMAaTHU4YeCKOe co3JaHue 3a1a4y co3JaHue 3a1a4y aBTOMAaTUYECKOE CO3JaHue 3ajjauaMy THOKO
ylpaBJjeHHs co3JaHue 3a1a4y 3a/1a4. HAaCTpauBaeTCs B COOTBETCTBUU
3agayaMu C JIOTHYECKUM pabounum
ABTOMaTHYECKH 3a/1a4U IIPOLIECCOM, C BBIIIOJIHEHUEM
CO31AI0TCA U3 MOJYJIEH aBTOMATUYECKUX U PYUHBIX
«AyJIIUT U KOHTPOJIb» U JIIEUCTBUMN.
«VHIUIEHTB» B pe3ynbTarTe
MIPUBA3KH 3aMEYaHUH 110 IIpouecc ynpasieHus
ayJIUTy K aKTUBam 3a/la4aMy MOXET IOJTHOCTBIO
OpraHu3aIMK WIK J00aBIEHHUS | BOCIPOU3BECTH MPUHSATHIN B
JNEUCTBUN 110 UHIUACHTY OpraHu3alu MEXaHU3M
00paboTKH 3asBOK JTHOOOTO
XapakTepa, BKIKYas He TOJIBKO
WUB/NT-3amaun, HO U
MIPOU3BOJIbHBIE OU3HEC-
IIPOLIECCHI
POynknuoHaja | Bo3MoXHOCTB IIpocmortp 3amay B IIpocmortp 3amay B Bo3moxHOCTE IpocMaTpuBaTh | ABTOMaTU4ECKUE U PYyUHbIE
npouecca yCTaHaBJIMBATh CTENICHb | MHTEp]eice CUCTEMBI. uHTEepdeiice CUCTEMBI. MHOPMALIMIO TIO 3ajayam, JEUCTBHUA 110 33]1a4€ MOT'YT
ynpaBJIeHUS KPUTHUYHOCTH 3a/1auH, (dbopMHpOBATH CIIMCOK 337124, BKJIIOYATh B ce0s1 yBEJOMJICHHE
3aja4amMu KOHTpPOJIA UCIIONHEHUA, | Bo3MOXHOCTB Bo3moxxHOCTB 100aBIIATH KOMMEHTAPUH U [I0JI30BATEJIEH, BBIIIOJIHEHUE

OTIPaBKU OMOBEILCHUI
o email.

Bo3MoxHOCTE cO31aBaTh
OTYETHOCTbD I10 3aJadyam

yCTaHaBJIUBATh CTEIICHb
KPUTUYHOCTH 33J1a4H,
KOHTPOJISL UCTIOJIHEHUS,
OTIPaBKU OMOBEILCHUI
o email

yCTaHaBJIUBATh CTEIIECHb
KPUTUYHOCTH 3aJa4H,
KOHTPOJISL UCTIOJIHEHUS,
OTIPaBKU OMOBEILECHUI
o email

JOKYMEHTHI K 3aJa4am,
HKCHOPTUPOBATH 33/1a4H B
Excel-daiin.

[TpucyrcTByeT cBeTodopHast
MH/IMKALUs CTaTyca 3a1a4H,
HazHayaroTcs 4 ypoBHS
BaXHOCTH 33JauH.

CKpHUIITOB aBTOMAaTH3aI[Mu Ha
LICJICBOM CUCTEME, CO3JaHue
noA3ajay (JeKOMITO3UIIHS),
Ha3HAUYCHHUE OTBETCTBCHHEIX B
3aBHCHUMOCTH OT CBOMCTB
3aJla4d, dCKAIAIUIO 3a0a4uu
P MPEBBILLIEHUNA CPOKOB
BBITIOJIHEHUS] WJIA YBEITUYCHUHN
KPUTUYHOCTH M T.]I.

32




Bo03M0OXHOCTB TPUCBOEHUS
3a/1a4yd OTBETCTBEHHOMY,
OMOBEIICHHS 110 email,
pacrpeesieHus moa3anady
COTpYAHHUKAM C yKa3aHUEM
POAUTENBCKON 3a/1aUn
(nexommno3unus).

Benenue nepeuns 3a1a4d Bo
B3aMMOCBSI3H C POJIEBOM
MO/JIETIBIO.

B cucreme npucyTCTBYIOT
(YHKIIMU CEepBUC-TIECK C
MapuIpyTU3aLMen U
OTCJIEKUBAHUEM 3a/1a4 110
nunusam L1-L2-L3 IlenTpos
SOC.

IIpucyTcTBYyEeT BO3MOKHOCTD
yTpaBJICHUS 3a/1a4aMU C
UCTIOJIb30BaHUEM
¢dynkunonana «ba3zsl
3HaHUI/pereHui», B KOTOpon
HaKaIUIMBaeTCs U
aHaTM3UpyeTcs HHPOpMaLUs
10 paHee pelIeHHBIM 3a7ayam
C BO3MOXKHOCTBIO TTOUCKA
Haubosee MOAXOAAIEr0
pelIeHHs Ha OCHOBE
HEHUPOHHOU CETH C
JTMHAMHUYECKUMHU BECOBBIMU
KO3 QHUIIHEHTaAMHU U C
MEXaHU3MOM «0OyYEHHE C
yUUTETIEM.

[IpenycmoTpen yat o
00BEKTaM, B paMKaX KOTOPOTO
MOJIb30BATEIIM CUCTEMbI MOTYT
00II1aTHCS 110 Ha3HAYEHHBIM
3aja4am
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Hacrpoiika Hactpoiika npouecca Hcnonb3oBanue Hcnonb3oBanue Hactpoiika npouecca Hactpoiika npouecca
npouecca YIIPABJICHUS BCTPOEHHOT'O IIEPEYHS BCTPOEHHOTO MEPEUHS yTnpaBiieHUs] TpeOOBaHUAMU yTnpaBiieHUs] TpeOOBaHUAMU
ynpaBJieHUS TpeOOBaHUAMU CTaHapTOB U CTaH/apTOB U IIOAPa3yMeBaeT CO34aHue MIOAPa3yMeBaeT CO34aHue
AOKYMEHTaMH H | [10Ipa3yMEBAET CO3/JaHUE | PEKOMEHIallnH, pEKOMEH 1AL, IIEpPEYHs CTaHIapTOB U IIEpPEYHs CTaHIapTOB U
TpeOOBaHUSIMH | IEPEUHS CTAHIAPTOB U COCTaBJIEHUE CBOETO COCTaBJIEHUE CBOETO HOPMAaTHUBHBIX TPEOOBAHUIA, HOPMAaTHUBHBIX TPEOOBAHUIA,
HOPMAaTUBHBIX IepeyHs NepeyHs HCIOJIb3YEMBIX IIPH HCIOJIb3YEMBIX IIPH
TpeOOBaHUH, IIPOBEJICHUH AYAUTOB. IIPOBEJICHUH AYAUTOB.
HCIOJIb3YEMBIX IIPU
MPOBEACHUU ayJIUTOB TpebGoBaHuUsT CBSI3BIBAIOTCS CO Cosznanme pabodero mporecca
CIIMCKOM KOHTPOJIbHBIX JUI yIPaBJIEHUS TOKyMEHTAMU
IIPOBEPOK, MOAIEP)KUBAETCS U TpeOOBaHUAMU/CTaHJAPTAMH
CO3/JaHUE T10JIb30BATEIIbCKUX II03BOJISIET PEAIN30BbIBATh
KOHTPOJIbHBIX IPOBEPOK U IIPOU3BOJIBHYIO JIOTUKY UX
3aJlaHuE X BECOBBIX 00paboTKU: Ha3HAUCHHE
KO3 PHUIIUEHTOB. OTBETCTBEHHBIX U CPOKOB
IIEPECMOTPA C OIOBEIICHUEM,
VYipasneHue J0KyMEHTaMHU U3MEHEHUE CBOMCTB APYIrUX
OCYILIECTBIISICTCS IIyTEM 00BEKTOB (HampuMmep,
CO3/1aHHUs CIIMCKA JOKYMEHTOB, | IIOBBIILIEHUE KPUTUYHOCTU
OIHCHIBAIOUINX 3aLUTHBIE aKTUBa IIPU MIONAIaHUU €T0 B
MepbI (PeryiaMeHThI, TOTUTHKH) | TI0JI€ JeHCTBUS OTPACIeBOro/
C YKa3aHHEM YTBEP)KIAIOLIET0, | FOCYAApCTBEHHOIO CTaHAApTa),
JaThl CO3/1aHUS U TUIAaHOBOTO 00bEeTUHEHNE B TPYIIIHI,
MEPecMOTpPa C HAMTOMUHAHUEM | SKCIIOPT/UMIOPT U T.1.
0 cpokax. JJokyMeHT
cBsi3bIBaeTcs ¢ oobekTamu UT-
UHPPACTPYKTYPHI,
MOANAJAIOIIMMHU 10/ €r0
JIICUCTBUE
®ynxknuonaya | [lonnepxxusaercs ITognepxuBaercs ITognepxuBaercs [MonnepxuBaercst nodasnenue | IlognepxkuBaercs nobasieHue
npouecca nobaBiieHue nobasiieHue nobaBiieHUe I10JIb30BATEIBCKUX CTAHAAPTOB | MOJIb30BATEIBCKUX
ynpaBJIeHUS I10JIb30BaTENbCKUX I10JIb30BaTENbCKUX I10JIb30BaTENbCKUX Y HOPMaTUBHBIX TPeOOBaHUIA. JOKYMEHTOB, CTaHAApTOB U
AOKYMEHTAMH H | CTaHAAPTOB U CTaHapTOB U CTaH/apTOB U HOPMAaTHUBHBIX TPEOOBAHHIA.
TPeOOBAHUAMU

34




HOPMATUBHBIX
TpeboBaHU

HOPMAaTUBHBIX
TpeboBaHUIA.
[TonnepxuBaercs
CO3/1aHHE
MOJIb30BATEIBCKHUX
KOHTPOJIbHBIX IPOBEPOK
(assessments)

HOPMATUBHBIX
TpeboBaHU

[TonnepxuBaercs coznanue
KOHTPOJIbHBIX ITPOBEPOK,
00bETUHIEMBIX B TPYIIIBI U
YEK-JIUCTBI, U1 OTCIEKUBAHUS
COOTBETCTBUS TPEOOBAHUAM U
Ha3HAYEHHBIM 3aLUTHBIM
MepaM.

Cnucok 3alIUTHBIX Mep:
MOJIb30BATECILCKHUM CIIHUCOK,
TUIIOBOM KATaJIoT 3alIUTHBIX
mep R-Vision, SANS CIS
Critical Security Controls vo6,
V7.

3arpy3ka, U3MEHEHHUe,
yJlaJIeHUE B CUCTEME
MIPOU3BOJIBLHOTO JIOKYMEHTA (B
T.4. C (palJIOBBIM BIOXKEHUEM),
C aBTOMAaTU4YECKUM
Ha3HAYEHUEM OTBETCTBEHHOTO
3a 3arpy’KeHHbBIN 0OBEKT

Cnucok 3alIUTHBIX Mep:
MOJIb30BATECILCKHUM CIIUCOK,
ABTOPCKUH KaTaJOT 3aIllMTHBIX
Mmep Security Vision, SANS
CIS Ceritical Security Controls
v6, v7

2.1.4. MOHUTOPHHT €O

cTosiHusI ”HGOPMAIMOHHOM 0€30MaCHOCTH

Buszyanusanus

Turmbl maneneun
rpauuecKoro
OTOOpaKCHHUS:

e Kapthl

e Jlambopas

®yuknuonan Drill-Down

Turbl maneneun
rpaduuecKkoro
OTOOpaKCHHUS:
e Kaprtsl (pesxuMbl
KapT: KapTa MUpa,
CXEMBI
B3aUMOCBSI3€EH)
o I'paduxu
e Jlambopas

®yukrnuonan Drill-Down

Turmbl maneneun
rpauuecKkoro
OTOOpaKCHHUS:
o I'paduxu
e Jlambopas

Tunel naneneit rpaguyeckoro
OTOOpaKCHHUS:
e Kaprtsl (pesxuMsl Kapr:
KapTa MHUpa, KapTa
CeTel, IIaHbl
IMOMEIICHUM, CXEMBbI

B3aUMOCBSI3€EH)
o I'paduxu
o (Cxembl

e JlamGopmasl

Tunel rpadukos:

BcTpoeHHBII KOHCTPYKTOP
OTYETOB U AAMIOOPAOB IS
HCIIOJIb30BaHMS JTFOOBIX
JAHHBIX U TOHKOW HACTPOUKHU
oroOpakaeMoi HH(OPMAITHH.
Busyanu3zanus mpou3BOIbHBIX
JTAHHBIX, MTOJIy9aeMbIX MTyTeM
co3nanusi SQL-3anpocos k B/I.

DKenopT rpaduyeckux
NPeJCTaBICHUI B (hopMaThI

pdf, jpg, png.
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e AyauT U KOHTPOJIb

e VYmpasieHue
uHIUAeHTaMu (Ooee
10 mpeaycTaHOBIEHHBIX
JUArpaMM)

e VYmpaBlIeHUE aKTUBAMH
(6omee 10
IIpeyCTaHOBJICHHBIX
JUArpaMM)

e VYmpasieHHE pUCKaMU,
BKJTIOYAsI
BU3yaJlM3aIuio yiepoa
OT KHOCPHUHIIUICHTOB

DyHKIIMOHAT KapT:

e OtobOpaxeHue
WHIUJIEHTOB, aKTUBOB,
YS3BUMOCTEM, IPYIIII
NT-akTrBOB Ha
reorpagpuuecKux
KapTax

o ®ynkimonan Drill-
Down (nepexon ¢
KapThbl Ha
WHIUICHTHI/aKTUBBI C
MIPOCMOTPOM
MOIPOOHBIX CBEACHHUIA),

e [louck akTUBOB 110
Kapre

e [lepexon c akTUBOB Ha
CETEBYIO CXEMY

¢ OrobpaxeHHE aKTUBOB
Ha INIaHaX IIOMEIICHUHN

e DOkcnopt Kapt (popmar
png)

Hmnopt rpapudeckux
NpeJCTaBIeHUN U3 HopMaToB
jpg, png.

Bo Bcex rpaduueckux
NPECTAaBICHUAX
MPEyCMOTPEH MOUCK IO
obobekTaM, GpyHkunonain Drill-
Down, OBICTpBIif TIEpexo K
CBSI3aHHBIM 00bEKTaM
(axTHBaM, UHITUICHTAM ).

I'padmueckue npeacraBieHus
(BUIKETBI) C OIEPIKKOM
WHTEPAKTUBHOTO
B3aUMOJCUCTBHUS 11
¢dbopmupoBaHus AaIOOPIOB
M000T0 cCoCTaBa
KOH(UTypaIHH.

[IpenycTaHOBIECHHBIC TUITHI
OTOOpaKCHHUSI TAHHBIX JIJIS
BUIKETOB:

e JluneitHslit rpadux
I'mcrorpamma
Tabnnma
CekrtopHas quarpamma
Crucox
Kanennapn
HMHIIUICHTOB

[IpenycraHoBICHHBIC TAHETH
BU3yaJIN3aLUU:
e OnepanoHHBIN
namoop (nHGopManus
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e Imnopr
OJIL30BATEILCKUX
IJIAHOB ITOMENIEHN

(dbopmarsl png, jpg)

@OyHKIIMOHAT IpaUKOB:

e VYka3zaHue
M0JIb30BATEIHCKOTO
BPEMEHHOTO AHaIa3oHa
U1 IOCTPOCHUS
rpaduka

e Ilocrpoenue
MIPOU3BOJIBHBIX
rpauKoB

e [loctpoenue rpapukoB
0 TTapaMeTpam 3apaHee
CO3JITaHHOTO (PHUIIBTPA

e Koncrpykrop rpaduxos
(TUIBL JUATpaMM:
Kpyro,as, croyiouarasi,
JMHEWHas )

QDYHKIUOHAI CXEM:

e (Casa3niBanue
MIPOU3BOJIBHBIX TUIIOB
WHIOUAEHTOB/aKTUBOB
JPYT C IpyroM

e Busyanusauus aKkTUBOB
Ha CETeBOIl cxeMe

@yHKIMOHAN Ja0opa0B:
e J[MarpaMMBbl U METPHUKH,
0TOOpaxaromniue
UCTOPUIO, TEKYIIINE

o
KHOCPHUHIIUICHTAMH )

e Taktuueckuii namodopa
(cTaTucTrdeckas
uHpopManus,
BU3YaJIH3aIUs
TUHAMHAKHA
WHITUICHTOB)

e  OOmmit mambops Mo
pHUCKaM (BU3yaln3anus
TUHAMHKHA
KHOEPPHCKOB,
pacripenieneHue
PHUCKOB, UCTOPHS)

e PacmmpeHHbIN
Jambop/ Mo pucKam
Ui THHOPMALIMOHHBIX
cHCTEM
(pacnipenenenue
PHUCKOB, UCTOPUS)

I'eorpaduueckas kapta ¢
BU3yaJM3alUen 30aHul,
HACEJICHHBIX MTyHKTOB,
rianeTsl. OToOpakeHue
XapaKTePUCTHK, B3aUMOCBSI3EH,
B3aUMOJICICTBUI MEXKTY
00bEKTaMH, BKIIFOYAsl aKTUBBI
Y UHITUACHTEI, C
0TOOpaKEHUEM JIOCTYITHOCTH
YCTPOMCTB U CEPBUCOB.

Busyanuszanus
MPEIyCTAaHOBJICHHBIX 0OBEKTOB
Ha KapTe:
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CTaTyChl, COOBITHS U
CTaTHCTUKY

e Busyanusauus 1aHHBIX
o 000PYI0BAHMUIO,
pHUCKaM, TIOKa3aTeNIsIM
COOTBETCTBUS (ayAUTY),
ys3BuMocTsm, [10, OC

e  AKTUBBI (HHIIUICHTHI,
ySI3BUMOCTH, PUCKH,
CBSI3aHHBIE C AKTUBAMH )

e HMHuuaeHTs (¢
BU3yaJIM3aLuen
HMCTOYHHUKOB aTaK U
aTaKyeMbIX aKTHBOB)

e QDuIHaILl U OTACICHUSA
(oToOpaskeHre aKTHBOB
1 KOHCOJIMIUPOBAHHOMN
uHpOpMAaIUU IO
reorpauyecKumM
MTYHKTaM)

OT4YeTHOCTDH

DKCHOPT OTYETOB B
dopmarax docx, xIsx, pdf.
Co3nanue OT4YETOB MO
pacHCaHUIO U BPYUYHYIO,
OTIIpaBKa 1o email.
Coznanue
MOJIb30BATEIHCKUX
OTYETOB

DKCHOPT OTYETOB B
dopmarax csv, pdf.
Co3nanue 0T4ETOB MO
pacHCaHUIO U BPYUYHYIO,
OTIpaBKa 1o email.
Coznanue
MOJIb30BATEIBCKUX
OTYETOB

DKCIOPT OTYETOB.
Co3nanue 0T4YETOB MO
pacHCaHUIO U BPYUYHYIO,
OTIIpaBKa 1o email.
Coznanue
MOJIb30BATEIHCKUX
OTYETOB

DKCIOPT OTYETOB B (hopMaTax
docx, pdf. Co3nanue otueToB
10 PACIUCAHUIO U BPYYHYIO,
otmpaska o email. Co3ganue
MOJIb30BATEIBCKHX OTUYETOB.

[IpenycTaHOBICHHBIE OTYETHI:
e Ortuer no kuOEeppUCKam
e Oruer o

COOTBETCTBUIO
tpedoBanusm ('OCT P
57580.2-2018, TOCT P
NCO/M3K 27001-
20006, 187-®3, 152-03,
HITA ®CT3K Poccun
(ITpuxasst NeNe 17, 21,
31, 239), BHyTpeHHUE
TpeOOoBaHuU)

e baHKOBCKasi OTYETHOCTh
(382-I1, CTO BP, PCI
DSS)

e Oryer 1o ayauram

BcTpoeHHBII KOHCTPYKTOP
OTYETOB U AAMIOOPAOB IS
HCIIOIB30BaHMUS JIFOOBIX
JAHHBIX U TOHKOW HACTPOUKHU
oroOpakaeMoi HH(OPMAITHH.
Co3manue 0T4ETOB I10
MIPOU3BOJIBHBIM JJAHHBIM,
MOJTy9aeMbIM ITyTEM CO3JIaHUS
SQL-3anpocos k B/I.

[TonHas HacTpoiKa Mo HyX bl
3aKa34yuKa. JKCIOPT OTYETOB B
dopmarax xlsx, docx, pdf, xml,
csv. Co3aHue OTYETOB IO
pacHCaHUIO U BPYUYHYIO,
J0CTaBKa 1o email/B ¢aiin/mo
API B popmarax xml, pdf, doc,

xls, ppt.

Bo03M0HOCTB TOCTPOEHUS
CBOJHBIX OTYETOB T10
napamMeTpam CripaBOYHHKOB/
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OTtyeT no BceM TUnam
aKTHUBOB

Otuer 1o ysI3BUMOCTSIM
OTtuer 1o MHIUACHTaAM
(cBOIKA, CTAaTUCTHKA,
pacrpeiesieHue)

Otuet no popmam 11
P® (0403202, 0403203)
Mopaens Yrpo3 (1o
tpeboBanusim ®CTOK
Poccun)

MIEPEYHEN, HCTIOJIb30BAHUS
AQHAIUTUYECKUX U TIPOTHO3HBIX
WHCTPYMEHTOB aHaIH3a
TAHHBIX C rpauYecKUM
0TOOpaXCHHEM, UHTETPAITIH C
BHEUTHUMH CHCTEMaMH
BHU3YaJIU3aliu.

ABTOMaTH3aIMs BHYTPEHHEH
OTYETHOCTH 11O
CYLIECTBYIOIIUM (opMaM U
KOHCTPYKTOP OTYETOB JIJIsI
T0OBIX hopM:
® [0 ayJUTaM Pa3HOTO
THUTIA ¥ OTACITHHBIM
CKaHUPOBAHUSM U
MEeHTeCcTaM
® 110 pe3yibTaTam
OLICHKH T10 METOJIUKaM
KOMITAaHUH, TUHAMUKE
€€ U3MECHEHUS
® [0 BBIMOJIHCHHUIO 33/1a4
OTJIeNIa U JIMHUU
00paboTKu 3a1a4;
® B COOTBETCTBHHU C
TEXHOJIOTHEN auto-

SGRC;

[IpenycTaHOBICHHBIE OTYETHI:
e Ortuer no kuOEppUCKam
(CBOIHBIH,
JETAIN3UPOBAHHbIN )
e Oruer o

COOTBETCTBUIO
tpeboBanusm (I'OCT P
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NCO/M3K 27001-
20006, 187-®3, 152-03,
GDPR, HITA ®CT2K
Poccun (ITpukazbr NeNe
17,21, 31, 235, 239),
BHYTpPEHHUE
TpeOOoBaHNU)
bankoBckas
otruetHocTh ('OCT P
57580, 382-I1, CTO BP,
PCI DSS, 672-11, 683-
I1, 684-11, SWIFT
CSCF 2020)

Otuer no ayuram,
BKJTI0Yast (DyHKIIMOHAI
«Kabuner ayauropa» —
BBIJICIICHHYIO U
M30JINPOBAHHYIO
pabouyro 061acTh st
MIPOBEICHUS BHEIITHUX
ayJUTOB

OTtyeT no BceM TUmnam
00BEKTOB, BKIIIOYAs
WHITUICHTHI, aKTUBBI U
YSI3BUMOCTH
(nMHAMUKA,
CTaTUCTHUKA)

Otuet no popmam L1
P® (0403202,
0403203)

Mopens Yrpo3 (1o
tpeboBanusiMm ®CTOK
Poccun)
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IHoBbIICHHE BnyTtpenussa cucrema [TpoBenenue yueOHBIX Her nanubix [TpoBenenue yueOHBIX Bo3moxxHOCTB
OCBEJOMJICHHOC | TECTUPOBAaHMsI 3HAHUM (UIIMHTOBBIX PACCHUIOK, (UIIMHTOBBIX aTakK U aBTOMATU3UPOBAHHOU
™ I10JIb30BaTeNen cOOp CTaTUCTHKH, IIPOXOXACHUE COTPYIHUKAMM | PACCBUIKA KOHTEHTA:
o0OydeHue BHYTPH 0o0y4YeHUsl B CUCTEME CO3/IaHUE/TIOTyYCHUE
CUCTEMBI «AHTHUQUILITHT (Bpy4HY!O, U3 BHELTHUX
pPECYpCOB), KIacCH(pUKAIUSI U
XpaHEHUe, OTIpaBKa pa3HbIMU
kananamu (email, API).
B03MOXHOCTB yJ1aJI€HHOTO
aHKeTHpOBaHUs, (hopm
0o0paTHO¥ CBS3U.
Bo3MoxkHOCTB 3ampoca
MaTepHanoB/00y4eHuUs-
METOINYECKUX KOHCYJIbTAUI
U T.1.
ABTomaTnueck | Her YactuyHo (MoxeT ObiTh | Her Her Ja, c moMonipr0 MexaHu3ma
asi pEeaIn30BaHO C auto-Compliance (aBTopckas
KOPPEKTHPOBKA IIPUMEHEHUEM texHozorus auto-SGRC):
HACTPOEK ¢yukunonana MS Flow / aBTOMATUYECKOE U3MEHEHUE
CpeacTB U Power Automate) Hactpoexk OC/I10/C3U nns
cucTeM COOTBETCTBUSI BHYTPEHHUM
HOPMAaTHUBHBIM TPeOOBaHUSIM /
BO3Bparta K baseline-
HAaCTpOMKaM
2.2. YnpaBjeHne KUOeppuCKaMHu
Hacrpoiika Oranel HACTPONKH Oranel HACTPOHKH Oranel HACTPONKH Oranel HACTPOMKHU IpolLecca Oranel HACTPOMKHU IpoLecca
npouecca IpoLecca yrpaBieHHs IpoLecca yrpaBieHUs IpoLecca yrpaBiIeHHUs yTpaBiieHUs] KHOEPPUCKAMHU: yTpaBJIeHUs] KHOEPPUCKAMHU:
ynpaBJIeHUS KHOeppHUCKaMU: KHOeppHUCKaMU: KHOeppHUCKaMU: e IloaroroBka, co3gaHue e OmnpeneneHue KapThl
KubeppucKkamMu e Pyunoii BEIOOp e Knaccugukarus e OrmnpenencHue OLIEHKH: BBIOOD PHCKOB OpraHu3alund
aKTHBOB IS TAHHBIX OM3HEC-KOHTEKCTa METOJIUKH OLICHKU e dopMupoOBaHUE
IIPOBEICHUS e [loaxmoueHue yIpaBICHUS PHUCKOB, J10ITy CTUMBIX HEPEYHs aKTyalbHBIX
OLIEHKU PUCKOB KOHHEKTOPOB pucKaMu YPOBHEN pUCKA, OLICHKU yrpo3
e HasnaueHue JTaHHBIX e OreHka pUCKOB CHHOCTH aKTHBA. nH(OPMAITMOHHOU

BIIAJICTIBIA PUCKA

JlaHHbIE 3aMOMHSIIOTCSA

6e3omacHocTH (TI0
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O1eHKa pUCKOB:
KaueCTBEHHas
OILICHKA PUCKOB
YacTuuHbIi
ABTOMATHUYECKHUI
pacyeT pUCKOB s
CBSI3aHHBIX
aKTUBOB
O6paboTka
PHUCKOB: CO3/1aHHE
1aHa o0paboTKu
PHUCKOB
®opMupoBaHue
OTYETHOCTH

Bri6op u
HazHauYCHUE
MOJIUTHK
yTpaBJICHUS
JTaHHBIMU
(mactpotika DLP,
Retention Policies,
IIpaB J10CTYyIIa)
ABTOMaTH4ECKas
OLIEHKa PUCKOB
®opMupoBaHue
OTUYETHOCTHU

Hacrpoiika
METPUK PUCKOB U
KOHTPOJIEH
PearupoBanue Ha
U3MEHEHUE PUCKOB
U OUIMOKH
KOHTPOJIEH

4yepe3 ONPOCHHUK.
Hacrpoiika
CIPaBOYHHKA CO
CTENEHSIMHU
¢duHaHCOBOTO,
aJIMUHUCTPATUBHOTO U
penyTaluOHHOIO
yiepba, 3a1aHue
LIEHHOCTU aKTUBOB
WNnenruduxanms
PHUCKOB: yKa3aHue
HCTOYHUKOB YIpO3,
IIPEANIOCBUIOK U
pealn30BaAHHBIX
3alIUTHBIX MEp
(3amosHsI0TCS
aBTOMATUYECKH, €CIIU
IUIsL aKTHBA BEJCTCA
y4eT 3alIUTHBIX MEp).
Crnncok pucKoB
BBICTPAMBAETCS
aBTOMAaTHYECKHU Ha
OCHOBAaHUHU CBS3EH B
KaTajorax pucKoB, pU
3TOM YUUTBIBAIOTCS
CBSI3M aKTHBOB

BY ®CT3K Poccumu,
II0JIb30BaTEIbCKUI
IIEPEUYEHD)
®opMupoBaHue
[IepeYHs YSA3BUMOCTEH,
4yepe3 KOTOphIe
BO3MOXKHA peasIn3anusl
yrpo3 (TUIIOBbBIE
ySI3BUMOCTH,
II0JIb30BATEIbCKUI
IIEPEUYEHD)
®opMupoBaHue
MIEPEYHS MEP 3aLUTHI
(TUIIOBBIE MEPBI
3aIUTHI,
II0JIb30BATEIbCKUI
IIEPEUYEHD)
Omnpenenenue odIacTu
OLIEHKHU 1 cOop
uHpOpMaLUU O
TEKyIuX Ou3Hec-
rporeccax
®opMupoBaHue
MOJIENH YIpO3 U
HapyLIUTENs A
Ka)KJJOTO aKTHBa

O1eHKa pUCKOB: [IpoBenenue
BO3MO>KHO BBITIOJTHUTH KOMILIEKCHOH
aBTOMATUYCCKU Ha aBTOMAaTU3UPOBAHHOMN
OCHOBAHHMH BHCCCHHBIX onieHku puckoB Ub c
CBeJIeHH 1100 HpUBJICYCHUEM
BPY4YHYIO C JKCIIEPTOB OT
MPUBJICYHCHHUCM Pa3Iu4YHbIX
dKCnepToB. JlocTyneH CTPYKTYPHBIX
MPOCMOTP TOIPOOHON nopasaeneHui
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nH(MOpPMAIIUU O PUCKAX
(MCTOYHUKH,
IIPEIIIOCBUIKH,
3aILUTHBIE MEPBI,
WHIUACHTBI, IIJ1aH
00paboTKM)
O06paboTKa pHUCKOB:
CO3/IaHUE TUIaHa
00pabOTKH PUCKOB,
yKa3aHUue MEPOIPUATUN
(BpyuHY!O WM
3aII0JIHEHUE U3 CBOWCTB
pucka). Tunsl
MEPOIPUITHUH:
BHE/IPEHHE/U3MEHEHHE
3aILUTHOU
Mepbl/pazoBoe
MEpPOIPUATHE (T.€.
MUHHUMH3ALUS PUCKA),
yXOJ OT pUCKa,
nepenayda pucka. s
Ka)KJJOTO MEPOTIPUATHUS
YKa3bIBAIOTCS
OTBETCTBEHHBIN, CPOKH,
paccuuThIBaeTCA
CTOUMOCTb
Meponpusatus. Ectb
BO3MO>XHOCTb OLIEHUTh
CTOMMOCTb peaIU3aliu
BCETo MIaHa 00paboTKU
PHUCKOB.
ITognepxuBarorcs
IIPOCMOTp IUIaHA
00pabOTKU PUCKOB
aKTHBA U3 CBOMCTB

e BripaboTka niana
00pabOTKH PUCKOB,
KOHTPOJIb 32 CTaJIUSIMH
€ro BBIITOJHEHUS U
pe3yJbTaTamMu
NPUMCHEHHS
3aIIUTHBIX MEp

IIpouecc ynpasieHus
KuOeppucKaMu THOKO
HacTpauBaeTcs B
COOTBETCTBHUH C JIOTHYECKUM
pabouuM MpoLEeCccoM C
BBITTOJIHEHUEM
aBTOMATHUYECKUX U PYyYHBIX
JEUCTBUN.

IIpouecc ynpasieHus
KHOepPUCKAMU MOXKET
MOJTHOCTBIO BOCIIPOU3BECTH
NPUHATBHIA B OpraHU3auu
MeXaHU3M 00pabOTKU PUCKOB
M000T0 XapakTepa, BKIoYas
BBICTPaMBAHUE CUCTEMBI
yTpaBJICHUS ONEPATUOHHBIM
puckom (CYOP) no
TpeboBanusim [1b PO
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aKTHBa U MPOCMOTP BCEX
3aIJIaHUPOBAHHBIX
MEPOIPUATHH 110
00paboTKe PUCKOB.

e VYTBepKICHHE
pE3yJIbTaTOB OLIEHKU
PHUCKOB

e dopmupoBaHue
OTYETHOCTH

DYyHKUMOHAJ
npouecca
ynpaBJieHHUs
KHOeppHucKaMHu

[TonnepxuBaercs
BBIIIOJIHCHUE CIIEYIOLIUX
JIEUCTBUN IS
yIpaBICHUS
KHOeppHUCKaMU:
e dopmupoBaHue
MOZEIIH yIpo3
e IIposenenue
OLICHKU PUCKOB, B
T.4. IPOU3BOIHBIX
PHUCKOB JUIs
CBSI3aHHBIX
aKTHUBOB

ITognepxuBaercs
BBIIIOJIHCHUE CIIEYIOLIUX
JIEUCTBUN IS

yIpaBICHUS
KHOeppHUCKaMU:

e ABTOMaTHYECKOE
¢dbopmupoBaHue
CIIMCKA
PEKOMEH Il

e Tecruposanue
PEKOMEH/TI0BaHHBI

X JeUCTBHHI

e BrmomaHeHue
PEKOMEHI0BAH-
HBIX JeiicTBUHI

e Hasnauenwme
OTBETCTBEHHBIX

e KoHTposas craryca
3a1a4

[TonnepxuBaercs
BBITTOJIHEHHUE CJIETYIOIINX
JIEUCTBUN IS
yTIpaBICHUS
KHOeppHUCKaMU:
e IIposenenue
OLIEHKU PUCKOB
e JloaroroBka u
KOHTPOJIIb
peanu3aiyy riaHa
00pabOTKU PUCKOB
e OueHka
3¢ (HeKTUBHOCTH
npeanpuHIMae-
MBIX M€p I10
o0paboTke
KHOEPPHUCKOB

[Tonnep>kuBaeTcst BHIIOTHEHUE
CHEAYIOLIUX AEUCTBUM ISt
yTpaByIeHUs] KHOEPPUCKAMHU:

e dopmupoBaHuE MOJAEIU
yrpo3

e [IpoBeneHue oLlEHKU
PHCKOB, B T.4.
MIPOU3BOJIHBIX PUCKOB
JUTSL CBSI3aHHBIX aKTHBOB

e ABTOMaTHYECKUU MMOUCK
aKTyaJIbHbIX PHCKOB Ha
OCHOBE KaTaJoroB yrpo3
(mo aBTOpCKOM
«THTIOBOM 0aze yrpo3
b R-Visiony,
no B/IY ®CTOK
Poccun, no
M0JIb30BATEIHCKOMY
KaTajory yrpos)

e [loaroroBka u KOHTPOJb
pea3anuu riaHa
00pabOTKU PUCKOB

o OIleHKa DKOHOMHUYECKON
3¢ (HeKTUBHOCTH
MPEePUHAMAEMBIX Mep

[TonnepxuBaercs
BBITOJIHEHHUE CIIETYIOIIUX
JNEUCTBUN JUIs YIIPABIICHUS
KHOeppHUCKaMU:

e Benenue peecrpa
PHUCKOB (yS3BUMOCTH,
BEPOSITHOCTD
peanu3aiyu yrpos,
aKTUBBI 110]] YIPO30ii)

e [IpoBenenue ObICTPOIt
OLIEHKU PUCKOB
COTPYAHUKAMU
KOMITaHUHU
COOCTBEHHBIX OM3HEC-
nporeccoB 0e3
MIPUBJICUYCHUS
COTPYAHUKOB
noapaznaenenus b

e Busyanuzanus
uHpOpMaLuu O
KuOeppHcKax Ha
namoopaax

e ABTOMaTHYECKOE
¢dbopmupoBaHue
OTYETOB 10
YIPaBJICHUIO PUCKAMHU
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Mo o0paboTke
KHOEPPHUCKOB

Merononoruu (CXxembl) OLICHKH
PHUCKOB:

[Tonp30BaTenbekas
CXEMa OLICHKHU
ABTOpCKas cxema
OLICHKH PUCKOB R-
Vision

YnpouieHHbIe
KaueCTBEHHBIE CXEMBbI
OLIEHKH

YnpouieHHbIe
KOJIMYECTBEHHBIE CXEMBbI
OLIEHKH

Cxema OLeHKH yrpo3 1o
npoekty «MeTouku
MOJEJIMPOBAHUS YyTPO3
0e30macHOCTH
uHpopmanun»y GCTIK
Poccun

[To MmeToMke OLEeHKU
puckos 1Ib P® (PC bP
NBBC-2.2-2009)

ITo mexnyHapoIHBIM
Merononorusim (ALE,
FAIR, ISO 27005, NIST,
OCTAVE)

[IpenycranoBieHHbIE
CIIPABOYHHUKU:

MOJIETUPOBAHUE YIPO3
MOJIETUPOBAaHUE
HapyUIUTENs

Meroponoruu (cxembl)
OLICHKU PUCKOB:

e [lonp30BaTenbckas
cXema OLIEHKH

e (xeMa OLICHKH yIpo3
10 TIPOEKTY
«Metoauka
MOJEJIMPOBAHUS YIPO3
0e30macHOCTH
UHPOPMALIIN
OCTIK Poccun

e [lo MeToauKE OLIEHKHU
puckos IL1b P® (PC bP
NBBC-2.2-2009)

e [lo MexayHapOIHBIM
Merononorusm (FAIR,
OCTAVE, ALE, ISO
27005, , NIST,
Quantitative Risk
Assessment Method)

IIpenycMoTpeHsl py4Hble
(BBIMOSTHEHUE JEHCTBUMN 11O
KOMaH/I€ MOJIb30BaTeNs) U
aBTOMATUYECKUE
(BBIMOSTHEHUE AEHCTBUI MTPU
HACTYIUICHUH OINPEIEICHHBIX
yCJIOBHI) TpaH3aKIUU-
NENCTBUSI, HACTPAUBAEMbIEC B
paMkax pabodero mporiecca
yTpaBiieHUs] KHOEpPUCKaMH C
HCII0JIb30BAaHUEM
rpadudeckoro penakropa. B
Ka4eCcTBE JICUCTBUI
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® IIPOBEJICHUE OLIEHKU
PHUCKOB

Co3zganue noybL30BaTe)IbCKUX
CIPaBOYHUKOB

HE TIOJICPKUBACTCS, HO
BO3MOKHO JOOABUTHL HOBEIE
AJIEMEHTHI B CYIIECTBYIOIIHE
CIIPaBOYHHKH.

[TonnepxuBaercs coznanue
M0JIb30BATEIBCKUX KPUTEPUEB
OLIEHKHU LIEHHOCTH aKTUBOB.

[TonnepxuBaercs
BBICTPAUBAHUE CBIA3U MEXKIY
OLICHKOM pHUCKa aKTHUBA U
MIPOU3OILEAIIUMU C HUM
MHIUACHTaMU.
ITognepxuBaercs co3naHue
[IOJI30BATEIbCKUX yIPO3,
OTpaHUYEHHBIX TUIIAMHU yTPO3 B
COOTBETCTBUU C METOJI0JIOTUEHN
1119-I1I1 B yacTu aKTyaJIbHOCTH
yrpo3 ucnons3oBanus H/IB B
cucreMHoM/Tipuksiagaom I10.

[TonnepxuBaercs
KYpHaJIMpPOBaHUE BCEX
BBINIOJIHEHHBIX JEHCTBUM ITPU
paboTte ¢ kubeppucKamu.

MPEIYyCMOTPEHO CO37aHne
HOBOTO 00BEKTa (BKIIOUAs,
HampuMep, 3asBKY Ha
3aIlOJTHEHHUE IKCIIEPTOM
OMPOCHUKA 110 PUCKaM),
OTOBEIIEHHE OTBETCTBEHHBIX
COTPYJHUKOB (HaIpumep,
BJIA/ICIIBLIEB PHUCKA),
BBHITIOJTHEHUE CKPUIITOB
aBTomatu3anuu (Bash,
PowerShell, Batch, cmd, Java,
Javascript, Python),
BBITTOJIHEHHUE 3aIIPOCOB K
BHEITHUM CHCTEMaM,
BBITTOJIHEHHUE 3aIIPOCOB K
0a3am JaHHBIX.

Beinonnenue cCKkpunTos
aBTOMaTH3aIlU{ TIO3BOJISIET
3aITyCTUTh MPOLIECC
00paboTKH KHOEPPUCKOB
(M3MEHEeHHE HACTPOEK
ycrpoiicts u C3U/I10/0C,
ycraHoBka/ynanenue 10,
BO3BpAT aKTHBOB B baseline-
COCTOSTHUE).

PaGouwnii mporecc
yTpaBiIeHUs] KabeppucKaMu
MOJKET BKJIIOYATh B ceOs
MOCTAaHOBKY 33714 T10
BBITOJIHEHUIO ITyHKTOB IJIaHA
00pabOTKH PUCKOB,
MapUIpyTHU3aLHUIO 33124
WCTIOJIHUTEJISIM, KOHTPOJIb
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Ka4yecTBa U CPOKOB
NpEAIPUHUMAEMBIX MEp 10
00paboTKe PUCKOB U T.I.

[IpenycmotpeH yat o
00BEKTaM, B paMKax KOTOPOTO
MOJIb30BATEIH CUCTEMBI MOTYT
00IIATHCs 110 CBA3aHHBIM C
KOHKPETHBIM
PHUCKOM/yTpo30it/
YSI3BUMOCTBIO/MEPO 3aLTUThI
3ajauam.

[TonnepxuBaercs
KYpHaIIMPOBaHUE BCEX
BBIIIOJIHEHHBIX JIEUCTBUU B
paMkax pabodero mporiecca
yTpaBJIeHUs] KHOEppUCKaAMHU

2.3. YnpaBjeHue ayIuTAMH U COOTBETCTBHEM TPeOOBAHHUAM (KOMILIAEHC)

Hacrpoiika
npouecca
ynpaBJieHUS
ayJuTamMM U
COOTBETCTBHEM
TPeOOBAHUAM

Het nanHBIX

Oranel HACTPONKH
IpoLecca yrpaBiIeHHs
ayJIUTaMu 1
COOTBETCTBUEM
TpeOOBaHUAM:

Bri6op
pEIeBaHTHBIX
CTaH/IapTOB
JlopabGoTka crcka
TpeboBaHu MO
KOHKPETHYIO
HH(PACTPYKTYPY
Bri6op mep
3aIIUTHI
(KoHTpOIIEH)

Her nanHBIX

Oranel HACTPOMKHU IpolLecca
YIpaBJICHUS ayIUTaMU U
COOTBETCTBUEM TPEOOBAHUSAM:

3arpy3ka B CUCTEMY
NepeyHs
TpeOOBaHUII/CTaHIAPTOB
IUI IPOBEJICHUS ayIuTa
Hacrpoiika mikael
OLICHOK, YPOBHEN
3aME4aHuil 10 ayauTy, a
TaK)Ke KOMIUIEKCa
KOHTPOJIbHBIX ITPOBEPOK,
CBSI3aHHBIX C
TpeOOBaHUSIMU
IIPUMEHUMBIX
CTaHJIapTOB

C nomo1ipio MexaHu3zma auto-
Compliance (aBTOpcKas
texHojorus auto-SGRC )
MIPOLIECC YIIPABJICHUS
ayJIMTaMu B COOTBETCTBUEM
TpeOOBaHUAM THOKO
HACTPaUBACTCS B
COOTBETCTBHUH C JIOTHIECKHM
pabouuM MpoLEeccoM.

Oranel HACTPOMKHU IpoLecca
yTpaBJICHUS ayAUTaMH U
COOTBETCTBUEM TPEOOBAHUSAM:
e dopmupoBaHue
CIHCKa TPeOOBaHUI
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IIpoBencHue
OLICHKH
COOTBETCTBUS
Haznauenue
3ajad,
OTBETCTBEHHBIX
OT4YETHOCTS,
KOHTPOJIb
BBIIIOJTHCHUS

IInanupoBaHue ayIuTOB
C IOAAECPIKKON
BBITIOJTHEHMSI TAHHOTO
JIEACTBUS U3 CBOKCTB
aKTUBa. AKTUB
CBA3BIBACTCS C
[IEPEYHEM PEAIU3YEMBbIX
3aIUTHBIX MEP U
MIPUMEHUMBIX K HEMY
TpeboBaHU
[IpoBenenune npoBepKH C
MOAJEPKKOM OTIIPABKU
email-yBeZJOMJICHUS O
JiaTe MPOBEPKH,
COBMECTHOM paboTHI
(mpocTaHOBKA OLIEHOK U
3aMEYaHMi 110 ayIUTY,
o0I1IeHUE B YaTe Mo
ayJIuTy), BO3MOYKHOCTb
IIPUKPETIUTD BIOKEHUE K
3a/1aue ayauTa,
CO3JJaHUE OTYETOB
Bnecenue u ananus
3aMEYaHMi 110 ayAUTY C
BBIOOPOM 3aMeUaHUH U3
BBINA/IAIOIIETr0 CIIUCKA
WM 3aIl0JHEHNE
BpPYUYHYIO
®opMupoBaHuE U
KOHTPOJIb peau3alu
IJIAHOB I10 YCTPaHEHUIO
3aMEUaHuM, Co3JaHue
COOTBETCTBYIOLICH
3aJ1a4M, JEKOMIIO3HULIHS

Hacrpoiika pabouero
IpoLecca yrpaBieHHs
ayJIuTaMu 1
COOTBETCTBUEM
TpeOOBaHUSAM

CO6op undopmaruu u
CTaTUCTUKH
Co3nanue 00bEKTOB
KOHTPOJIS
[ToaroroBka uek-
JIUCTOB

[IpoBenenue oneHKn
BBITTOJIHEHHS
TpeboBaHU
®opMupoBaHue
OTUYETHOCTHU
[ToaroroBka
«Kabunera ayauropa»
— BBIJICJICHHOU U
M30JIMPOBAHHOU
paboueit obmacTu s
IIPOBEJIEHUS BHEIIHUX
ayJMTOB
Koppektuposka
HAaCTPOEK YCTPOUCTB,
110, C3U, OC nnsa
aBTOMATUYECKOTO
yCTpaHEHUs
BBISIBJICHHBIX
3aMEYaHHui
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MEPOIPUATHH U 3a/1a4
Ha 1oa3ajgadu

DYyHKUMOHAJ
npouecca
yInpaBJIeHUsI
ayJuTamMM U
COOTBETCTBHEM
TPeOOBAHUIM

[TonnepxuBaercs
BBITIOJIHEHUE CIIETYIOLIUX
JIEUCTBUN IS
yIpaBJICHUS ayIUTaMU U
COOTBETCTBUEM
TpeOOBaHUSM:

e (Co3nanue
Mojeen
HapyLINTEIEeN U
MOJIEJIEr yIpo3 1o
TpeOOBaHUSAM
OCT2K u ©Cbh

e [loaroroBka
JIOKyMEHTAlUU
JUTSl COOTBETCTBHUS
3aKOHOJIaTEIbCTBY
IO 3alIUTe
MEePCOHABHBIX
TAHHBIX

e KoHcrpyuposanue
MpOrpaMMbI
ayquTa,
(dbopMupoBaHue
TUTaHA U TPYTIIBI
ayauTa

e (Co3nanue
MOJIb30BATEIBCKHUX
KPUTEPUEB OLIEHKHU
C YKa3aHHEeM
BECOBBIX
K03 (HULIUEHTOB

[TonnepxuBaercs
BBITIOJIHEHUE CIIETYIOLIUX
JIEUCTBUN IS
yIpaBIeHUS ayJUTaMU U
COOTBETCTBUEM
TpeOOBaHUAM:

e Bribop
TpeOoBaHU 15
KOHKPETHOU
WHIYCTPHUH
(punancsl,
SHEPreTHKa,
oOpa3oBaHue,
MEUIINHA,
rocyJapCTBEHHBIE
OpraHu3alNH)

e Bribop
MIPUMEHUMBIX
3aKOHOJIaTEIbHBIX
TpeOOBaHUi, B TOM
yucine GDPR,
HIPAA, SEC, SoX
U T.J.

e IlnanupoBanue
MEpOIPUATUH IS
COOTBETCTBUS
HOpMaTUBaM
GDPR, ISO
27001, NIST 800-
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e (Co3nanue
COOCTBEHHBIX
TpeboBaHUM

[TonnepxuBaercs
BBITIOJIHEHUE CIIETYIOLIUX
JIEUCTBUN IS
yIpaBICHUS ayJUTaMU U
COOTBETCTBUEM
TpeOOBaHUSM:
e Bribop
tpeboBanuii (Use
Case) nnst
KOHKPETHOU
WHIYCTPHUH
e Bribop
MPUMEHUMBIX
TpeboBaHU
e (Co3nanue
COOCTBEHHBIX
TpeboBaHU
e VYBenoMIIeHHE
OTBETCTBEHHBIX 3a
3a/1aun

[MognepxuBaercs BHINMOTHEHUE
CHEAYIOLIUX AEUCTBUM ISt
yIpPaBJICHUS ayIUTaMU U
COOTBETCTBUEM TPEOOBAHUSAM:

IToaroroBka 1 KOHTPOJIb
3aMEYaHMi 110 ayAUTY C
aBTOMAaTUYECKUM
CO37aHUEM
COOTBETCTBYIOLICH
3a/1a4d OTBETCTBEHHOMY
COTPYAHHUKY Ha
YCTPaHECHHE
HEJIOCTaTKOB, C
CUHXpOHU3ALUEN
CTaTyCOB 3a/1a4U U
3aMe4aHus, C
YBEIOMIICHUEM
OTBETCTBEHHBIX I10
email, ¢ mogIepIKKOi
OTIIpaBKH 33]1a4 Ha
YCTpaHEHHE 3aMEUYAHUI
BO BHEIIIHUE CUCTEMBI
Service Desk
IIpoBencHue
KOHTPOJIBHBIX IIPOBEPOK
— KOHTPOJIb BBIIIOJIHEHUS
3aKOHOJATEIbHBIX HOPM
U 3aIIUTHBIX MEP.
Hasnauenue
KOHTPOJIBHBIX IIPOBEPOK
aKTHUBaM I10CIIe
CBA3BIBAHUS aKTUBOB C
3alUTHBIMUA MEPAMHU U

[TonnepxuBaercs
BBITIOJIHEHHE CIIEAYIOIIUX
JNEUCTBUI ISl yIIPaBJICHUS
ayIUTaMH U COOTBETCTBUEM
TpeOOBaHUAM:

[lenTpanu3zoBanHoe
yTpaBIcHHE
MPOLIECCOM
MPOBEACHUS ayIUTOB,
c obecrieueHueM
MMOCTOSIHHOM
aKTyaJIbHOCTH JAHHBIX
Brimonnenue
CKPHIITOB
aBTOMATH3AINH
MO3BOJISIET 3aIMYCTUTh
MpOILIECC YCTpaHEHUs
BBISIBIICHHBIX B XOJI€
ayauTa 3aMeYaHun
(M3MEHEeHHE HACTPOEK
YCTPOUCTB U
C3W/TI0/0C,
yCTaHOBKa/yaJieHHUE
10, Bo3Bpar akTUBOB
B baseline-cocTosiHue)
pabouwnii nmporecc
yIpaBICHUS ayUTaMH
U COOTBETCTBUEM
TpeOOBaHUSM MOKET
BKJIFOYATH B CeOs
MMOCTaHOBKY 3aJ1ay 10
BBITIOJIHEHUIO TyHKTOB
TTaHA ay/InTa,
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®opMupoBaHue
OTUYETHOCTH,
CIIHCKa 3aMeYaHuit
Bo3MoxHOCTB
MPUKPETIIEHUS
CBHUJIETEIILCTB
BBITIOJIHCHUSA
ayJIUTOB

YBengomiieHue
OTBETCTBEHHBIX 3a
3a7a4H 1o email
Brmonaenue
JIEUCTBUI C
IIOMOIIILIO
KOHCTpyKTOpa MS
Flow / Power
Automate ¢
BO3MOKHOCTBIO
YJaCTUYHOM
aBTOMAaTH3allu1
BBITTOJIHSIEMBIX
JIEHCTBUIA.

KOMILIEKCAaMHU
TpeboBaHuii. 3aganue
NEPUOTUIHOCTH
KOHTPOJIBHBIX MTPOBEPOK,
Ha3HauYCHUE
OTBETCTBEHHBIX
COTPYAHHUKOB,
aynutopos. Pyunoe
(dbopmMHpOBaHUE CIIHCKA
TpeOoBaHU 15
KOHTPOJIbHBIX MTPOBEPOK.
Py4noe nposenenue
OLICHKH BBITIOJTHEHHUS
TpeboBaHU
KOHTPOJIBHOM IIPOBEPKHU:
Ha3HauYEHUE
OTBETCTBEHHBIX
HKCIEPTOB,
00bETUHEHNE UX B
pabouue rpynmsl,
MIPOBE/ICHUE OLICHKH
HKCIEPTHBIM METOJIOM C
000CHOBaAHHUEM,
BBICTABJICHUE OLICHKH T10
ayJUTy Ha OCHOBaHUU
MIPOBEICHHBIX
KOHTPOJIbHBIX TPOBEPOK
Pacuer
KOJINYECTBEHHOTO
MHJIEKCAa COOTBETCTBUS
TpeOOBaHUSIM Ha
OCHOBAHHUU OLIEHOK
HKCHEPTOB, C YYETOM
BECOBBIX

KO3 PHUIIMEHTOB

MapHIpyTU3ALHIO
3a/1a4 UCIIOJIHUTEIISAM,
KOHTpPOJIb KaueCcTBa 1
CPOKOB
NpeANPUHUMAEMBIX
Mep 0 YCTPaHEHUIO
BBISIBIICHHBIX B XOJI€
ayauTa 3aMEYaHui U
T.J.

3amyck ayiuTta u
CBSI3aHHBIX
AKTUBHOCTEU B paMKax
€AMHOTr0 Ipolecca
®opMupoBaHuE U
aBTOMAaTUYECKOE
OTCJICKUBAHUE
pacnucaHus ayauToB
Bo3moxxHOCTB
¢dbopmupoBaHus
COOCTBEHHBIX METOIUK
aynuta (1o MEeTOJuKam
KOMITAaHUH)
[IpoBenenue GAP-
aHayn3a (CpaBHEHUE
TEKYILEro U LEeJIEBOTr0
COCTOSIHUSI
[Ipenycmotpen yat o
00BEKTaM, B paMKax
KOTOpOTO
MOJIb30BATEIHN
CUCTEMBI MOTYT
00IIaThCS 10
CBSI3aHHBIM C ayJIUTOM
1 COOTBETCTBUEM
TpeOOBaHUSIM 3a7a9aM
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TpeGOoBaHUI.
Bo3moxxHOCTB
N00aBIATH
MOJIb30BATEIHCKUE
METOJIUKH OIICHKH C
TTOMOIIBIO
KOHCTPYKTOpPa TUIIOB
ayquTa ¢
UCIIOJIb30BaHUEM
bopmy, Tabmmil,
CIIICKOB

e Busyanusanus
MIPOBEICHHBIX
KOHTPOJIBHBIX POBEPOK:
BBIBOJI TAOIHUIL CO
CIICKOM OIICHOK I10
ayauTaM, rpaduyeckux
auarpamm (IanoopoB)

[Tongnepxka npusinedeHUs
Pa3HBIX PKCIEPTOB Ha Pa3HbIX
JTanax ynpaBJieHUs ayAUTaMU U
COOTBETCTBUEM TPEOOBAHUSM.

ITognepxka nmpocmoTpa
pe3yabTaTOB ayIUTOB U IUIAHOB
paboT 1o ycTpaHeHUIo
3aME4aHUI HETIOCPEACTBEHHO
U3 CBOMCTB aKTHBA.

[Topnepxka BbINOJIHEHUS
NPOCTHIX (OAMH aKTUB — OJIMH
OIIPOCHBIH JIUCT) M CBOJHBIX
(HECKOJIBKO OIPOCHBIX JINCTOB
10 HECKOJIbKUM aKTHBaM,

ITognepxuBaercs
KYpHAJIMPOBAHUE BCEX
BBITTOJIHEHHBIX
NEUCTBUN B paMKax
pabodero mporecca
yTpaBJICHUS ayAUTAMH
U COOTBETCTBUEM
TpeOOBaHUSAM

Moaynu aBTOMaTU3aLMK:

ayJTMTOPCKUX OTYECTOB
ydeTa BHEITHUX
notokoB [1/[n
opranuzauuu, /130 u
KOMITaHHUI
9KOCHUCTEMBI
IpoLecca NpoBEACHHUS
KOHTPOJIs1 00paboTKH U
3aIUTHI JAaHHBIX B
KOMITAaHUSX
9KOCHUCTEMBI U
MapTHEPOB
OpraHH3aIiH
MPOLIEAYPHI yueTa u
MOHHUTOPHHTA
PE3yJIBTaTOB KOHTPOJIS
00pabOTKH ¥ 3aIIUTHI
TAHHBIX B KOMITAHUSIX
9KOCHUCTEMBI U
MapTHEPOB
OpraHH3aIiH
IpoLecca NpoBEACHHUS
IKCIIEPTHU3HI B
OTHOIICHUHU TTUJIOTOB
IIPOLIECCOB, YUET
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IIPOBEpKA IO pa3INYHbIM
CTaHJapTaM) ayJIUTOB.
[Topnepx’ka KOMILIEKCHBIX
IIPOBEPOK: arperupoBaHue
HECKOJIBKUX ayJIUTOB B OJHY
UTOTOBYIO OLIEHKY
COOTBETCTBHUS.

ABTOMaTHYECKUM
JUHAMUYECKUI NIEpECYET
[IOKa3aTesIey ayuTa Ipu
U3MEHEHUU METOUKU
IIPOBEPKHU, aBTOMAaTUYECKOE
BBIIIOJIHEHUE IIPOBEPOK 110
pacIUCaHNIO, aBTOMATUYECKas
pacchbuIKa YBEIOMIICHUN
IIOJIb30BATEISAM.

HMnopT/3KcnopT pe3yabTaToB
oueHku B popmar Excel.
Wmnopt tpeboBanuii st
aynurta u3 ¢popmara Excel.

[IpenycranoBieHHbIE
CTaHJAPTHI JJISl OLICHKU
coorBeTcTBUs: 152-D3, HITA
®CTOK Poccun (ITpukasb
NeNel7, 21, 31, 239), PCI DSS
(3.1, 3.2), SWIFT's Customer
Security Programme, ISO
27001, 'OCT P UCO/M3K
27001-2006, 382-11, CTO bP
NBBC-1.0-2014, TOCT P
57580.2-2018

MaTepHAIIOB U
pe3yaIbTaToB
IKCIEPTHU3BI

e (opmupoBaHUs YEK-
JUCTOB

e (opmupoBaHuUs
OTYETHOCTH B YaCTH
BHEIITHETO KOHTPOJIS U
IKCIEPTHU3BI

CKBO3HOE COOTBETCTBHEC
MIPOBEPOK B Pa3HBIX
CTaH/IapTaxX ¥ HOPMATHUBAX
KOMITaHuH, Oe3
HE00XOIUMOCTH TMIOBTOPSTH
MIPOBEPKH MO KaXKbII
CTaHaapT.

Hanuuune meTpuk u ananusa
IIPOBEACHHBIX ayIUTOB.

Bo3moxHOCTE HMIIOpTa B
CHCTEMY pe3yJIbTaTOB paHee
C/ICJIaHHBIX aYAUTOB C EIBIO
paboThI C HUMH.

PoneBas monenn
¢dbopmupoBaHUs U
corJIacoBaHUs OTYETA 00
ayauTe.

Benenue miaHa yctpaHeHUs
3aME4aHUM ayUTOB, C
ABTOMAaTUYECKUM
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OTCIICXKNBAHHUEM U
OIIOBCHICHHUECM.

B03MOKHOCTB yaJIEeHHOTO
AHKETUPOBAHHUs C OTACIICHHOU
¢byHKuMeH BepupuKaImm,
BO3MOKHOCTBIO BJIOKCHUS
(baitioBBIX U MHBIX
CBUJICTEIILCTB ayAUTA.

Busyanuszanuust uCrionHeHust
pacnucaHus ayJIUuTOB:
® [IPOrpecc Mo YUCITy
BBISIBIISIEMBIX
3aMeUYaHNM
® CKOpPOCTb YCTPaHECHUS
3aMeUYaHNM
® CBOEBPEMEHHAs
MOJATOTOBKA U
BBITTIOJTHEHMS TIJIaHA
YCTpaHEHUS
3aMeUYaHNM
e CTaTHUCTHUKA 3aMCUYaHHH

DKCHOPT Pe3ybTaTOB OLIEHKH
B (opmarts! xlsx, docx, pdf.
Wmnopt TpeGoBanuii 1uist
ayaurta u3 ¢popmara csv, xIsx.

IIpenycraHoBiieHHbBIE
CTaHAApPTHI JJIs1 OLIEHKU
cooTBeTcTBUA: 187-D3, 152-
@3, GDPR, HITA ®CT2OK
Poccuu (ITpukassr NeNel7, 21,
31, 235, 239), PCI DSS (3.1,
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3.2), SWIFT's Customer
Security Programme, SWIFT
CSCF 2020, ISO 27001,
'OCT P UICO/M3K 27001-
2006, 382-I1, 672-I1, 683-I1,
684-I1, CTO BP UBBC-1.0-
2014, TOCT P 57580.2-2018

ABTOMATHYECK
oe
COOTBETCTBHE
CTaHJAapTam

Her

Her

Her

Her

[a, ¢ TOMOIIIBIO MEXaHU3Ma
Auto-Compliance (aBTopckas
texHojorus auto-SGRC):
ABTOMAaTUYECKOE U3MCHECHHE
nactpoexk OC/ITO/C3U mnst
COOTBETCTBUSI HOPMATHBHBIM
TpeOOBAHUSM.
ABTOMaTH3aIUSI COOTBETCTBUS
TpeOOBaHUAM:

e T'OCT P 57580.1
382-I1
PCI DSS
187-@3
GDPR

e [SO 2700X

® up.
ABTOMaTU3UpYyeTCs TH000H
COOCTBEHHBIN CTaHAAPT
MIPE AP THSL.

IHoanep:xkka
o0ecneyeHu
0e3omacHocTH
KA

Her nanHBIX

Her

Her

B03MOKHOCTH CUCTEMBI 11
MOIJIEPIKKH 00eCTICYCHHSI
6e3omacuoctu K1U:
e VYuyer cyosexkroB KUU
e (COop XapaKTEepUCTHK
cyonrextoB KNU

B03MOKHOCTH CUCTEMBI 11
MOIJIEPIKKH 00eCTICUCHHSI
6e3omacuoctu K1U:
e Arperanus CBeICHUI:
o cyowsexktre KNU, o
e,
IKCILTYaTUPYIOLIEM
OKMMH, 06 OKHNMU, o
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OneHka KpUTUYHOCTH
MPOLIECCOB CYOBEKTa
K11

COop maHHBIX O COCTaBE
oobexra KUU (OKMI)
WNuBenTapuszanus
obopynoBanus u [10 B
OKMMU c 3aHeceHuem B
kaptouky OKNUN
®opMUpOBaHUE NIEPEUHS
OKMMU monenupoBanue
yrpo3 mist OKUU no
Metonuke PCTOK
Poccun

Pacuer kareropuu
3Haunmoctu st OKMAU
Yyer mep 3aIuThl
OKMNHn

IIpoBenenue ayura Ha
coorBercTBue [Ipukasy
OCTIK Poccum Ne239
qutst 3HaunMbix OKN
(30KH1N)
®opMupOBaHUE ITAKETa
JOKYMEHTOB JJIs
IIPEIOCTABIICHNUS B
OCTIK Poccun

B3aUMOJCUCTBUU
OKMMU u cereit
ANEKTPOCBSI3HU, O
MIPOTPaMMHBIX U
IPOTPaMMHO-
anmapaTHbIX
CpEICTBAX,
UCTIOJIb3YEMBIX Ha
OKHNN
®opMupoBaHue
CBeJIeHU 00 yrpo3ax
Oe3omacHoCTH
uHpOpMaLIUU U
KaTeropusix
HapyIlINTEIEN B
ornomennn OKUU (c
y4acTUEM 3KCIIEPTOB)
®opMupoBaHue
BO3MOKHBIX
IIOCJIEICTBUM B Clly4ae
BO3HMKHOBEHUS
KOMITbIOTEPHBIX
HWHIUACHTOB (C
y4acTUEM 3KCIIEPTOB)
IIpucsoenue
KaTeropui
sHaunmoctu OKHUU (c
y4acTHUEM 3KCIIEPTOB)
®opMupoBaHue
OpraHU3aIMOHHBIX U
TEXHUYECKHUX MEp,
MPUMEHSIEMBIX IS
obecrieueHus
6e3onacuoctu 30K1U
(c BBITpYy3KOH
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pe3yabTaroB B .pdf u
.docx)

[Tonnepxka npouecca
nepecMoTpa
KaTeropuu
3HAYMMOCTHU
®opMupoBaHue
CIHMCKA KOHTPOJIBHBIX
MEpOIPUATHH (deK-
nucTa) 6a30BOro
Habopa mep 30KNU
Ha OCHOBE
IIPUCBOEHHOM
KaTeropuu u
aganTaius Habopa
0a30BbIX MEp B
COOTBETCTBUH C
yrpo3aMu H
0COOEHHOCTSIMH
30KMH (c BeIrpy3koit
B .docx)

Coznanue U KOHTPOJIb
WCTIOJIHEHUS 3a/1a4 110
peanu3anu
HEJO0CTAIOUINX MEP
ITognepxka
IpoIeTyphl BEIBOAA U3
skcruryaranuu OKNN
(popmupoBanue
KOMILJICKTa
JOKYMEHTOB)
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BeiBoabl mo pazaeny Ne2

B nutane ynpasineHus nHGOPMaLMOHHOM 0€30MMacHOCThIO, KaK M B IPEBIAYIIEM pa3jiene, Hanbosee NpuBIeKaTeIbHO BRINIAIAT amepukanckas Microsoft Compliance
Center u oreuectBeHHbIe R-Vision u Security Vision. OHu TMIUpyOT 110 06beMaM coOupaeMoii 1 MHBEHTapu3upyemoi nHdpopmaiun 06 00opy1oBaHuy,
BO3MOKHOCTSIM MHTETPALMU CO CTOPOHHUMU PEIICHUSMH, YIIPABJICHUIO YSI3BUMOCTSIMHU (OTMETHUM, YTO MO THIIaM 00padaThIBaeéMbIX ySI3BUMOCTEH TUIUpyI0oT Microsoft
Compliance Center u Security Vision — oHu 00pabateiBaoT Kak ysi3BumoctH [10, Tak U ya3BUMOCTH KOHUTypaluii, B To BpeMs kak ePlat4m, RSA u R-Vision
o0pabatbiBaroT TonbKO ys3BuMoctu 110). B wactu ynpasnenus 3aiauamu, ToKyMeHTaMHu, TpeboBanusiMu Hapsay ¢ Microsoft Compliance Center, R-Vision u Security
Vision HEKOTOpPbIE HETNIOXUE BO3ZMOKHOCTH JIeMOHCTpUpyeT U ePlat4dm. B rtane MOHUTOpUHTA COCTOSIHUS MHPOPMALIMOHHOM O€30MTaCHOCTH TaKXke Hanboee
npusnekatenbHsl Microsoft Compliance Center, R-Vision u Security Vision. [Ipu 3Tom Security Vision npenoctasisier Hanbosiee mMupoKue BO3MOKHOCTH
BU3yaJIM3allui HH(OPMAIMH U CO3JaHU OTYETHOCTH.

B ynpasnenun kuGepprckamMy U COOTBETCTBHEM 3aKOHOJATEIbHBIM TpeOoBaHusM ePlat4dm u RSA neMOHCTpUPYIOT JOBOJIBHO CKPOMHBIE (PYHKIIMOHATbHbIE
BO3MOKHOCTH. Crctema RSA k TOMy e TOCTaTOYHO 3aKphITa U OPHEHTUPOBaHA OOJIbIIE HA 3aMaJIHOTO MOTPeOUTENs, THO0 Ha POCCUNUCKYIO «IOYKY» TaKOH KOMIaHHH.

@OyHKIIMOHAIBHOCTD perieHus oT Microsoft B 3Tom rutane ropaszo 6onee pazsura. OcoObeHHO oOparaer Ha ceOs BHUMaHUE aBTOMATH3aIMs C HCIIOJIb30BaHHEM
MS Flow / Power Automate, kotopas nmo3Bosisiet ruoko ynpasisate T u b nporeccamu, a Takke pemiars 60J1b110€ KOJIMYECTBO OM3HEC-3a/1au.

@OyHKIMOHAN yrpaBiieHus kubeppuckamu R-Vision BeIenseTcs TeM, 4TO, 110 HAallleMy MHEHUIO, IPOAYKT U3HAYAIbHO OBLT «3aTOUEH» MO OaHKH; €CTh M ITMPOKHIMA
Ha0Op NpeayCTaHOBICHHBIX 0AHKOBCKMX OTYETOB. JlaHHOE pelieHne ¢ 00O 10J1ei BEpOATHOCTH XOPOLIO MOAOKHAET Al PMHAHCOBBIX OPTaHU3aAINH, B KOTOPBIX
OCYILECTBIISIIOTCS CTaHAAPTHBIE OAaHKOBCKHE OM3HEC-TIPOLIECCHI M KOTOPBIM OYAET JOCTaTOYHO MPEIYCTAHOBJICHHBIX CXeM pabOThl ¢ PUCKaMHU, KOMIUTAEHCOM U
OTYETHOCTHIO. I3 MUHYCOB perieHus: R-Vision MOXHO BBILAETHTD Cl1a0ble BO3MOKHOCTH HACTPOMKHU MO HYKbl KOHKPETHBIX Opranu3anuii. MHorue ¢GyHKIMOHATbHBIE
BO3MOKHOCTH U Ja)K€ HEKPUTUYHBIE TAPaMETPhI «3alIUThD» B CUCTEME U HE MOAAI0TCS HACTPOHKE M M3MEHEHHIO CUJIaMU KOHEYHOT'O TIOTPEOUTEIsI: HallpuMep,
MIPOIIECCHI YIPABJICHUS aKTUBAMHU U YS3BUMOCTSAMU JIOCTaTOYHO NPSIMOJIMHEHHBI, 0€3 MOAIEPKKH BETBUCTHIX MPOLIECCOB, a MPOLECCHl YIPABICHUS PUCKAMU H
COOTBETCTBUEM 3aKOHOJATEIBCTBY HE MOJOMAYT KPYIIHBIM KOMIIAHUSAM C Pa3BETBICHHOU CTPYKTYPOH U CJIIOKHBIMU IIPOLECCAMHU.

Security Vision oTiinyaercsi THOKOCTBIO HACTPOIKH, YTO TO3BOJIIET KOHEYHOMY MOJIB30BATEIIO CUCTEMBI HE TOJIBKO MEHSTH MapaMeTPhl UMEIOIIUXCS MTPOIIECCOB
ynpasienus b, HO u co3maBaTh CBOM MPOIECChI, KOTOPBIE Oy IyT MaKCUMaJIbHO COOTBETCTBOBATH MPUHATHIM B opranu3auuu. OJHaKo, CIEAYeT yUecTb, YTO IS
KayeCTBEHHOW HACTPOMKHU 3TOTO pelieHHsI MOTpeOyeTcs: BBIACIUTh CYIECTBEHHbIE BPEMEHHBIE PECYPCHI, a TAKXKe KeJIaTeIbHO UMETh B IITaTe CHEIHMAIIICTA,
MOJICP>KUBAIOLIETO 3Ty cucTeMy (67aro, BeHI0p NPOBOIUT 00yUeHHE Ul CBOUX 3aKa3YMKOB U MapTHEPOB). M3 CyIIECTBEHHO BBIICISIOMMXCA HOBaUi Security
Vision: 1. Moaysb aHanu3a HHIMICHTOB, COAEPKAIIUN MOJIENTh MAITMHHOTO OOY4EHUS U BBIMIOJIHEHHBIN C BO3MOYKHOCTBIO aBTOMAaTHYECKOTO OTIPEIEICHUS] KOMaH/I
pearupoBaHMs Ha MHIUAEHT U epeaadyn KOMaH/ pearnpoBaHys Ha MHIMIEHT Ha IOAK/IIOUYEHHbIE BHEIIHUE CUCTEMBI M YCTPOICTBA SBJIETCS BOIUIOIIEHUEM
IIPAKTUYECKOI0 UCII0JB30BAaHUs UCKYCCTBEHHOI'O MHTEIIJIEKTA NPU pelleHNH NpukiIaanbix 3anad 1b. 2. dynkunonan auto-SGRC (aBTopckast TexHOI0TUA),
MO3BOJISIOIINN B peKUME PEabHOTO BPEMEHU 00eCTIeYHBATh COOTBETCTBUE TPEOOBAHUSAM PETYIIITOPOB U COOCTBEHHBIX CTaHAAPTOB, aBTOMATUYECKH KOPPEKTHPOBATD
Hactpoiiku OC, I1O u C3U, He uMeeT aHaIOTOB Ha OTEYECTBEHHOM PBIHKE.
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OO011ue BBIBOABI
B 0030pe yuactBoBanu SGRC-nipoayKThl, 10CTaTOYHO pa3HbIE KaK MO UCOJIOTUU U apXUTEKTYpPE, TaK U MO (PYHKIIMOHATBHBIM BO3MOKHOCTSIM.

ePlat4m axTruecku mpeacraBisieT co00i «KOpOOOUHOE» pelieHne 0e3 BO3MOKHOCTU THOKON M TOYHOW HACTPOMKH, OJTHAKO, IO PSIIy MapaMeTPOB MPEICTaBISAETCS
MEPCIIEKTUBHBIM U 00JIaIAI0ONIUM aKTyalTbHBIMH 0a30BBIMH MTapaMeTpaMHu.

Pemenue ot Microsoft 3acimyxnBaeT BHICOKOH olleHKH. B miaHe (yHKIOHANIA 0c000 XOTenoch Obl OTMETUTh aBTOMATU3aIMIO ¢ ucnonb3oBanueM MS Flow / Power
Automate, uro mo3Bossier rudko ympasinate UT u Wb mpoueccamu, a Takxke pemaTth OOJBIIOE KOJMYECTBO OM3HEC-337a4. MUHYCOM IaHHOTO PEIEHHs I
OTEYECTBEHHBIX 3aKa3UMKOB MOXKET CTaTh TOT (pakt, uro Microsoft Compliance Center pyHKIIOHMpYET B 00J1a4HOM HH(ppACTPyKType Azure ¥ ONTUMU3UPOBAH MO 3TY
HKOCUCTEMY, ITO3TOMY OT/AEIBHO MCIOIB30BaTh €ro He monydutcs. Pemenue RSA Archer, XoTh u He sBisgeTcss 00Ia4HBIM, TaKkKe C(POKYCHPOBAHO HA MPUMEHEHUH B
CTeKe MpOoAyKTOB KommaHuu RSA. I'maBHbIM MuHycoMm pemieHuil ot Microsoft 1 RSA sBisercss noTeHIMaNbHAs CIOKHOCTh UX 3aKyNKH U MPUMEHEHHsS] BO MHOTHX
OTEYECTBEHHBIX KOMITAHUSAX, CBA3aHHBIX CTPOTUMH 3aKOHO/IaTEIbHBIMUA HOPMAaMHU.

Pemenue R-Vision o0nanaet pa3BUTHIM (PYHKIIMOHAIOM U, Ha HAll B3IJISAJ, OPHEHTUPOBAHO HA OAHKH, IPUYEM C JOBOJHHO TUIIOBBIMH OM3HEC-TIPOLIECCAMHU: TITyOOKas
KaCTOMU3ALUS U HACTPOIKa pa3sHOOOPa3HBIX HIOAHCOB PabOThI PELICHUs CHJIAMH T0JIb30BaTeNs He MpeaycMoTpenbl. OIHaKo, NaHHBIN MPOAYKT CO3/AaeT BICUYATICHHE
KPEMKOr0 MOHOJIUTA, KOTOPBIH, OyAy4H OJTHAK/bl HACTPOSHHBIM, CMOXET yIOBJIETBOPUTH TPEOOBaHUS psifa (PUHAHCOBBIX OpraHU3AIHA.

Pemenue Security Vision BBITTISAUT Hanbosiee TMOKUM M3 BCEX PACCMOTPEHHBIX MPOJYKTOB U, IO HAIllEeMy MHEHHIO, CIOCOOHO BOCIIPOM3BECTH JOCTATOYHO CJIOKHBIC
OM3HEC-IPOLIECCH U aJallTUPOBATHLCS MO/ MOTPEOHOCTH 3aKa3z4yKKa U3 J000# oTpaciu. Security Vision npeanaraet Haubosblee pasHooOpas3re TUIIOB U BO3MOXKHOCTEH
KOHHEKTOPOB noakiItoueHns. OnHako, 6€3yCciIoBHO, 3TO MPEANoaraeT JNIMTeNbHYI0 HACTPOUKY M ONITUMH3AIIHMIO MTPOAYKTA O WHAWBUYaTbHbIE 0COOCHHOCTH KaXKON
KOHKpeTHOW opranuzanuu. CyIeCTBEHHBIM IUIIOCOM BBITSAUT M ¢(yHkimoHan auto-SGRC, ucnonb3yemsbiii Security Vision isi aBTOMaTH3allMM COOTBETCTBUS
HOPMAaTHUBHBIM TPEOOBAaHUSAM, C I3MEHEHNEM HACTPOCK KOHTPOJIUPYEMON HHPPACTPYKTYPHI.

3aMeTHBIM OTIMYUEM poccuiickux cucteM - ePlat4m, R-Vision u Security Vision — siBisieTcs UX BKIIOYEHHOCTh B EnnHbIii peectp poccuiickux nporpamm aiust 9BM u
0a3 manHbIXx. Kpome toro, ePlat4dm u Security Vision o6mangatot cepruduxaramu coorBerctBust PCTOK Poccun: ePlatdm — mo CBT(5), Security Vision - mo HIB(4) u
TY.
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