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HeobxogmmocTb yaoaneHHoOM paboThbl

A 3a nocnegHne MecsLbl NPVBbLIYHBIN XOA, BELLEN M3MEHUNCS:
6onbluas YacTb COTPYAHUKOB TeNnepb paboTaeT yaaneHHO

A YpaneHHoe B3aumogencTamne TpebyeT HOBbIX NPakTyK
obecneyeHmnsa knoepbe3onacHOCTH

A [ns coxpaHeHnne adPeKTUBHOCTN OPraHN3aLm 3MEHEHNS
AOMXKHbI Peann3oBbIBaTbCSH MakCUMansHO ObICTPO

A MaccoBbil nepeson COTPYAHVKOB Ha YAANEHHbIN PEXUM —
CNoxHas 3agada, TpebyioLas pecypcoB 1 3HaHUN

PocTtenekom
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BonbwmHcTBO
nosnb3oBaTenen BbIWNO
3a CeTeBOW NepuUMeTp

VHdopmauma nepepaetcs
No He3alMLLEHHbIM
KaHanam

PocTtenekom

McnonbaytoTcs
paboune mecTa 6€3
CPEACTB 3alunThl

Puckn yteuku
nHbopmMaumn
3HaYNTENBLHO BbIpacTaloT
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KnbepaTaku
ocyllecTBnsioTca 6e3
nepepbIBOB 1 BbIXOOHbIX
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Pabounn npouecc
N KOMMYHMKaLn
COTPYOHWKOB HEMPO3PayHbl



Heobxoanmo obecneuynTb

AHTUBMPYCHYIO 3alumTa MNpepoTBpaLLeHme yTeyek
yOaneHHbIX KOMMAbIOTEPOB C yAaneHHbIX KOMMNboTepPOB
BesonacHylo yaaneHHyto KoHTponb paboyero BpemeHun
ayTeHTuduKaumio 1 aBTopmnsaunio yOaneHHbIX COTPYAHVKOB
Poctenekom

WndposaHmne gaHHbIX,
nepenaBaeMbIx Yepead MHTEPHET

KOHTpOnb KOMMYHMKaLMI
yaaneHHbIX COTPYOHUKOB



CepBuc 3aWwmLEeHHON yaaneHHOoW paboThl

OTO KOMMMEKCHOE peLleHne No opraHndauum 6e3onacHoro yganeHHoro gocTtyna Ha 6ase akocuctembl Solar MSS n

BO3MOXHOCTEN MOHUTOPUHra knéepuHumgeHToB ot Solar JSSOC. OguH 13 ayx 6a30BbIX BAPUAHTOB CepBUCa MOXET ObITb

JOnonHeH OAHUM U3 TpeX paCLUIApeHMI;L a TakKXe YyeTblpbMa OONONHUTENbHbIMU ONUUAMUN

BasoBble BapuaHThi
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3almLLeHHbIN yaaneHHbIn 0OCTyn
6e3 cepTUPULIMPOBaHHbBIX
CPEeAcCTB WnpposaHus
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3alUMILEHHBIN YAANEeHHbIN AOCTYN
c cepTdnumMpPOBaHHLIMA
cpencrteamu WndpoBaHnNS

PocTtenekom
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BapuaHTbl pacwumpeHnus
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WcnonbsoBaHue VDI-6pokepa
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McnonbsoBaHue VDI-depmbl
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Vicnonb3oaHune
TepPMUHanNbLHOro cepeepa

JononHuTtenbHbie onuumn
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MoOHUTOpPUHI 6e30MacHOCTH
NT-pecypcos B pexume 24/7

D

N

MpepnoTepalleHne yTeuvek
MHPOPMALIMN N KOHTPOb
paboyero BpeMeHun
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KOMMyHVIKaLI,VIOHHbIe CEPBUCDHI

MAO «PocTtenekom»
(AKC, BKC, nHtepHer)



PocTtenekom
Conap



PacwupeHune c nucnono3osaHnem VDI-6pokepa

LOA Pocrenekom Opranuzaums

MNAK ynaneHHbIX noaknioyeHun BHyTpeHHss cetb |

YaaneHHble nons3osarenun L;] ‘_;‘ 1—;}
A" Doctyn k APM no npotokony RDP 3ameHsieTcs e ! : =
Npo6poCcoM BMAOBON MHOPMaLMKM C MOMOLLbIO
VDI-6pokepa

Cnyx6a
Karanoroe

il

UrchopmaumnorHsie

I

|

I

I

I

|

I - cucTeMb!
==

L I —
‘BHyTpeHHMﬁ

' 'Mcs
|
|
|
|
|
I
|
I
|
I

A B kayecTse VDI-6pokepa MOryT MCMONb30BATHCS
OTeYeCTBEHHbIE NN 3apydeXHble peLleHns

X

A CoTpyaoHuku «Poctenekom» cano
M BblAENAOT BUPTyanbHylo MHPpacTpykTypy B LO[
«PocTenekomap, Bkfoyas HeobxogmMmMble nMueH3num - - — -~ —

Ha OC v npuknagHoe MO

CraunoHapHsie
KOMNbIOTePbI

Cepsuc OCT VPN

m  wuHTerpupytoT VDI-6pokep ¢ KOHTponnepamm gomMeHa o
3akasyuka
—_— YpaneHHoe nogkaveHne Wnios FOCT VPN

M HacTpausaloT MaTpuuy goctyna Kk APM coTpyaHMKOB
—_— 3alluLIeHHbIN KaHan

ﬁ Knuent FOCT VPN
D — ABTOpPU3aLMs Nonb3oBaTenemn

B MNopkniovyeHune k NC

Poctenekom
Conap 9



PacwunpeHue ¢ ncnonobzosaHmem VDI-pepmbl

A [Doctyn k APM no npotokony RDP 3ameHseTcs npo6pocom
BngoBon nHpopmaumm ¢ VDI-bepmbl

A B ocHoBe VDI-$pepMbl MOXET NCMONb30BaTbHCA
oTeuvecTBeHHOe pelweHne TIONIX nnm pewenmne ot VMware

A Bce onepauumn ¢ AaHHbIMU G10KMPYIOTCS BCTPOEHHbBIMY
cpencteamu VDI-depmbl

A OnumoHanbHo Ha BUpPTYanbHble APM MOXHO YCTaHOBUTb
aHTmeupyc, C3M ot HCL v areHT DLP-cuctembl

A CotpyaHuku «PocTtenekom»
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BbIAENAOT BUPTYanbHyto MHPpacTpykTypy B LLOL «PocTtenekoman,
BKMoYaa Heobxogumble nuueHsnn Ha OC n Microsoft Office

cospatoT 0o 3-x pasdnunyHbIX «30/10TbIx 06pa3oB» Ha H6ase
cywecTsytowmx APM coTpyaHMKOB ¢ coxpaHeHnem 6asosoro 10O

uHTerpupytoT VDI-pepmy ¢ KOHTponnepamm goMeHa 3akadymka
HacTpauBaloT MaTpuLly AocTyna K BupTyanbHbiM APM coTpyaHukos

YNPaBAsoT XU3HEHHbIM LMKIOM BUpTyanbHbix APM, Bknioyas
co3paHue, UBMEHEHME 1 yaaneHue no 3anpocy 3akas4ymka

Poctenekom

Conap

YpaneHHbie nonb3oBaTtenu

U0 Pocrenekom

MAK ypaneHHbix noaKnioyeHui
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Opranuzaums

Cnyx6a ‘,
Karanoros

CrauuoHapHsie
KOMNbIOTePbLI

Cepsuc MOCT VPN

YnaneHHoe nopksiodeHne
3awyWeHHbIA KaHan
ABTOpUM3aLMs Nonb3oBaTenemn
MNopknioueHune k NC

MNpenoTepalleHne yteuek nHpopmaumm
1 KOHTPOSb paboyero BpemMeHmn
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ddelsdo diclzdzOw

Loz FTOCT VPN
%‘F Knunent FTOCT VPN
“’? . DLP-cucrtema
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PaclwupeHue ¢ ucnonb3oBaHUEM TEPMUHANbHOIO cepBepa

A [Ooctyn k APM no npotokony RDP 3ameHseTcs
Ha B3aUMOAENCTBNE C TEPMUHANbHbIM CEPBEPOM
Ha ocHoBe RDS-depmbl oT komnaHum Microsoft

A OnumoHanbHO Ha TEPMUHANLHOM CepBepPe MOXHO
yCcTaHOBUTb aHTmBmpyc, C3M ot HCL v arenT
DLP-cuctemsl

A CoTpyaonuku «Poctenekom»

N BbIAENAIOT BUPTYyanbHyto nHepactTpyktypy B LO[
«PocTtenekoma», Bktoyas Heo6xoanMble NULEH3NN Ha
oC

nmM  uHTerpupytoT RDS-depmy ¢ KOHTpoONNnepammn gpoMeHa
3aKasuyuka

M ynpaBndatoT XU3HEHHbIM LVMKIOM MallnH TepMMHaJ’IbHOPI
¢epr|, BKNO4Yaa co3gaHune, usMeHeHne 1 yganeHume no
3anpocCy 3aka34unka

Poctenekom
Conap

LUOA Pocrenekom

MAK yaaneHHbIx noaknioueHnin
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Cnyxb6a
Karanoros

Opranusauus

BHyTpeHHsAs ceTb
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LWnos FTOCT VPN
Knuent FOCT VPN

DLP-cuctema
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