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4 Pocrenexkom

eeeeeeeeee

, KomnaHua rpynnbl NMAO «PocTtenekom» —
HaUMOHANbHbIW NPOBaNAep CEPBUCOB U TEXHONOTMW ANA 3aLMUTbI
MHPOPMALMOHHbIX aKTUBOB, LLeIEBOr0 MOHUTOPUHIA U YNpaB/eHUA
MHPOPMaLMOHHOMN 6Ee30MaCHOCTbIO.

B ocHOBE HaWMX TEXHONOTUN NEXUT NMOHNMMaHWMNE, YTO HACTOALLAA

MHPOPMaLMOHHasA 6e30NacHOCTb BO3MOXHA TO/IbKO Yyepes
n cuctemamm UB.

3TOT NPUHUMN Peann3oBaH B NPOAYKTax U cepsucax Poctenekom-
S olar.



2

P soLak
0oy Fosteiecom RTK-SOLA

bbiBaeT n y Bac Takoe?

AvpexTop
no unpposon
TpaHcpopmauum

Mbl BHeApUM UHTeNNIeKTYaJlbHble
CUCTeMbl NPeANKTUBHOMW aHA/IMTUKM,
KOTOpble NOo3BOAAT 3apabaTtbiBaTb Ha
~15 % 6onblue

Pocrenexkom

AvipekTop
no NHPOpMaLLMOHHOMN
6e3onacHoOCTU




2

P soLak
oY Fosteiecam RTK-SOLA

Pocrenexkom

NT ocobeHHOCTb - ANHaMUKA

[lecATKN HOBbIX Penn3oB BU3Hec-cUCTEM B
mecsaL,

[lecATKN HOBbIX CEPBMUCOB Ha NEpPUMETPE B
Heaento

[1eCATKM HOBbIX 3N1E€MEHTOB UHPPACTPYKTYpPbI B
NeHb

+ OTcytcTBMe Taxenoro Mb-compliance

Asset Management
Q oo -

Replying to @MalwareJake

CISO: How many windows hosts do we have?
AV Guy: 7864
Desktop Management: 6321

EDR Team: 6722
CMDB Team:; 4848
SIEM Team: 9342

1:55 PM - 8 Feb 2018

516 Retweets 978Lkes G RO OGP E 2 @
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ArpeccnBHas BHeLLIHAA 06CTaHOBKa

¢ |£|,eCﬂTKl/I HOBbIX XaKEPCKUX TAKTUK, TEXHUK U
UHCTPYMEHTOB B MECAL,

* HoBble yI3BMMOCTU — KaXKAbl AEeHb

* KubepnpecTtynHocCTb:
* Pa3BuTaA akocmucrtema
* Hwu3KMM nopor Bxoaa - CEPBUCHI
* CKOpOCTb peaKkuunn Ha HOBble BbI30BbI
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“ SOLAR RTK-SOL A‘? Pocrenexkom

Cneunduka Ub B putenne

* (OyeHb MHOro NepcaaHHbIX

* OyeHb MHOrO NnaTexeun ExpeNsEs__(TAX =
© S KON
@} r:m H }g%:?@ LZL,
* KommepuecKas TalHa STRATEGY Meowe ANALYSIS POLICES  CONTRO
~ - )
* Pa3BuTble oHMIaNH-CEPBUCHI REVIEW i R ‘S K-_.Mgnpvemer\
5 ¢
. 0
* Taxkenble nocneacTsnA NHUMOEHTOB W succsss_ %
O — 7 |
PROCESS RULES

* [loBbllWeHHbIE penytTaunOHHbIE PUCKH
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b B putenne

* [locToAHHbIN BanaHC mexay
TpeboBaHuaMmmn busHeca un b

* 3anpeTtuTenbHblie mepbl 6a3oBble,
OCHOBA 3aLLUTbI — Yepes3 KOHTPO/b,
MOHUTOPUHT N 06PATHYIO CBA3b

*  [nbknm cepsucHbiM nogxoa kK b



CepBucHbIn noagxoa K Ub

* Jlroan
Security
Management @
* YnpasnsemocTtb yepes S L A y
Security N soc
* MacwTtabupyemocTtb Monitoring

° Quick win

Security
Maintenance

Rostelecom RTK-SOLAL( ZPDCTGHGKDM
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‘}m RTK-SOLA}? Pocrenexkom

MoHUTOPUHI N ynpasneHune b

Ha 6a3e ueHTpa MOHUTOPUHIA U

pearMpoBaHuA
Ha Knbepyrposbl S olarJ S OC: ‘ﬁ"h SoLas
*  MOHWUTOPWHT, pearnpoBaHne U aHaNn3
MHUNOEHTOB

* KOHTpOAab 3aMNLLEHHOCTN U
yrnpasaeHue yaA3BMMOCTAMMU

* TexHu4eckoe paccnegoBaHue
MHUMOEHTOB

*  AHanunTuKa n nogaepKKa NPUHATUA
peLeHnm
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SOLAR
‘} Rostetecom RTK-SO LAL Cepsucbl Poctenekom-S olar Pocreneiom

Security Operations Center (SOC)
SolarJSOC

#1 86x 28,8 150+

SOC A0S PbIHKa MAPZA COObITUN NH>XEeHepoB
B Poccun cepsucoB SOC B CYyTKMU SOC
10.. .30, 90+ 4
AeTeKTMpoBaHue pearvpoBaHue KPYMHbIX dnnmana SOC

dTakKW N 3alliTa KINEeHTOB no Poccuum

10



Rostetecom RTK-SOLA}?

Cepsucbl no Ub

3alnTa KaHaN0B CBA3U
" Cepsuc 3awmtbl oT DD oS -atak (Anti-DD oS )

= Cepsuc no wmndpoBaHUo KaHanos cea3n (FTOCT
VPN)

= CepBUC NO KOHTEHTHOW PUAbTPaLUM TPpaPUKa

CepBucbl ceTteBo HezonacHOCTH
= CepBwuc no 3awmTte ot ceteBbix yrpo3 (UT M)
= Cepsuc 3aWwmnTbl Beb-npunoxeHnn (W AF )
= CepBMC MO 3aLMTE INEKTPOHHOM noyTbl (S E G )

KomnneKkc A4ONONHUTENbHbIX CEPBUCOB
" YnpaB/ieHue KopnopaTMBHON MOBUIbHOCTbIO

= CepsunC NO ynpaB/iE€HNIO HAaBblKaMu
nHPopmMaLMOHHOM Be3onacHOCTH

'Pocrenaxou

KCNAyatTauuA
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Pocrenexkom

“ SOLAR
& Rostetecom O KomnaHuu

Cpeamn knneHtos Pocteniekom-S olar

TamoxkeHHasn M
124 D conats mcn Banx TR % PoccenbxozbaHk KapTa ﬂl'
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> e ) |
WD geoonit ﬂHue]([: ﬂeH bI' D MTC baHKk & BALIKOMCHABBAHK
SMHHHCTEPCTED OROPOHE]
PECCHBCKOMN hEIETAIHN

Nig C A RTREK i POCBAHK

nnovative cars sharing platform
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