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BBeaeHune

e [OCT P 57580.1-2017 «be3onacHocTb ¢MHAHCOBbLIX (HAaHKOBCKUX)
onepauun. 3awmta UHPopmaunum PUHAHCOBLIX OPraHU3aLUUM.

Bba3oBbil Habop OPraHM3aUMOHHbLIX M TEXHUYECKUX MEepP» VTB.
08.08.2017

* PacnpocTpaHAaeTcAa Ha baHKW, HeKpedauTHble  PUHAHCOBbIE
opraHusauuu, apyrmx cybvektos HIMC

* KaK byaeT npumeHATbCA: Ha cTaHAapT byayT ccbinkm B HIA
* https://yadi.sk/d/9-YyF5BwW3N9Ak9



https://yadi.sk/d/9-YyF5Bw3N9Ak9

Y4TO NPUHUMNMNAIBHO HOBOIO

* YPOBHMU 3aWLUTbI MHPOPMAL NN
* YpoBeHb 3 — MMHMMANbHbLIN (cooTBeTCTBYET YeTBepTOoMmy Y3 MN/H)
* YpoBeHb 2 — CTaHAAPTHbLIN (COOTBETCTBYET BTOPOMY U TpeTbemy Y3 M/H)
* YpoBeHb 1 — ycuneHHbin (cooTBeTcTBYET nepsomy Y3 M1H)

* YpoBeHb 3aWuTbl MHGOPMALMM YCTaHABAMBAETCA ANA KOHKPETHOro
KOHTypa 6e3onacHoctu (MHPOPMALMOHHAA CUCTEMA, PEeaNnm3yioLLan
busHec-npoueccbl €AMHOM CTeNeHU KPUTUYHOCTU, ANA  KOTOPbIX
NPMMEHAETCA eANHbIA PEXUM 3aLLUTbI MHGOPMALUN)

* MMpumep: T[naTteHble U UHPOPMALMOHHLIE TEXHOJIOTMYECKUEe
NPOLLeCCbl MOTYT COCTABAATb Pa3Hble KOHTYpPbl 6e30nacHOCTH



Y4TO NPUHUMNMNAIBHO HOBOIO

* DopmupyeTcs 0OAUH NN HECKOZIbKO KOHTYpPOB 6e30nacHOCTU

* YpOBEHb 3alMTbl ANA KOHTypa ©Oe30nacHOCTU YCTaHaB/AMBAETCA
HOPMATUBHbIMMN aKTaMun baHKa Poccmnn Ha ocHoBe:

* Buaa aeatenbHOCTM, cocTaBa npeaocTaBAAeMblX YCnyr, busHec-npoLeccos B
paMKax KOHTypa be3onacHocTH

* O6bema PpMHaAHCOBbLIX onepaunm

* Pazmepa opraHusayuu
* 3HAa4YMMOCTM AnA GUHaAHCOBOro pbiHKa M HIMC



Y4TO NPUHUMNMNAIBHO HOBOIO

YponeHb Jalynra
MHBOpPMaUMH

yenonwoe
ofoaravenne Conepxanne Mep CHCTEME IBWUMTE MHAODMAUNH
¥ HOMER Mep

Yan.at Peanuaaums npasvn ynpasnedns nNpasamm Nornyeckoro gocryna, obecneyn- H O T
BAOLLUMX 3aNPET COBMELLEHNA O4HNM CYDEEXTOM NOMMHECKOrD JOCTYNa cnagy-
HOWMX Oy KL

e [InA KaxKgoro u3 Tpex ypOBHEN 3alimTbl TpeboBaHME BbINOJHAETCA
YKa3aHHbIM cnocobom:
* «H» — peanusaymna ansaetca HeobA3aTeENbHOM
* «O» — peannsayma nyTem NPUMeEHEHUA OPraHU3aLNOHHON Mepbl
e «T» — peannsaumna nytem NpUMeHeHNA TEXHUYECKOMN Mepbl

* CocTtaB mep 3dWuUTbl MOXKeT aaNTNPOBATbCA



CpaBHeHme c CTO bP NBbBEC-1.0-2014

CUCTEMA MEHE[J)XMEHTA UH®OPMALIMOHHOW BE3OIMACHOCTH

Peanunsauusa NMnanuposaHue
COUB COUB

CUCTEMA UH®OPMALNOHHOM BESONMACHOCTH
i
MpoBepka CoBepLIeHCTBOBaHUEe
CcCOoub COub




CTpYKTYpPa CTaHAapTa

 Paspen 6. MeTtogonorna npumeHeHua TpeboBaHUM U onpeaeneHune
YPOBHEM 3aLLUMNTDI

e Paspen 7. TpeboBaHuMA K cucteme 3awmtbl nHbopmauumn (CUB)
* YnpasneHue goctynom (IDM)
* 3awwuTa cetel (IDS/IPS, NGFW)
e KOHTPO/b UENIOCTHOCTU U 3awmieHHOoCTU nHdpacTpykTypbl (Vulnerability Scanner)
e 3almMTa OT BpeAoHOCHOro Koaa (AV)
* MpepoTBpaweHme yteyek (DLP)
* YnpasneHue nHumaeHtamu (SIEM)
e 3awmTa cpeabl BupTyanmsaumum (C31 ansa BupTyanbHbIX cpea)
e 3awWmTa MHGOPMALIMK NPU UCMONb30BAHUN MOBUABHbLIX ycTponcTB (MDM)



CTpYKTYpPa CTaHAapTa

 Pazpen 8. TpeboBaHMA K cucTeEME YNPABJIEHMIO 3aLLMTON MHPOPMALUU
(COUB / CMUB)

* [lnaHMpoBaHMe NpoLuecca CMCTeEMbI 3aLUTbI
* Peanunsauuna

* KOHTpOAb

* CoBeplUeHCTBOBaHUE

* Paszpen 9. TpebosaHuAa K 31 Ha sTtanax KL AC n npunoxxeHnm
* [IpunoxeHune A. bazosaa moaenb yrpos U HapywunuTens
* [Mpnnoxkenune b. Opr mepbl, cBA3aHHbIE ¢ 0bpaboTkou MNH

* [lpunoxeHune B. lepedyeHb cobbiTn 3, NOTEHUMANbHO CBA3AHHbIX C
MHUMOEHTAMMU



NHTepecHoe 3 TpeboBaHUM (4acTb)

Mepa
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CopepiKaHue mep cMcTeMbl 3aLUTbl

HasHauyeHue ans Bcex pecypcoB A0CTyna pacnopsanTens I0rm4yeckoro
Aoctyna (Bnagenbla pecypca A4octyna)

3anpeT MHOXEeCTBEHHOM ayTeHTUDUKALMN C UCNOb30BaHNUEM OAHOM
YYETHOM 3arnunucu nyTem oTKPbITUA NapansiesibHbiX CECCUMN € pa3Hbix APM

Ha3sHayeHne ana scex I'IOMEIJ.I,EHI/II\/Ji pacnopagntTend ¢M3I/I‘-I€CKOI'O A0CTYyNa

BnokupoBaHue ataKk Tuna «OTKa3 B 06CAyKMBaHUM» B MacluTabe BpemeHy,
6113KOM K peasibHOMY

AyTeHTUPUKaLMA YCTPONCTB AOCTYNa TO4YKamMm goctyna no npotokony Wi-Fi

ObecneyeHmne BO3MOMKHOCTU BOCCTaHOB/IEHUA 3TanoHHbIX Konuit MO AC, NO
cpeacts u cuctem 3U, cuctemHoro MO B cyyae HEWTATHbIX CUTYaUUIn

Ncnonb3oBaHme cpeacTB 3alMTbl OT BPEeAOHOCHOIO KoAa Pa3/INnYHbIX
Npou3BOANTENEN KaK MUHUMYM ANnA yposHen APM n cepsepoB
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NHTepecHoe 3 TpeboBaHUM (4acTb)

Mepa CopgeprkaHue mep cMCTemMbl 3aLUTbI Y33 V32 VY31
3aWMTbI
3BK.14 Ncnonb3oBaHuMe cpeacTs 3aWwmTbl OT BK pa3anyHbix nponssoanTenemn Kak H T T

MUHUMYM ANnA ypoBHen APM, cepBepoB U KOHTpPOAA TpaduKa

Mnym.3 BnoknpoBaHue Hepa3pelweHHOW N aHaIn3 pa3peLLleHHON NneYyaTu H T T
MHbopmaLmMM KOHPUAEHLMANBHOIO XapakKTepa

PN.9 Boigenernune B coctase N'PU3U chepytowmx OCHOBHbIX PONEN: H O 0]
PykoBoaguTenb, onepaTop-gmcneTtyep, aHaIMTUK, CEKpeTapb

3CB.27 3anpeT Ha KONMPOBaHMe TeKyWwmx 06pa30B BUPTYa/IbHbIX MaLLWH, O O @
ncnonb3yowmx CK3U, ¢ 3arpy*KeHHbIMU KPUNTOKAOYaMM

3vya.3 [NpenocTtaBneHue yaaneHHOoro A40CTyrna To/1bKO C UCMO/1b30BaHMEM H T T
MODBUNbHBIX YCTPOMCTB A0CTYNa, HaxoAsaLWmMxXcsa nod KoHTponem MDM

3yA.11 ObecneyeHune 3aWmMTbl MOBUABHBIX YCTPOMUCTB OT BO34eNCcTBMIN BK T T T



BbiBOAbI

* HoBble TpeboBaHMA cTaHYT 06A3aTeNbHbIMU, KOTAA Ha HUX byayT
BK/ItOUYeHbI ccbinku B HIMA. Torga *Ke noAsmTCcA onpeaeneHHocTb, Ana
KaKOoro ypOBHSA 3aWMTbl BbINONAHATb TPEOOBaHMUA.

* [lIoOKymeHT No meToauKe nposeaeHma oueHkn coorsetctema NOCTy
HaxoauTca B pa3paboTke

 CTO BP UBBC-1.0-2014, ckopee Bcero, He byaeT OTMEHATbCA, T.K. HE
6bi1 06a3aTENbHBIM. BAaHK MOXET BbIBECTU €I0 U3 AENCTBUA
NPMKa3om (TaK e, Kak BBoau)

* A ele ecTb 601bLWON BONPOC C NPUMEHEHNEM CEPTUPULNPOBAHHDIX
cpeacTB 3aWwuThbl (M npuknaaHoro MO)...



