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KAK 3ALLMTUTb KOMMAHMIO OT YTPATbI AAHHbIX
COTPYQHWKOB

NBAH ABI'YCTOH
LVPEKTOP AEMAPTAMEHTA WT K QBF

Il QABF




MBaH ABTycToOH - npodgaun

2011 -2017 - Anpektop UT MHBECTULMOHHOM rpynnbl KomnaHnin QBF

B nHBectnumnoHHyto Mpynny komnanuii QBF MeaH npuwen 8 2011 roay v 60AbLUYHO YaCTb CBOEN Kapbepbl
CTPOW/ NapannenbHOo C Pa3BUTMEM KOPNopaumu.

Ha AaHHbIN MOMEHT BaH OTBEYaET 3@ OPraHmM3aumio, N1aHNPOBaHNE, KOHTPOIb K ynNpaBieHne scemn UT-
CTpyKkTypamm K QBF.

TaKKe B CMMCOK ero KomneteHumin BxoamuT digital n MHTepHET-NpoABUKEHMNE YCAYT KOPNopPaLMN.

Ob6pa3oBaHue

Poccnicknii rocyaapcTBeHHbIM yHMBEPCUTET HedTU M raza umeHn N.M. l'ybKnHa, cneumnannsaums
«TexHMKa 1 TEXHONOTMA NMOKCKa 1 pa3sBeakn YB», 2009r.




MHBecTnunoHHaa komnaHma QBF

NHBecTnumnoHHas Npynna komnanum QBF npeaocTtaBnseT ycayri no ynpaBaeHuo akTMBamm Ha GUHAHCOBbIX pbiHKax CeBepHOM
Amepukn, EBponbl, Poccnm ¢ 2008 roaa.

®dunnansl n NnpeactasuTensCcTea komnaHnm QBF:
Mocksa, CaHKT-lleTepbypr, EKkaTepunHbypr, TtomeHb, KannHMHrpaa.

Hanpasnenua gearenbHoctv K QBF:

=  CTpaTermm ynpaBaeHna akTMBamMm Ha POCCUMCKOM U 3apybekHOM GUHAHCOBbBIX PbIHKAX

= CTPYKTYpPHbIE MPOAYKTbI

» CneunannsmpoBaHHble MHBECTULMOHHbIE yeayrn (EAM / EAM+, REPO SWISS, BantoTHOE xeaxupoBaHue)
=  KOHCY/IbTaUMOHHOE yrpaB/ieHne

" [HBEeCTUUMM B HEABUMKMMOCTb




Harpagbl n pentuHrun 'K QBF

OBLUECTBEHHAA MPEMUA «®PUHAHCOBAA 2JTUTA m PEMTUHIU PA SKCMNEPT

POCCUN» - PentunHr MpuenekatenoHoctn PaboTtonatens —
«CTpaTerna nosepuTenbHOro ynpasaeHma» - 2017 A.Hr, 2015

«AHTUKPU3KMCHAA cTpaTerna roga» - 2016

SPEAR'S SPEAR'S RUSSIA WEALTH MANAGEMENT AWARDS PEVTUHI MOPTANA HH.RU
= Omutpuin Knna - Jly4wmnin HBECTULMOHHbIN hh@ «3 MecTo B peiiTuHre pabotonateneit

HeadHunler o
KOHCYNbTaHT - 2016 “®UHaHCOoBbIV cekTop" — 2015»
Jlyduwaa nHBeCcTUUMOHHAA KoMnaHunAa roga — 2015,

2014
CrapTtroaa - 2013




Kak 3aluTnTb KOMNAHMIO OT YTPaThbl JaHHbIX

COTPYOHMKOB

O KaKMX OaHHbIX MAeT peyb’?
. [NokymeHTbl Microsoft (byxrantepusa, KOpuctbl, KaHuenspus, Kaapbl) Mo naHHbIM

u 3ﬂ€KTpOHHaF| MO4YTa v
. Basti AaHbi nccaen0BaHUM B
AMepPUKEe, KOMNaHUN,

Il. Kakne yrpo3bl BAMAIOT Ha AaHHble? noTepAsLLMe CBOU
" Unoposanbumky [aHHble 3a nocneaHue

= AnnapatHble cbon HDD
. ATaku Ha cepsepa (SPAM, DDOS, root-kit) CYTKM B TEHEHNW TOa,
CTaHOBUTNCb

. KoHKypeHTHasn pa3BeaKa
HGaHKpPOTaMM.

lll.  AyTto B 0bHNaKax?
. Bce Bblle nepeyncaeHHoe
. Yrpo3bl CBA3aHHbIE C AOCTYNOM K AaHHbIM aaMUHKCTpaTopos LLO,
. Yrpo3bl Bbixoda 13 ctpoa U0/
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TexHn4eckasa 1 agMMHUCTPaTMBHAA 3alWmTa

" (ermenTaumA Ha noaceT = PernameHTbl U MONOXKEHUA

" KoHTponb Tpaduika Mexay CermeHTamu = KopnopaTuMBHbIE CbEMOYHbIE HOCUTENN

L]
TokeHbl noctyna k APM 1 opr. TexHuke " I3MeHeHMA B JO/IKHOCTHbIE MHCTPYKLNK

= KOHTPO/Ib MECCEHAKEPOB U SNEKTPOHHOM MOYTbI . KT

" KOHTPO/Ib AOCTYNA CHEMHBIX YCTPOUCTB = PernameHT Ha ucnonb3oBaHme KTO
= KOHTPO/b A0CTYMNa K IOKA/bHOM CeTH

= Applocker

= SCDPM

= CKY/J (Ooctyn K APM TONbKO Nocae Bxoda B KabuHeT)




[TupamMmmaa LEHHOCTU JaHHbIX KOMMaHUM
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CeTKn KOMUCCUM

Mogaenb KapbepHOro pocTta

KOHTaKTbl OaHKOB 1 KOHTPAreHToB

MpUHATO cuMTaTb, YTO B OCHOBHOM MHCaMAEepbl [AENCTBYHOT
UCKAIOYUTENbHO  M3-3@  XenaHus  3apabotaTb  Ha  nNpojaxe

KOPNOpPaTnBHbLIX CEKPETOB.

K cosKaneHuto, He BCE TaK MPOCTO — OYEeHb YaCTO OKa3bIBAETCA, YTO
KOPMOpaTMBHbIMU CEKpeTamMM AeNsATCa Te, Koro pabotoaaTtesnb U Tak
He obu»Kan B GUHAHCOBOM MAaHe, He Mosy4Yas npu 3TOM HUKAKOWM

MaTepunan bHOM BbIroApbl.

MoTuBaumMsa WHcamagepa — OAMH W3 OCHOBHbIX KAKOYEeM K €ero
BblABNEHMIO U obe3BperknBaHmto. Paktuyeckn, 6e3 NOHUMAHUA
NPUYMH TOro, MOYemMy TOT WAM WMHOM COTPYAHMK pacnpocTpaHAeT
3aKPbITYIO KOPMOPATUBHYO WMHPOPMALMIO, [A0CTAaTOYHO TPYAHO

BbIBECTM €r0 «Ha YNCTYHO BOAY» B CKaTble CPOKM.,
http://dehack.ru/arts/kak_raspoznat_insajdera_/




Mapkepbl N0403pPUTENBLHOU aKTUBHOCTH

= Jloru cepBepa C HeENPaBU/IbHbIMKU NAPOJEM

"  TpadwukK 3anpoca 404 cTpaHuLbI

= [lpAaman pa3BeaKa CETU, CETEBbIE KapTbl B HEPA3OOPUYMBOM peKUME

= PocTt TpadmKa deny Ha MapLLPYTU3aTOPE NOKA/IbHOM CETU

=  SNMP 3anpocol

= PocT mcxoadulero TpaduKa, CUrHaTypbl Nepeaaym «KTAXENbIX» AaHHbIX

=" [logo3puTenbHbln TPaPUK Ha CTaHAAPTHbLIX NopTax 80 443 25 993 135 445

= Paccbika NUCEM C JI0BEPEHHbIX afpecoB, coaepKalume dannbl, MO0 CCbINKY C HEABHbIM NPU3bIBOM NEpPenTH, MMbo

3anyctuTtb parn (DLP)




