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ObpasoBaHue
okoHunrn MU®U B 2006 rogy
dakynsreT «MHpopMmaLnoHHas 6e30nacHOCTbY

cheumanucT no nHpopmaLmoHHON Be3onacHoOCT
DaHKOBCKUX CUCTEM

OnbIT paboThl
bonee 12 net B 6baHke TOl-3 PO
bonee 17 net B chepe VIb

O reT — BbIgBMEHNE BHYTPEHHUX U BHELLHNX
HapyLiuTeneu,

NPOBEAEHME paccriegoBaHNMN,
KnbeppasBedka, aHanutTnyeckasi pabora,
aKcrnepTusa nHumaoeHTos Vb

Anekceun lnewkos







[Tonynsapusayma kubepnpectynneHum
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PerynapHbie kubepartaku

DDoS and the Data Center

ttadks this
, up dramatically
from 45% in 2012

had firewalls
and IPS systems
impacted by
DDoS attacks

ARBOR

Frequency:

7 %

saw over 50 attacks saw over 100 attacks
per month per month

had load
balancers
impacted by
DDoS attacks

reported revenue
loss due to
DDoS attacks

expenenced attacks
that exceeded total
available Internst
2012 bandwidth, neary
double last year

of data center cperators

reported operational ﬁ
expenses due fo

DDoS attacks

reported customer

O6wapyxeHwi B cexynay




Yassumaa UT-uHgpacTpykTypa

Payment will be raised on

SI1672017 00:A7:55

Your files will be lost on

52012017 00:A7:55

Time Loft

<Check Payment>. Best tis 9.00ar
N P Send $300 worth of bitcoin to this
bitcoin
Py | 1219YDPgwueZ9NyMgw519p7AABisré SMw
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[Mpumepskl keucos (1)

K3 Harmasuyio crpannuy
KommeHTapum

MNocuoTHETs HETORWS NPABOK

Odesa International Airport /| MexaynapogHen asponopr ODpgecca

WAHOBHI KNIEHTW TA NAFTHEPH MIXHAPOQHOIMD AEPONOPTY «OQECA». MNosigomnAemo, wo
infopmauiina cuctema MixnapogHoro aeponopry «0gecas 3a3Hana xakepcerol atakn. Bei enysbn
aeponopTy NpaLoTe B NoCHNeHomMy pexumi. NpuHocumMo ceol BubaueHHA Nacaxupam 33 BAMYLIEHE
30inbWeHHA Yacy o0CNYroByBaHHA.

MokazaTe Nepesog,

24 puraBpa e 13:34 - flocTynHo BCEM

Ressa

internationalairport

BeposiTHble Npu4mMHbI yuiepba:

OtcytctBre nonutukn b

OTcyTcTBME NpodUIIbHOro
nogpasgenexHnsa no Vb

OTcyTCcTBME CermeHTauum cetu
HeakTyanbHble 0OHOBNEHUSA

HeaKTyaanble aHTUBUPYCHbIE
peweHna Ha paGquX CTaHUunAX

OTcyTCTBUE PE3EepPBHbIX KOMUI
OTAEnNbHbIX 3NIEMEHTOB

NHGPaCTPYKTYpbI
Hu3kasa rpamMoTHOCTb NepcoHana
KomnaHum B Bonpocax b



[Tpumepbl Kencos (2)

UHTepdakc =2

@interfax_news

M3-3a xakepckon artaku B pabote cepeepoB VIHTepdakca BO3HUK
cooi. Texuuueckue cnyxbbl NpeanpUHAMAIOT BCE Mepbl ANa
BOCCTAHOBNEHUA paboTbl CUCTEM.

1516 -24 okt 20171,

Os6 1120 O 21 3]

INTERFAX

UHTE g‘éxc ',

BeposiTHble NpUYKHBbI yLlepba:

+  OrtcyTCcTBME B KOMNAHMM
akTyansHown nonutuku Nb

« HeakTyanbHble 06HOBMEHNS
onepauUmMOHHbIX U aHTUBMPYCHbIX
cucTem

*  OtcyTCcTBME pE3EPBHBIX KOMUN
OTAENbHbLIX 3IEMEHTOB

NHPaCTPYKTYpbI
*  Huskas rpamoTHOCTb NnepcoHana
KomnaHuu B Bonpocax b

* HepocTtaToyHOe cermeHTUpoBaHue
N Hanuyue npsiMoro AocTtyna B
WHTepHeT

*  Wcnonb3oBaHue paboTHMKaMu
NNYHbIX/6ecnnaTHbIX NOYTOBbIX
ALLMKOB

10



[Tpumepbl keucos (3)

FEPBK # Tenexanan Tlaszera ¥ypnan

USD HA EUR A usD ({711 UsD ({71
5957 ¥ 68,09 7 59,35 6882 59,25 6879
5903 ¥ 68.49 7 + +

BWU3HEC, 27 MIOH, 16:42 @ G0 064

baHk «Xoym Kpeaurt»

CURUSD ey

116 725

N7

OCTaHOBWIJI BCe K/INEeHTCKue
ornepauuu ns-3a kubeparaku

Bce oTnenenus 6anka «Xoym Kpegur» B Poceu
BBIHY>K[I€HbI IPHOCTAHOBUTD KJIHEHTCKHE OIf
H3-3a MacmTabHoOM Xakepckoi aTaku. ITo naH]
3a MOMOIIBIO K CrielHaJiMcTaM B obs1acTH
KOMITBIOTEpPHOM 6e30nacHOCTH 06paTHINCh B(
BTOPHHUK OKOJIO [IECATH POCCUHMCKUX DaHKOB

BEAHK POCCHIK

% OUHUEPT

uome | Xoym Kpegur @
CREDIT|
B8ANK | O0KONO 4 MeCAUeB Hazag

&

MpoBoauTCA NpoBepKa
3alUMLLEHHOCTY cucTeM baHKa

O NpOoBEAEHNN NPOBEPKM 3ALWMEHHOCTH CHCTEM GaHKa

B pamxax npeBeHTUBHbIX MEp B CBA3M C MACCOBLIMM XaKepPCKUMU aTakamu
Ha pa3nuyHble KoMnaHuu Baxk Xoym KpeauT pewnn nposecTu
AONONHUTENBLHYK NPOBEPKY 3ALMWEHHOCTH cucTEM. O BO30GHOBNEHUM
ob6cnyxusaHna GyaeT COOBLEHO AONONHUTENBHO

w21 P33 A2

BeposaTHble npuynHbl yuwepba:

* HeaktyanbHble 06GHOBNEHNS
OnepaumoHHbIX U aHTUBUPYCHbIX
cuctem

* HepocTtaToyHOe cermeHTUpoBaHue
N Hanuyue npsiMoro AocTtyna B
NHTepHeT

+  OTcyTcTBUE pEe3epBHbIX KOMUNA
OTAESbHbIX 31EMEHTOB
NHPaCTPYKTYpbI

*  Huskas rpamoTHOCTb NepcoHana
KomnaHum B Bonpocax b

* HecBoeBpeMeHHas peakums Ha
BO3HUKLUMIA UHUNOEHT
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[Tpumepbl keucos (4)

B xoMnanum EVraz pacckazant, 4T HHOPMALUMOHHAN CHCTEeM3 KOMNAKHK NOABEPrNacs HANAAEHUIO XaKepos,

«B ceTu npousowen c6oil. OCHOBHbIE NPOM3BOACTBA NPOAOMKAIT PaboTaTe. Yrposbl COTPYAHUKAM |
NPeANPHATHAM KOMNaHMK KeT. CneunanucTsl pasbupaloTcn ¢ cuTyaumeiis, — cxa3aHo 8 coobuuexmu
KOMMAHNH. ¥

Ha AanHbIi MOMEHT aTake moauduKkaunn eupyca Petya.A nogeeprance Gonee 80 komnaxui 8 PO 1 Ha

—

BeposiTHble NpUYKHBI yLlepba:

HeakTyanbHble 0OGHOBNEHUA
onepaunoHHbIX N aHTUBUPYCHbIX
cucTem

HepocTtaTouHoe cermeHTMpoBaHue
N HanNu4ne NpsAMoro JocTyna B
NHTepHeT

OTcyTcTBME pe3epBHbIX KOMUi
OTAENbHbIX ANTIEMEHTOB
NHPaCTPYKTYpbI

Huskasa rpamoTHOCTL NepcoHana
KomnaHum B Bonpocax b
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[Tpumepbl kencos (9)

WannaCry nopasun MB/l, noToOMy 4YTO nNosaunuenckKkue
HeJIeraJibHo NOAKJIYaJIUCh K UHTEPHETY

Mporpamma-seiMoratens WannaCry 3apasuna B MB/] PoccuiM TONIbKO NEpPCOHasibHbIE KOMNbIOTEPSI
COTPYAHUKOB, noaknoyaswmux MNK K MHTEpHETY, 3aBepAlOT B BefoMCTEe, BHYTpeHHAa ceTe MB/LL
Npu aTake BMpyca He nocTpagana. JIMuHbIA COCTaB NPOXOAUT cayXebHyIo npoBepKy nocse
NPOoPUNAKTUUECKMX MEPONPUATHI «C AOCTATOUHO XKECTKMMM NOChINaAMMUY,

MB/] nposepser, noyemy KOMNbIOTEPbI MUHUCTEPCTBA OKA3ANUCH
3apaxensi Bupycom WannaCry, koTopeiii nopasun MHOXeCTBo
KOMMBIOTEPOB N0 BceMy MUY, coobumn arentcrey «MHTepdaken
nepsbiit 3amrnassl MBJ] Anekcanpp loposoit

16 MA 2017 13:54

0 CJIoBaM I'oponoro. BHPYC aTaKOBAJ «pPAJA NePCOHATbHBIX MALIIHH
COTPYAHHKOB» H3-3a TOr0, YTO OHH He cobmoaanu npaesuiia
NOJIb30BaHHUA «HHQ)OPM&IIHOHHH.\IH cucremamu». OH gobapun,
YTO KOMNBIOTEPhI no:muel”xcxnx 3apasHjIkCh H3-3a «IOMBITKH
NPHCOeANHHUTD C.1_\‘1K€6Hblﬁ KOMIbIOTEP K HHTepHeTY NOCPeACTBOM TOI'0 HIH
HHOIO MexaHH3Ma», H MNOAYEePKHYJI, UTO BHYTPEHHAA CeTh MB/] samumesa
OT BHEIIHero BOBJeﬁﬂBliﬂ.

BGpOFITH bl€ NPpU4nHbI MHUMOEHTA.

HépymeHme COTpyAHUKamMm
yCTaHOBeHHoW nonuTtukn Nb

Hwn3kasa rpaMoTHOCTb COTPYAHUKOB
MB[ B8 Bonpocax Vb

Mcnonb3oBaHue coTpyaHMKamMm
NMUYHbIX/6ecnnaTHbIX MOYTOBbLIX
ALLINKOB

HeakTyanbHble 06HOBEHUSA

onepaunmoHHbIX 1 aHTUBUPYCHbIX
CUCTEM

OTcyTCTBUE NPEBEHTUBHbIX
cpencTs 3alWuThl UHpopMaLMK Ha
paboymx CTaHUUSIX COTPYAHUKOB
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UTto penatb?




MuHUManbHbIA HAGoP NpaKTUK

Boinyck nonutnkn Vb » [lpoTokonupoBaHMe BCeX OENCTBUN
OueHka puckos b * PerynapHble ayauThbl

NHdopMmupoBaHme 1 obyvyeHne nepcoHana » 3awuTta nHopmMaunmm Ha HoCUTenNax
[1naHnpoBaHne pecypcoB e KOHTpOSib LEenoCcTHOCTH

CornacoBaHue brogxeTa * AyTeHTUdMKaLmsa nonb3oBaTenemn
PearnpoBaHue Ha MHUMOEHTLI U HapyweHns < ABTopu3aumsa gocTtyna

[TocTpoeHne ceTeBomn 3aLumUThI * YnpasneHune KoHJuUrypaumuamm
HacTtporka aHTUBUPYCHOWN 3aLmThl * [loBblweHne KBanudmkaumm nepcoHana
ATTecTtauus peleHum * [lpoBegeHne paccnenoBaHuin
dopmanusaumsa TUNOBbIX Npoueayp « BsaumopgencTteue c perynaropamm

...arpe DLP, SIEM, neco4Huuebl... roe aHtugpoa ??? .



