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HernpepbIBHOCTHIO | Mocnegctene DOS-aTakk I
Ha MPOHWMKHOBEHWA |MpoLecch
AeATeNbHOCTH P | P
TnpaxupoBaHue l
CooteeTcTBUE ' [MNpupogHbie
KomnbloTepHoe nupaTcreo NnepCcoHanbHbIX
I |
3aKoHOoQaTeNnbCTBY aHHbIX noxapbl

OT1 o6ecneyeHnsa 6e30NaCHOCTU K ynpaBreHnIo Kubeppuckamm

KnbepnpocTpaHCTBO — 3TO CNoXHasi cpeda, He CcyllecTBylowas HU B Kakon duamyeckon ¢opme, BO3HMKalOLlasas B
pesynerate B3aumogencTeus nwogen, MO, MHTepHET cepBUCOB MNOCPEACTBOM TEXHOMOMMYECKMX YCTPOMCTB U CETEBbIX
cBA3eM.

Knbepb6e3onacHOCTb — COBOKYMHOCTb YCIOBWIA, MPW KOTOPbIX BCE COCTaBMsOLME KMOEPNpPOCTPaHCTBa 3alluLLeHbl OT
MaKC/MMarnbHO BO3MOXXHOIO YMcria yrpo3 1 BO3AeNCTBUN C HeXXenaTenbHbIMU NOCIeACTBUSAMMU.,



BHUHOBHHKM MHUNAEHTOB MHEPOPMaYNOHHOH 6e3onacHocTy, 2013-2014 rr. *

«CBOM>» HITN « yyxne»

COTpyOHUKM KOMMAHMM — HEe eOUHCTBEHHbIN
MCTOYHMK  pacTyliem yrposbl CO  CTOPOHbI
«MHCangepoB».

B 2014 rogy npoueHTHas [ond WHUWOEHTOB

MHPOPMALMOHHON 6e30MacHOCTKN, CBSA3AHHbLIX C
OENCTBUAMU HbIHELLIHMX U ObIBLUMX MOCTaBLUUKOB
yCryr, KOHCYNbTaHTOB n noapsaymnKoB,
yBenu4yunacb cooTBeTcTBeHHO 0 18% n 15%.

MpectynneHusi, cBA3aHHble C  OENCTBUAMU
«MHCangepoB», OOpOXe ob6XoaATCA KOMMNaHuM Mo
CpaBHEHUIO C MHUMOEHTaMU, B KOTOPbIX BUHOBHbI
«4yxune». TeM He MeHee BO MHOIMMX KOMMNaHUAxX 4o

cux nop He BHeapeHa nporpaMma
NPOTUBOAENCTBUS yrposam co CTOPOHBI
«MHCanWaepoB», W, COOTBETCTBEHHO,  TaKue

KOMNaHWMW He roTOoBbl NPeAoTBpaLLaTh M BbISBNSATbL
BHYTPEHHME Yrpo3bl, a Takke AOIMKHbIM 0Bpasom
Ha HUX pearnpoBaTb.

* 'nobanbHoe nccnegoBaHve Nno Bornpocam obecneyeHns
MHdopMaLmoHHol 6esonacHocTu 3a 2015 rog (The Global State of
Information Security®Survey 2015), npoBegeHHoe drpmoit PwC un
xypHanamu CIO n CSO.

Poccua Espona [lo Bcemy mupy

A

HeicTBytowmne cCOTpYOHUKN

BbiBlUME COTPYOHUKN

KnueHTbl

BbiBwmne noctaBwmkn yenyr /
KOHCYMbTaHThbl / NoApAAYMKU

HbiHewHWe noctaBwmkm yenyr /
KOHCYbTaHThl / NoapAAYMKK

MocTaBlUMKW KOHTpareHTbl

Poccua Eepona [lo Bcemy mupy
32% 25% 24 %
v/
Xakepbl
30% 24 o 244
i, B
KoHKypeHTbI
13% 149% 16%

7/

MHhopmaunoHHble 6pokepbl
9% 149 16%

7/

AKTUBMCTLI / aKTMBUCTCKWE opraHnsaumm /
«XaKepbl-aKTUBUCTbI»

7% 14w 15%

728 |

OpraHnsoBaHHanA NpecTynHocTb

Aoy, Qup 9op

7 1

BapybexHble NpeAnpUATUA 1 OpraHn3aLmi
4y 10% 10%

7 i

TeppopucTbl
Aoy Top 7o
[/

MHocTpaHHble rocyaapcTea

2% 50 0%

Cnyx6a BHYyTPeHHel pa3Beaku



OLeHKa NoTepb OT BHYTPEHHNUX YIrpo3

YazsumocTtu B [10 48%

CJ'Iy'-IaHHbIe YTEYKHW NO BUHE COTPYAHHUKOB 36%

HamepeHHble yTe4yKku Yepes CoTpyAHMKOB 23%

YTeuykun/HeHaanexauwmm oomeH nHpopmaumen yepes I 2
MOOUNbHbIE YCTPOUCTBA °

Motepa mobunbHbix yetpoicts cotpyarukamy |GGG 20%

Mowennun4yectso cotpyaHuKkos (He cesasanHoe ¢ [T) |GGG 0%

Hapywetue 6e3onacHoctu Ha ctopoHe noctaslwvka [[TEGIGIGIGN 12%

Hu4ero 3 nepevnucneHHoro — 13%

KritoueBbIMM pyCKaMmn BHYTPU KOMNAHUIN SBSKOTCS :

- yassumocTu B 10 (48%),

- He3HaHwue coTpyaHukamu npasun IT-6e3onacHOCT, NPUBOASILLIEE K CryYalHbIM yTe4YkaM AaHHbIX (36%),
- HaMepeHHOe pacKpbITMe KOHMPUAEHUMANbHOM NHOopMaunn coTpygHukamm (23%).

MHdopmaunoHHas 6esonacHocTb 6usHeca, 2014. NccnegoBaHue nabopatopun Kacnepckoro. 4



lpumeHaemMbie MeTogbl 3aLNTbI

3awuTa oT BpegoHocHoro M0 60% AynuT IT-6e3onacHocTH
Ha paboUMX CTAHLMAX 0 HE33aBUCUMbIMM KOMMaHUSAMM

MpenoTBpalleHne yTeHex

fiaHHbIx (DLP) - 24%

KoHTponb npunoMxeHui 38% YnpaBneHue nHpopmaumren

1 cobbITUSIMK B cUCTEME
6e3onacHocTH (SIEM) - 24%

Ynpasnexue obHoeneHunem 0O 53%

CeTeBad CTpPyKTypa (BblaeneHune _ 36%
KPUTUYECKKU BaXKHbIX CETEN) 0

PelleHUs Ana 3aliuThl - 36%
dUHaHCOBbLIX TPaH3aKLU M 0

HOHTpOJ’Ib MCMNoJib30BaHKA - 33%

LndposaHue aaHHbIX
Ha CbeMHbIX HOCUTENSAX - 23%

LndpoBaHUe gaHHbIX
Ha PaBoUMX CTAHLMSX - 23%

BHELIHUX YCTPOUCTB YnpaBneHu1e X1U3HEeHHbIM
uuknom IT (Client Management/ - 20%
Ob6ecnevyerue 6e3onaCHQCTM - 31% PC Lifecycle Management )
MOOGUNbHbIX YCTPOWUCTB °

Cuctembl ynpaBneHus

Yenyru no obecnevyeHuio MOGUIBbHBIMM yC¥pgﬁCTBaMM 14%
6ecnepeborHom paboThl 28% (MDM)

Beb-cepBMCOB

BonblUMHCTBO KOMNaHMiM paccmaTtpuBaloT aHTusmpycHoe MO kak OCHOBHOe cpeacTtBO Anst obecneyeHus
NHOPMAaLUMOHHON  Ge3onacHOCTW, a  KOoMMaHuu, npu3Halwme  HeobxoAMMOCTb  MCMNOSb30BaHMSA
AONONMHUTENbHLIX CPeAcTB, Takmx kKak MDM-cuctembl unu cpencrtsa 3alimMTbl OT YyTeyeK M nepexsarta
KPUTUYECKN BaXXHOW Ou3Hec-uHdopmaunn, Noka B MEHbLUMHCTBE. JTa TEHAEHUMS COXPaHAETCA Yy)Xe MHOro
neT, B TO BpeMs Kak faHgwadT Knbepyrpo3 NOCTOAHHO MEHSETCS.

MHdopmaumoHHasa 6e3onacHocTb 6usHeca, 2014. NccnegosaHue nabopaTtopum Kacnepckoro. 5




”p”MeHﬂeMble MeToagbl 3allyNnTbl B CPABHEHHUHN C yrpo3amMu, NpUBoJgAaLLUNX K yTeYKaM

AaHHbIM

3awuTa ot BpenoHocHoro 10
(BMPYCOB, WNWOHCKMX MPOrpamMm H ap.)

Ynpaenexue oSHoBneHuem 0

PaarpaH1uyeHWe aoctyna
K IT-cHCTEMaM NO WX BAMHOCTH

CeTepan cTPYKTYpa (BblgeneHue
HKPUTHYECKH BaMHbLIX CETER)

HoHTpONb HCNONL30BaHKA
BHELWHMWX YCTPONCTE

CneluvansHas NoNKMTHMKa 6e30NacHOCTH
N9 ChEMHbIX HOCHTENEH

Monutukm IT-GeaonacHocTH

AN yaaneHHbix obucos (bunuanos)

LndpoeaHKe AeEN0OBOM NEPENMCHM

UudpoBaHKe pannoB M Nanox

191uimes 197oLon alanasHawud

HoxTponk nporpamMm

AnTuBMpycHoe MO

Ana MoOWNBHBIX YCTPOHCTE
CneuunansHas NoNMTHHE
GezonacHoCTH AN HOYTOYHOB

MonHoe wudpoBaHue gUCHa

LUudpoBaHe AaHHbIX

Ha ChEMHbIX HOCHTENAX

Ayaut [T-Ge3onacHOCTM
HE3aBHCHMbBIMH HOMMaHHAMM
LUMansHadA NonMTHHa 6e30nacHoCTH
ang cMapTQoHOB,/ NNaHWeToB
Client Management (PC Life Cycle
Management)

CHcTeMbl yNpaBneHun
MOBHNBHBIMK YCTPOWCTBaMM
(MDM, Mobile device management)

FLMTMEE FT0LaW SRHABUALOL S3000HEH -

&

Bupychl, 4epBH, LWNWOHCKWE NporpaMmmel
""""""""""""""""""""""""""""""""""""""""" > W ap. BpegoHocHoe N0

»
" YazeumocTtu B MO

> Cny4yaiHas yTeyKa JaHHbIX,

»

cnpoBoUuMpOBaHHadA COTPYAHHHaMHM

YTeuyKa aaHHblX 4epe3 MobunbHbIe

—» ycTpoircTea (e-mail, SMSuT.A.)

RLELLE] 1L
|

HopnopaTUBHBLIA WNHOHAaM

CeTeBble/XaKepCHHUE aTaKK

HamepeHHasn yTeuka,/pacnpocTpaHeH1e
[laHHLIX NepcoHanom

DULIMHIOBLIE aTaHK

MolleHHWYeCTBO COTPYAHUKOB (He CBA3aHHoe
C UCNONb30BaHKeM IT)

HapyweHue BezonacHocT
Ha cTopoHe BU3Hec-napTHepa

Moteps/Kpama MoBUNBHEIX YCTPOUCTB
COTPYAHUKOB

DoS- n DDoS-atakm

Hpaxa MOBHNEHLIX YCTPOWCTE
(cMmapTdoHoB,/NNaHwWeToB)

Leneeble (TApreTUpOBaHHbIE) aTaKu

MpecTynHoe BpeHTENLCTBO
(BHNOYARA NOAMOrd)

Hpama HacTonbHbiX [TH, HOYTOYKOB U T. A1.

Mmoo

~

XiaHHe ayhalA 3 xumsoaudu ‘codlA JHULMad uvm



WHBecTMUMM B npouecchbl U TEXHONOrMKU, obecneumnBarome
npegynpexaeHue U BbiiBNIeHUe pUCKoB MH(POPMaALMOHHON 6Ge30nacHOCT!.

* nobanbHoe uccrnegoBaHue no BonpocamM obecneveHus nHdopmaLumoHHol 6e3onacHocTu 3a 2015 rog (The Global State of Information Security®Survey 2015), npoBeeHHoe
dpupmown PwC un xxypHanamm CIO n CSO. 7




TTIPUAJIO)IKEHNA



HaynoHanbHble cTaHgapTel B 0671aCTH MHEOPMALYNOHHONH 6€30MacHOCTH

OGoaraverae TOCT

| HasmerosoHme

CLCmentbl MaHeiwMed Ma UhopMaluod ko i Beonaciocmu

[OCT P WMCOM K 27000-2012

[OCT P COM 2K 27001-2006

[DCT P WMCOM K 27002-2012

[OCT P WMCOM 2K 27003-2012

WT. Memoge v cpegcTea obecneveHna Be2onac HOCTH. HCTE MBI MEHE IHEMEHTA
MHEEoR MALMOHHON BezonacHooTH. D5 wui ob20p W TepMUHONornA

WT. Metopbi v cpencTea obec neveH na Bezonac HOCTH. IZHCTE Mbl MEHE JHMEHTA
MHOP MALMoHHON BesonacHoc . Tpeboeanna

WT. Memogb v cpengcTea cbecneveHna GezonacHoCTH, CBCE HORM W N3N
WMEHEOMME HTA RGO PRMALMOH HOH Be30nac HODTH

WT. Metone v cpencTea ofecneveHna B2 3onac HoCTH, HETE MBI MEHE IFEMEHTA
MHdof ME LMoHHONH B2 3onacHoo T, PYyRoBORoTES No pEannaaun i cMcTe vel
MEHEOMME HTA HHGOPRMALMOH HOH Be30nac HoDTH

¥np oan ey ue puckau

[OCT P WMCOM 2K 27005-2010

WT. Metone v cpenctea obecnevenna BezonacHoc i, Menenme v pucrka
MHEOR M LMOHHOH B2 30nacHooTH

Duerka Dezonacocmu

[OCT P UCOM 3K 15408-2012

WT. Metone v cpencTea cfecnedeHnabe sonacHoCTH. KERTER MM SUSHEN
B2 30nac HOCTH M HED AL NCHHBIX TEXHON ST

[OCT P HCOM K 18045-201 3

[OCT P UCOM K TO 197 91-2008

[OCT P MCOM 2K 150 26-200 2

WT. Memoab v cpencTea obecnedenna BezonacHoc . Metogonorna ougHen
e 30nac HOCTH MO PRALMOH HBIX TEXHON O A

WT. Metoae v cpencTea obecnedeHna G2 zonacHoc i, Dus Hka Besonac Hoo TH

SETOMAT M2H FOBAHHBE CHCTE M
lapaHmuu BeaonacHocmu
WT. ¥poBHW Uenoo THOCTH CHCTEM M N PO P amMH Bl © PeacTE
Cemes a9 B30 NACHoC s

[DCT P MCOM K 27033-1-2011

WT. Memoge m cpegcTea cbecnedenna GezonacHocTi, bezonachocTe ceten, HacTe 1.
OEz0p M KoHUENLMK

besonacHocMs Np unower Ui

npoekT MOCT P icornacio nnanam TK 262 )

Tpebopanna noodecnese HUKD B230NAc HOCTH a2 AOOTEH N PoTPaMMHOND
oHecne e HNA

D5 arnevst ue HenpepbIBHoc M Ul BHera

[DCT P WMCOM K 270371-2012

[OCT P HCOMMIK TO 18044-2007

[DCT P 53647 42011

WT. Memogb v cpegcTea obecnevenna GezonacHocTi, PykoeogcTeo no

MOTOEHOCTH MHGD PRAL MO H HO- KOMBTYH W A LIWOHH B TEXHONOMMA KoDeoneyeHne
HEM PP BIBHCE TH GH2 Heca

WT. Memoab v cpencTea obecnedenna Besonac oo, Me Hegme HT MHUKMOEHTOE
MHEOP VB LMOHHOH B2 30nac oo TH

Me nenmmenT Hen pe poieHoCTH GnzHeca. Pykoeonawme ykazanna no cbecnedernm
MOTOEHOCTH K MHLNOE HTAM W HEN PEPbl BHOCTH 2 ATE b HOCTH

Tboesm uposad ue Cuomen BeaonaHocmu

[OCT P HCOMM 2K 21827 -2010

WT. Metoabi v cpencTea obecnedeHna BezonacHooTH. [TpoekTi poBa HHE cHCTE M
BezonacHoc v, Moneno zpenccti npouecca

MonoxeHnunss crangapta SO 27032
onuMparTca  Ha OpraHn3aumMoHHO-
TEXHUYECKNe Mepbl, OnpeaeneHHble,

rmaBHbIM obpasom, B ctaHgapTtax 27000-
cepumn, CCbINakTCa Ha NOAXOAbl K OLIEHKe
©e3onacHOCTU NpoayKUMM U cUCTeM MO
MmHuK  «OBLWnX KpuTepueBy», a Takxke
cCbinalTca Ha pekomeHpauum ITU
(MexayHapoOHbIn COK3 3NEKTPOCBA3N).

B P® cnoxunacb npegcraBuTenbHas
HopMaTtmBHass 6a3a WHAOPMaALNOHHON
©esonacHOCTK, KoTopasi MOXET ObITb
nonesHa npwu peLleHnn 3agav
KnbepbesonacHoCTH.

[MpuBeoeHbl npuvMepbl  HaUMOHaNbHbIX
CTaHOapToOB, rapMOHU3NPOBaHHbLIX ¢ ISO
27032.
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CMNACUBO
3A BHUMAHMUE!

$ETEPA ThHOE COGPAHHE
POCCHHCKOH $ETEPAITHH
TOCYIAPCTBEHHAA TVMA

NMWUYEHKO

OMmutpun BuktopoBuy
Sxcnepm cexyuu WighopmayuonHsa bezonacHocmb TK™

KoHCymmamuexo2o Cosema npu npedcedamene
Kowmumem lNocydapemeessou Jywmol
@edepanoHo2o Cobparun P® no axHepaemuxe

Ten.: 8 (495) 969-08-04
E-mail: dmitry@pshychenko.com Mo6.: +7-916-669-62-99




