Kak aTakyroT
douHaHCOBbLIE
opraHunsauum?

Ans0beB AHOpEH,
Bauk “XOBAHCKHUN”

(B HACTOSAIIEE BpEMS —
HE3aBUCHUMBIM IKCIIEPT)

12.11.2015 | CNEWS FORUM 2015



Y10 nponcxoaut ?

bank Poccum

TenpeHuun passurtua
npecTynHocT1 B obnactu
OB30P

0O HECAHKLIMOHUPOBAHHbIX BbICOKMX TEXHONMOIMM 20 1 5
NEPEBOJAX OEHEXHbIX
CPEACTB

(2014 rog)

GHOUF"iB]

Kak arakyrot ¢punancoBbie opranmsanuu? | CNEWS FORUM 2015



3a 2014 rom B IIb ObBLIO
cooomeno o 4,89 ThIC.
clIy4acB OITBITOK
xuieHun 4depe3 JIbO Ha
ooy cymmy 1,64 miapna
py0. M3 Hux 825 omnepaiuii
Ha cymMMy okoio 900 miH
pyO. OBUIM OCTAHOBJICHEI
bonee 80% (Ha cymmy
bomee /00 wMmH pyo.)
IPOIILIY YCIIEIIHO

JInHaMHUKa KOJIHYeCcTBa U 06'beMa
HeCaHKIIHOHHPOBAaHHBIX ONlepaliuH, COBepIIeHHbIX
C MCII0JIb30BaHUeM cucTeM /1BO
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Kosn4yecTBO HECAHKIIMOHUPOBAHHBIX ONEPaLIUH,
COBepIIeHHBIX C UCIIOJb30BaHHeM cucTeM /IBO, e,

061BeM ocylecTBAeHHBIX ONlepaliii, MJH pyo.

06 beM OCTAaHOBJIEHHBIX ONlepaliii, MJIH pyob.
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Pacnpeae/ieHHe KOJIMYeCTBAa HeCAHKLLMOHUPOBAaHHBIX oNlepalnii, COBe pLIeHHbIX C
HUcnosib3oBaHueM cucteM /160, mo 06 beMy He CAaHKIIMOHMPOBAHHBIX ONlepanui
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KosnyecTBO Heca HEKIIMOHHWPOBAHHBIX OIlepalH H,

62
COBepILIeHHBIX C UCI0JIb30BaHHeM cucTeM JIBO, e

boiee 80 % OT BCeX HECAaHKITMOHUPOBAHHBIX
oIepalyu - CIUCaHue co c4eToB (pu3. auil. Ho
HauOOJIBIINM YIIECPO IPUHOCAT XUIIECHUS JCHEKHbBIX
CpPEACTB CO CUCTOB 10p. Jull (He MmeHee 73%).
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CermeHT pbliHKa B Poccuu
Yucno npecTynHbIX Fpynn

uCHI
O6Liee YUCNO yenewHbIX

aTakK B AeHb

XWWEHNA B MHTEPHET-
BaHKWHIe y opUgnYecKkux 8 16
nuy

XMWIEHUA B MHTEPHET-
BaHKWHre y oMandeckKux 2 2
nay

XuweHusa y buandeckux
nuy ¢ Android-TpoaHammu

LleneBble aTaku Ha BaHKK 3 -

OBHanuyneaHue
MoXuLaembix cpegcTe

060poT «Kaph»-WonoB 7 -

HMToro

CpefiHAs cCymMa 04HOTO
xuuieHun (B pybnax)
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PaspaeneHue xuweHuu
B MHTEpPHeT-0aHKUHre
2 649 422 000 py6newn:

XULLLEHUS B UHTEpPHET-0aHKNHre
y FOpUONYECcKUX nuLy

LleneBble aTaku
Ha BaHKU

XuleHns y dmsndeckmx nuy,
¢ Android TposiHamu

XuUWeHns B UHTepHeT-0aHKNHre
y hnusnyeckux nuy,
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TeHaeHUnn

OOmui 00bEM XHUIIECHUH HECKOJIBKO COKPATHIICH,
HO KOJMYECTBO aTAK BBIPOCIIO

[{eneBble aTaky Ha OAHKHW BCE €€ MOIYJISTPHEI
HoBbie THIBI aTak Ay 0aHKOMAaTOB

YBEJIUMUYEHUE KOJIMYECTBA HHIIUICHTOB C
KPUIITOJOKEPAMU

ATaKyonue KJIMCHTOB-()M3UKOB NEPEKIIOUYUIINCH C
[1K na android

O0xox AByX(haKTOpHOM ayTeHU(PUKAIIUKU: II0OAMEHA
CHUM-KapT
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ATakm Ha DAHKOBCKYIO MHPPACTPYKTYpPY
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Llenun 3noymbILLNEeHHUKOB

® |lepeBo AEHEKHBIX CPEJICTB
o ABC
o JIbO
o APM KBP
o SWIFT

o bankomarsl

® lHbie 1eCTPYKTUBHBIE BO3ICUCTBUA
o Kpaxa nndpopmanmun
o [Iudposanue paiyioB / BEIMOTaTE€IHCTBO

o DDOS
o Ilpouue
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Kak aTtakyowun nonagaeT B CETb

® 3apaKCHHBIC CAWTHI

e (CBHbEMHBIC HOCHUTEIIN

® ODKCIUTyaTaluys ysI3BUMOCTEN

e |luceMa ¢ BpeJOHOCHBIMU
BJIOYKCHUSIMH

e

BPAT KOBAPEN
~5YAb HAYEKY!
® MoryT OBITh COOOIIHUKH B OAHKE
e B3jomaBiue MOryT OpeI0CTaBIISITh APYTUM
3JIOYMBIIIJICHHUKAM JIOCTYM K 3apaKEHHBIM

y31am
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CouunanbHaga nHXxeHepus

[IuceMa OT peryisaTopos

J1OTOBOPHBIE OTHOIIICHUS

IIncema oT KoJIIer

OCCII, 6anku,

KOJLJIEKTOPHI

® |l1ceMa OT U3BECTHBIX
KOMITIAaHUU

® XaJsiBa

e dororpaduun, 3HaMEHUTOCTH

OATa T~ 325 e
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[TpMepbl N3 NPAaKTUKA
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Or: OAO «[lasnpom HedTb» <info@gaz-prom-neft.ru>

K: T @khovansky.ru
Bpewms cosgaHmna:  Sun, 20 Sep 2015 10:05:05 +0300
Tema: Bo3BpaT owunMbOYHO NepedncrieHHbIX AeHEeXHbIX CpeacTB

[MpukpenneHHble dannbi: [MMCbMO Ha BO3BpAT AeHer U PeKBU3NTbI JIloKyMeHT
Microsoft Office Word 97 - 2003 (.doc).rar

3apascTtBymnTel!

OAO «l"a3npom HedTb» NpocuT Bac BepHYTb OLLIMOOYHO NepeyvmcrieHHble Ha
BalLl CYET JeHeXHble cpeacTBa BEPHYTb HAM Ha criefyroLine pekBn3nTbl BO
BITOXKEHUM.

C yBaxxeHneM, HavyanbHUK prHaHCOBOro ynpasneHna CuaopknHa AHHa
TenedoHbl +7(812)363-3152

8-800-700-3152 BecnnaTtHbIn 3BOHOK Mo Poccumn

dakc +7(812)363-3151

an. noyta info@gaz-prom-neft.ru

OAO «l"asnpom HePTb»
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] total

SHAZ2586: cbfc63%ac583a7bbb1c bfedd6f05951234908b837119%fab1ca%0e299e0a001e7

WA dhaina: MuceMo Ha Bo3BpaT geHer W pekeranTsl JokymenT Microsoft Office Wor. . -

n @4 @0
oka3aTenk 16/ 54

BLIABMEHUA:

2015-09-21 09:03:08 UTC (5 wacos, 34 muHyT Hazan) [Mokazate nocnenHui
aHanu3

Hata ananuaa:
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From: appelsinka88@mail.ru [mailto:appelsinka88@mail.ru]
Sent: Thursday, September 11, 2014 12:06 PM

To: ***@khovansky.ru

Subject:

Importance: High

Sensitivity: Confidential

34paBcTBynTE

Bo BnoxeHun - Balwua TunoBasa doopma KOHTpakTa ¢ npaBkaMu HalLUX HOPUCTOB.
Ecnu Hawm ncnpaBneHns B YacT CPOKOB HE KPUTUYHbI, XOTENOCH Obl
opraHm3oBaTtb BCTpeYy 1 nognucaHue. XXay Bauwlero oteeTa.

BnoxeHus: 1
1. JoroBop tunosbin 01092014.zip
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http://bit.ly/1Bt9qpt

] total

SHAZEE: f4df70fede157335bfd5fdc f8F1080c a7 10d9756bb6db2d4b958ac eab252334e b
Mma cparna: Horosop_tunoeeii_01092014.zip —
MokaszaTens eeiRenequa: 6/ 54 .r 1 0
Nata aHanuaa: 2014-05-12 06:36:11 UTC (1 rog Haaan) [Mokazate nocnegHWid aHanua

crnycT4 rog...
12 total

SHAZ56: fAdf70fede157839bfd5f4c f3f1080c a7 10d9756bb6db2d4b958ac eab252334e b
KMma chaiina: Heoroeop_Tuncewid_ 01092014 zip —
Mokazatene eoAenequwA: 21/ 55 ..r 1 0
Nata aHanuaa: 2015-09-22 14:13:35 UTC {1 muHyTa Ha3ag)
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From: Cnyx6a lNogaepxku [mailto:support@cbr.ru.com]
Sent: Thursday, October 22, 2015 10:22 AM

To: alyabiev@khovansky.ru

Subject: MHdpopmaLmnoHHaa pacchinka

[1na noBbIWEHNS YPOBHSA 00LLecTBEHHON 6e30MacHOCTU CrnyKaLlnx
LleHTpanbHbIn BaHk Poccurickon ®egepaumm HacToAWUM NMMCbMOM coobLyaeT
0 HEGONbLUNX U3MEHEHUSAX cnocoba OLIEHKN YPOBHS 3HAHUK Criy>Kalumx OaHKoB,
KOoTOopas NIaHnUpyeTCcs K BHEAPEHUIO B DrivkanilemMm BpeMEHM.

[MucbMo 065s3aTeNbHO COBETYETCH K MPOYTEHUIO BCEM pabOTHMKaM
dbMHaAHCOBO-KpPeAUTHbLIX yupexaeHun Po.

BnoxeHus: 1
1. loKymeHT.zZip
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S total

SHAZ5E: 33cefd24a9alfe25b083a0b7 148108 1e3a3de D00L03ef7 3853852136 75353 $

MmaA chaina: HokymeHT zip D — 0

n _ @0©
oKa3zaTenk A s

BbIABNMEHWA:

2015-10-22 07:44:04 UTC (1 Hepenna, 4 oHeid Hasan) lNMokazaTe nocnegHui
aHanu3

+ NogobHbIe BeLW 00CyXaatoTCA
3ecCb
http://bankir.ru/dom/threads/123182-
PULLNHIoBbIE-NUCbMA
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http://bankir.ru/dom/threads/123182-%D0%A4%D0%B8%D1%88%D0%B8%D0%BD%D0%B3%D0%BE%D0%B2%D1%8B%D0%B5-%D0%BF%D0%B8%D1%81%D1%8C%D0%BC%D0%B0

AHTUBUPYCbI HE CnpaBAKTCA

HARNACA. PYTANCA CROMAN AEPEENG-  *%5
CTHIAHD CMOTPETH NSDNIAM B AKUO
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KTo B rpynne pucka

e Cekperapb / MOMOIIHUK
PYKOBOJUTEIIS N

e byxrainrepus

e MecHeKephl o padoTe C
KJIMEHTaMH

e OIIEPY

o u LT Toxe...
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YTo nenatb

® Yuuth(Cs), y4UTh U €1IE pa3
VUYUTH

® HeorBparuMOCTh HaKa3aHUA
ISl COTPYJHUKOB

e PyOWTh JOCTYII B MHTEPHET,
pe3aTh KAaTETOPHUHU JOCTYITHBIX
CalTOB

e TpeOoBaHMS K IIAPOIIM

® MeHe T KMEHT UHITMIECHTOB

" ¢ - 7S
\‘ ,‘. ; | - 3 5 % »
i / N ; ~..A\\ » >
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UTO genaTtb: TeXHUYECKME Mepbl

e CKaHHMpPOBaHME BCETO TpaduKka B PEATLHOM
BpPEMEHHU

KoHT;
KoHT;

CerMeHTHPOBAHMUE CETH
Pe3epBHOE KOITMPOBAHME
OOnoBATH 110, 3aKpBIBaTh YA3BUMOCTH

D0JIb ChEMHBIX HOCUTENIEH
DOJIb JIOCTYNA K JIMYHOM (BHEIIHEH ) ITOYTE

KoHT;

DOJIb 00JJAYHBIX XPaHUJIMIIL

KoMmOMnHanus pa3HbIX CPECTB 3aIIUThI
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Cnacnbo 3a BHUMaHue

MoHu KOHTAKTHI:

Alsi0beB AHApEN
n http://facebook.com/andrey.alyabiev

m http://ru.linkedin.com/in/andreyalyabiev

’ ['0TOB OTBETUTH HA BOIPOCHI
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http://facebook.com/andrey.alyabiev
http://ru.linkedin.com/in/andreyalyabiev

