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FTEONrPA®UA «3/1IbAOPAAO»

CeTb «9nbaopano» BKAOUaeT (AaHHble Ha 28 ¢peBpana 2015):

* 374 pO3HUYHbIX FTMNEepMapKeTa Toprosasa naowaab: 542 992,75 kB. meTpoB
* 6 NYHKTOB MHTEpPHeT-marasmHa O6wan naowaab: 700 447,96 kB. meTpoOB
* 5 MHTepHeT-rMNnepmapKkeToB

CeBepo-3anagHblil Mpucyrcrene:
B Lenmpanshsin 6onee 200

Oro-3anaaHbiit ropoaos no

tor BCeu CTpaHe

Ypan

- Cubnpb ‘?

«3Nbaopano» - KPynHenwan PoccuiicKan ceTb MarasmHoB 6biToBOM
TEXHUKU U IN1EeKTPOHUKMU




NHpopmaLmoHHas 6e3onacHOCTb B Anbaopaao

v
BeiesieHHOe noapasgeaeHue G ennean

b » WY Perncrpaummu
v TloaaepKa Tol- oS S
MeHePKMEeHTa sz
v" BbICcOoKasi 3peJioCThb MPOLIECCOB »]
b e SEEE
v' PerynsgpHble TpeHUHTH o B R T e e e
v Ucnosib30BaHUE JYYIIHX
MUPOBBIX TPAKTHK —
(cepTudunupoBaHHas 1o ISO i A
27001:2013 CYHUDB) méwm &y m:mm
v UnTerpanus Ub B 6usHec- .’ AN

NpOoLEeCChI s . IR
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[Heap Ub: [lomo1b 6M3HeECY

v Tlogeprkka 6M3Heca:
v" Yupasiaenue puckamu Ub
v' ObecneyeHue
COOTBETCTBHUA
v OpraHusanus npoLeccoB
b
v PasButue UB:
v" UnTerpanus Ub B
KOPIOPATHBHYIO KYJILTYPY

v' MuHuMusanusa 3atpat Ha Ub

lMycmb meou dena 6ydym

v" TloBbllieHHe 3¢ PEeKTUBHOCTH U makumMu, KaKumu
npo3payHoctyu Ub mbI xomes 6b1 eudems ux e
cmapocmu.

Mapk Aspenut
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v TpeboBaHU4
peryJaaropa - coop u
yToyHeHUe II/IH Ha ‘ ‘
TePPUTOPUU PD
242-®3 ) / \ ’
P . €
aTaku Ha web-
[PUJIOXKEHUS
v  JKOHOMHYECKUH KPU3IUC —
Heo06X0AMMOCTb 3KOHOMUU Ha C3U

v’ 3/I0yMBbIIIIJIEHHbIE
nevucrsud — APT u

{£INbDOPADD



Jlokann3sanus npoieccoB 00pad6oTku I1/IH Ha
TeppuTopuu PO

v TpeboBaHue 242-®3
v C 01.09.15 nokanu3upoBaTh OTAEJAbHbIE

npoieccol 06padboTku [I/IlH B PP:

[lou cbope rnepcoHaribHbIX OaHHbIX, 8 MOM 4YuUcrie
rnocpedcmeomM UHOopPMayUOHHO-
merneKoMMyHUKalyuoHHoU cemu IHmepHem,
oriepamop obsizaH obecriedums 3aruce,
cucmemamus3sauyuro, HakorisieHue, xpaHeHue,
ymo4yHeHue (0bHoereHue, UsMeHeHue), uleredyeHue
repcoHaribHbIX OaHHbIX epaxdaH PP ¢
ucriosib308aHuemM ba3 OaHHbIX, Haxo00sWUXCS Ha
meppumopuu PP

v TpaHcrpanu4yHas nepegada II/la nmpu

BbINIOJIHEHUU Tpe6oBaHuu 152-93

PaspericHa ZINbDOPADO




Peuienue: Coop v yrouHeHue I[1/IH B PO

v  Co3pnaem B/1 B PO
v" Bce onepanyu, KOTopble MOANaAAI0T MO/
noHsaTHe coop II/[H NpoBOAUM C
MCII0JIb30BAaHHUEM ee
v' IIpu HE06X0AMMOCTH NepeJlaeM JaHHbIEe 32
rpaHuuy PO
s

Poccus i )

=N Beopa MNaH L Koni
Q 4—>}-5 Ly’ 3a-rpaHuLeit
Pd

MarasmuHbil,
KL, CL| u ap.

/
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3JIoyMbllJIeHHbIe AerucTBUA — APT v ataku Ha web

OTyiuyuTeJibHbIe ocooe”HHocTU APT-aTak

v ATaka XOpOllo ’
[IOATOTOBJIEHA A

v ATaka HamnpaBJieHa -
MMEHHO Ha Bally
KOMIIaHHUIO ,

v' Araka BkJtoyaeT B cebst 4 1~
MHOTHE TEXHUKHU 1
MpOBeJeHUs aTaK, TAKHUe |
Kak BpefoHOoCcHOoe 110,  *_
colasbHAsA UHXXeHepUs

{£INbDOPADD



3JIoyMbllJIeHHbIe AerucTBUA — APT v ataku Ha web

Kak 3aluTuThCA?
Bo-nepBbIX, IPUHATH aKCHOMY, YTO
YHHUBepcaJibHOH TabeTKU HETO

http://lozhk1.net

{£INBDOPADO




3JIoyMbllJIeHHbIe AerucTBUA — APT v ataku Ha web

Kak 3aiuTuThCAa?
Mcrosib30BaTh KOMILJIEKCHYIO CUCTEMY

3dIIIUTDI. ApXUTEKTypa ypOBHEN CUCTEMDI
6esonacHocTu Kowesa beccmeptHoro

v AuTtuBupycHoe I10

v IDS u IPS

v' SIEM

v Tleco4yHUILIBI

v' 06y4yeHHe nepcoHasia

{ZIAbDOPADO



3JIoyMbllJIeHHbIe AerucTBUA — APT v ataku Ha web

v'DDoS - aTaku

v" ATakM Ha web-nipuJioXKeHHe
(B T.4. mogb60p nmapoJier
KJIUEHTOB)

v [lepexBaT 3aKa30B

{ZIAbDOPADO



Kpusuc - Heo6XoquMOCTh 3KOHOMUH Ha C3U

{ZIAbDOPADO



YrnpaBJsieHue puckamu Ub

brogxetnpoBaHmne
Ha OCHOBe MraHa
OueHka 06paboTKn pUckoB
puckoB Vb B
AeHbrax
r?pmsnequme
bu3Heca K

OLeHKe yulepba

{£INbDOPADD



Puck = KoMOrHal M BEPOSITHOCTHU U yliepoa

{ZIAbDOPADO



Pucku B/IMSIOT Ha 6M3HecC yepe3 U T-aKTUBBI

{£INbDOPADO



busHec: OnpepgesieHre ieHHOCTU U T-aKTUBOB

v BusHec-
nojpaszeseHus
OnpeesoT:

v Mapxy ($) ot
OH3HeC-
poliecca

v" IlepeueHb
o[ ep>KUBAKOILL
X OM3HEeC-
npouecc MC

v CteneHs (%)
BJIMSIHHE
kaxxaou MUC Ha
OH3HecC-Ipolecc

{ZIAbDOPADO



HT: lekomno3unusa U'T-akTUBOB HA KOMIIOHEHTHI

v' UT onpepenser:
v" CocTaB KOMIIOHEHTOB B Kaxxaoul UC

v CteneHsb (%) BJIUSAHUSA KOXKJ0C0 KOMIIOHEHTA Ha
HC

{£INbDOPADD




Nb: AHa/u3 pUCKoB

v Ub ocyuiecTBaseT:
v" BbIsiBJIEHME YSI3BUMOCTEH
v AHaJIU3 YTPO3 U UX BEPOSITHOCTH
v UpeHTHOUKALIMIO U aHAIU3 PHUCKOB

{£INbDOPADD



Pa3zpaboTka mjaHa 06pabOTKU PHUCKOB...

...1 BBIOOD TOJIBKO HEOOXOAUMBIX U
5KOHOMUYECKH 000CHOBaHHbIX C3U, KoTOphIE
[I03BOJIAKOT CHU3UTh PUCKU Ub 110
[IpHUEeMJIEMOTO YPOBHHA.

{ZIAbDOPADO



Peannzanys njiaHa o6paboOTKU PUCKOB

CoBMecTHada aedareabHoCTb Ub M 01M3Heca!

{ZIAbDOPADO
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