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TEHOAEHUWU MEHAKOLWWUWE OTPACIIb

OBJIAKA

HeueHTpannsauus
XpaHEeHNS OaHHbIX

NoeHTudunkaumns m
ynpasneHune
AOCTYMNom

MOBUIIbHOCTb

[ocTynHocTb
NHOPMALNOHHbIX
CepB1COB

Be3onacHocTb
BYOD

BesonacHocTb
Internet of Things

AHAJIUTUKA

[MosBNneHne HOBbIX
CEPBUCOB U
OunsHec mogenen

KoHduaeHumanbHOCTb
JAaHHbIX

[MpoTuBogencTeme
MOLLIEHHNYECTBY

Bbicokasi ckopocTb
pacnpocTpaHeHnsd
MHJOOpMaLnK

YnpasrneHue
penytauuen

[loBepeHHoEe
B3aumopaencteue P2P




BbI3OBbI B OBJIACTU UT BE3OINACHOCTHU

PbIHOK PO

‘ C 5
w v [ T 8%

r P

L g

MupoBon pbIHOK =

t8% S71

&
/’ |

S3heY /

/

1083 45%
OGJgHHbIX 3%+ 50 2X pocT

foflb30BaTENen MIPZ. YCTPOCTB DDOS atak HenpaBoOMEpPHBIX
exerogHo k 2020 TpaH3aKu1n B

CTalnkMBalTCS o cuctemax 60
HernpaBoOMEepHbIM <30%

5 - 1 OX Ncnonb3oBaHMEM 3 6X WHTEPHET Tpadmka 9 7%

Gornblle CEPBUCOB NOEHTUVKALIMOHHON pocT Tpadumka WwngppyeTcs MOBUMbHbIX
yem oxupaet UT WHbopMaLnu M2M NPUIOXEHUI
noapasaeneHue MMEIOT YSI3BUMOCTH

http://iwww.tadviser.ru/index.php/Ctatbsa:VIHpopmaumoHHasa _6eaonacHocTb_(pbIHOK_Poccum) http://www.gartner.com/newsroom/id/2828722

CepBUCOB Ha
opraHusauuio
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WHOYCTPUATIUSALUA UT MPECTYINHOCTHU

L)
w £ in
PaspaboTka YyeTHas 3anuck B
BpenoHocHoro MO coL, ceTax
$2500+ $1+

SkcnnounTsbl

$1000-$300K

7 HAYCTPUanni3auunAa pbiHKa

— it UT npecTynHoCTU

[aHHbIEe
nnaTeXHbIX KapT

$0.25-$60

¥

1

MeauuuHckue
3anucu

DDOS
$50+

$7/yac+

BpenoHocHoe
MobuneHoe MO

$150

- N
‘SPAM’

.

Cnam

$50/500K

aapecos

Pucku knbepbe3onacHOCT OLEHMBAIOTCA AN MUPOBOW 3KOHOMUKM B $ 3 TPNH.!

1 World Economic Forum ‘15



NOAOEPXXUBAEMbIE TEXHOJIOTMYECKUE

HAIMNPABJIEHUA B B CKOJIKOBO

2. HoBble 6uomeTpuryeckue cuctembl m
cucTeMbl naeHTUUKauum.

3. Pewenuna gnsa

1. PeweHus ana 3awmThbl
JaHHbIX, B TOM 4Yucrie B
oOnaYHbIX U
pacnpegeneHHbIX cpeaax.

NOBbILLEHUS
6e3onacHoOCTH
WHTEpPHeTa, UHXXEeHePHbIX
n On3Hec cucrtem.

5. PeweHusa ansa 4. PelleHns, HanpaBneHHble

npeaoTBpalleHne Kubep- noBbllLeHne 3pDEKTUBHOCTU U

yrpos, moweHHun4ecTBa n 6e3onacHocTH

npoBeneHUA Kubep- CyLLeCTBYHOLMX

paccnefoBaHUMN. KOMMYHUKaLUUN, B TOM Yucrne

becn pPOBOAHbIX N ONTUYECKNX.



1 PelweHuns ana sawmTbl AaHHbIX, B TOM Yyucne B
* o006nayHbIX U pacnpegeneHHbIX cpeaax

" YBenuyeHue KOJfin4ecTBa obnayHbIX
cepBunCoOB, NCNOoJib3yeMbIX KOMMNaHNAMMN.

= [loTpebHOCTb B peweHunax yrnpaBneHus
nonutukamn ©Ge3onacHocTn Ang obnayvHbIX
peweHun (Cloud access security brokers).

= B 2018 oyayTt 3awmngpoaHbl 80% JaHHbIX B
obnakax, npotuB 20% OaHHbIX B HacTosiLee
Bpems!

= KomnaHun 6yayt Tpatutb 3,8% OrogxeTta
obnayHbIX pelieHnn Ha 6e3onacHoOCTb?

2014 2019
Global encryption software market u Global cloud securitymarket

[\1] Gartner, [2] IDC.


http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://info.skyhighnetworks.com/rs/274-AUP-214/images/Cloud Adoption and Risk Report Q2 2015.pdf
http://info.skyhighnetworks.com/rs/274-AUP-214/images/Cloud Adoption and Risk Report Q2 2015.pdf
http://info.skyhighnetworks.com/rs/274-AUP-214/images/Cloud Adoption and Risk Report Q2 2015.pdf
http://info.skyhighnetworks.com/rs/274-AUP-214/images/Cloud Adoption and Risk Report Q2 2015.pdf
http://info.skyhighnetworks.com/rs/274-AUP-214/images/Cloud Adoption and Risk Report Q2 2015.pdf
http://info.skyhighnetworks.com/rs/274-AUP-214/images/Cloud Adoption and Risk Report Q2 2015.pdf

PeweHusa ana noBbileHUA 6€30NacCHOCTN MHTEPHeTa,
2. WHXXEeHEepPHbIX 1 OU3HeC cucrtem.
dPaKTop pocTa: peweHna obecrnedyeHusa 6esonacHocTu lIoT

= llupokoe pacnpocTpaHuTe U  KONMUYECTBO

Q _ 1B DEVICES

YCTPOUCTB, pasButue HanpasneHun Industrial connecren CONNECTED
Internet Of ThlngS DEVICES IN 2015 DEVICES BY 2020

= He wvcnonb3yiT wudpoBaHne Tpaduka BEEEE HEEEEEEEEEEEEE
Hannyne I'IegCOHaanOVI NHpopmauun He; HEHE BHEEHEEHEEEEE
yCcTpouncTeax, YA3BMMOCTH B HEEEE Mo HHHHEHEEEREE
aAMUHUCTPATUBHbIX MPUNOXEHUAX. Connected s

PerD:::::s 0.08 p::::a;::e 1.84 3.47 6.58

= [losiBNeHMe HOBbIX peLleHnn yrnpaBreHns 2005 A 2010 2015 2020

AOCTYNoB U nageHTndukaunm anga loT pelueHun. Source: Cisco BSG, Apr 201

The Internet of Things (loT) security market

= PbIHOK pelweHun GesonacHoctu 0T Oyger 2014 EEEEE
pactu 6onee 30% B rog B 2014-2019 2. 2019 $28,08

[1] Markets and Markets 1 https://software.dell.com/docs/2015-dell-security-annual-threat-report-white-paper-15657.pdf



3, HoBble buomeTpuyeckme cucTembl M CUCTEMDI
[ ]
naeHTUUKauum

* |Icnonb3oBaHne 6GumopanbHOW  OUMOMETPUN,
BKINoYaloLLen B cebs nosegeH4yeckmne
XapaKkTepUCTUKMN.

Mobile biometric market

= PacnpocTtpaHeHue NpuMeHeHun bnomeTpum B
cuctemax [[OBO, wHTerpauus MOOUSIBHBIX W
OMOMETPUYECKMX  TEXHONMOMUK,  NNAaTEXHbIX
cuctemMax npu 3awurte nHhopmaunn.

34,6B

= Pa3BuTne HOBbIX HanpaeBneHum OnomMeTpumn:
noeHTuduKaumMa no putmy OueHus cepaua, 1,68

DNA 1 ap. 2014 2015 2016 2017 2018 2019 2020

Mobile biometric market

» PasButne BHeLHMX nnaTtgopmMm aBTOopU3aLnn U
noeHTudunkaymu.

[1] http://www.itpro.co.uk/security/21559/nearly-a-third-of-businesses-to-use-biometrics-by-2016#ixzz3kyUW TDud


http://www.biolink.ru/images/2014/2015.pdf
http://www.biolink.ru/images/2014/2015.pdf
https://www.youtube.com/watch?feature=player_detailpage&v=U7wJL0v7mHA#t=0
https://www.youtube.com/watch?feature=player_detailpage&v=U7wJL0v7mHA#t=0

PeweHuna HanpaBneHHbIe noBbilweHue 3hpheKTMBHOCTHU
4. M 6e30MacHOCTU CyLEeCTBYHOLMNX KOMMYHUKaALUA B TOM

yucrne GeCI'IpOBO,D,HbIX N ONTU4YeCKux

= Tosnbko 30% canTtoB NCNOMb3YIT
wudpoBaHne  Tpaduka —  GOMbLIOW n201 Appmi "
noTeHuuan pocTa. _gH= E= =
Only 10% Encrypled Traffic
= Pasgntne cuctem  wndppoBaHna  Ons i
peLieHum Internet of Things — Fiurs 6. Tren on th extensve use of ancrypion echnclogies
annuntunyeckasa kpuntorpadus (Elliptic Curve o s

27%
30% 25%

Cryptography) nmeet nepcnekTmBbil.
= 3apaBooxpaHeHune n e-commerce o

nokasblBatoT BbICOKUW TEemn pocTa e e e e m e e e e v

NPUMEHEHNA CUCTEM LUNGPOBAHUS. et

» PbIHOK annapaTtHbIX CpeacTB LUMdpOoBaHUS
coctaBut $167 mnpg B 2018r, cpegHue
TeMnbl pocTta 62%.

http://izvestia.ru/news/591327#ixzz3I0yixM7V



http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V
http://izvestia.ru/news/591327#ixzz3lOyixM7V

PeweHusa gna npepoTtBpalleHne Kubep-yrpos,
5. MOLLUEHHUYEeCTBa U NpoBeaeHNA Kubep-
paccnegoBaHuUmn

= PoKyc C cuctem npegoTeBpaLleHus
BTOPXXEHUSI  Ha  MOSIBNIEHWE  CUCTEM

APT Protection - Revenue Forecast 2015-2019
S8,000

oOHapyXeHus1 BTOPXKEHUS 7,000 $6,708
$6,000 /
= MawunHHoe oby4yeHue npu obHapyXeHun 5,000 /“;V
BHELLHWX U BHYTPEHHUX Yrpo3 $4,000 $3.422
$3,000 g1 a0 $2,535
= lcnonb3oBaHne  BupTyanusaumm — Ong $2,000
obecnevyeHns 6e30nacHOCTU NPUNOXKEHNIA $1,000
$0

T T
2015 2016 2017 2018 2019

» PasButne HanpaeneHus Software-defined

Security The Internet of Things (IoT) security market
= PocT pblHKA CUCTEM NPOTUBOAENCTBUSA 2014 | 59,68
2019 $21,48

MOLLUEeHHMYeCcTBY cocTtaBuT 17/% B nepwuoa
c 2014 no 2019 r
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MPOEKTbI YHACTHUKOB CKOJIKOBO B INPECCE

PeanpeHt «CkonkoBo» -
cpeaum cdouHanucToB
KOHKypca

«MpeanpuHnmartenb roga»
YneHbl He3aBNCUMOIo Xopun
onpegenunn d)VIHaJ'IVICTOB
HauMOHalMbHOIo aTana
MeXayHapoaHoro KOHKypca

komnaHum EY «[lMpeanpuHumarens
ropa 2015» B Poccun. B mnx dmucne
okasancsa un Mnbs Caykos ....

02.10.2015

CBA3HOMGBAHK
e

BbunomeTpua nomorna «Jleto
BaHKy» 3aWWUTUTb MUIIJIUOHDI
pyonen ot MOLUEHHUKOB

C NOMOLLIbIO TEXHOMNOrmm
BrnomeTpunyeckoro pacno3HaBaHus
nny, paspaboTaHHON pPe3VAEHTOM
«CKonkoBo» VisionLabs, «Jleto
baHk» 3a 6 MecsueB npegoTBpaTUn
MOLLEHHUYecTBa Ha MWTTUOHBDI
pybnen, rosopuTcs...

18.09.2015

lamoda wuwartRU &)

Wells Fargo nepewen Kk
GuomeTpuyeckon
ayTeHTUdUKauum
MOOUNBbHLIX NOfib30BaTesien

KpynHeunwwimmn no PbIHOYHOM
kKanutanu3aumm 6aHk mupa Wells

Fargo 3amMeHsieT B CBOEM
MOBUITbHOM NPUIOXEHNN
TpaauuMOHHbIE naponu Ha

BGUoMeTpMYECKMIN 4OCTYN MO rorfocy
n nuuy....

20.08.2015

A Anbda-baHk

Mpomceazbbank



CKOJIKOBO: MJNTAT®OPMA CO3OAHUA
NEPEOOBbIX PELLUEHUN

PbIHOK
doparmMeHTUpoBaH

500+

KOMMNaHun

COBEPLLEHO

1028

WHBECTULMOHHbIX
cAenok 3a 5 ner

Ob6bem HBECTMLMI

CoCTaBuIl

$7.3 mnpa

3a 5 nert

NMpumep co3pgaHua peleHna Ha 6a3e TeXHONOrMmM y4acTtHMKoOB « CKOJSIKOBO»

KomnnekcHoe pelleHne
3alnTbIl OT
LeneHanpaBeHHbIX aTak

PLM-peLueHue gna

MaLUMHOCTPOUTENBHbIX
npeanpuaTumn

0% ’

ATTACK KILLER
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NMPUEMYLLECTBA YHACTHUKOB

CTATb YHACTHUKOM WWW.SK.RU

— CTtpaxoBble B3HOCbI - 14% — Hanor Ha umyuecTtso - 0%
HanoroBble
— Hanor Ha npunbbinb - 0% — TaMoXeHHble NoLWSIMHbLI Ha BBO3NUMOE
Ll — HOC - 0% nccnegosarensckoe obopyaosaHue - 0%

[PARTDI rPAHTbI 1,2,3,CTAOUN
FpaHTOBas Ao 300 MAH
noane p)KKa . L Yuaactue & MepoII'IIDpVISITMHX, Hopa6oTka u TecTupoBaHue PaspaboTka apxuTekTyphl, anbda Bepcum,
npOT::;u;:;:oalauue TexXHosnornm Kommepqeckoﬁ Bepcuu npoaykra

o *_“HaytiHo«

45+ 3KCI1EPTM3A . TeXHn4eckas

— MAPTHEP k0.
3KCMNEPTOB MEHTOPOB ﬁﬁ"’"““’“ QEI Knj::i:;:

AKCENNEPA-
LIMOHHASA
. TMPOrPAMMA

PasButue

(PocTtenekom, Mouyta Poccun,
PTU, CoepbaHk)

B3aumopgeincTeBue Kopnopauusamy = = h | =i HCTX
International ICT Expo
Positive Hong Kong Comention and Exhibilion Center
Hack 13-16 Apnl 2014
Hac

NMpoaBwuxeHue y;
mDE"—E Pa6oTa no Y
wonrpconcrir: A mfﬁsscunty ; nvcrserosorn ) BIS SUMMIT

POCCUUACKOW ®EAEPALIMN

HOCTyn K — Hay4dHo-uccnegoBatenbckas uHpacTpykTypa u LieHTpbl KonnektusHoro NMonb3oBaHus,
nHdpa- —  KoHcynbTauum anst Conckatenen Ha ctaTyc YyactHuka CKONkoBo, apeHaa 0PUCHbIX NOMELLEHNI
CTPYKTYype u — O6pasoBaHue (OTYC, CkonTex)
KOHCaINTUHr —  AKKpeauToBaHHbIe yeryr TexHonapka




SKOLKOVO CYBERDAY 2015
17 OEKABPA 2015, L CKOJIKOBO
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Cnacubo
3a BHUMaHue!

XopakoB Cepreu

PykoBoauTene HanpaBneHus
TEXHOSTOMMN MHAOPMaLIMOHHOW

besonacHocTu, Knactep UT

e-mail: SKhodakov@sk.ru
it-cluster@sk.ru




