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Co3gaHue BUPTYa/IbHbIX
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BbiBOADI

SDN/NFV ckpbiBaet Llenoykn pyHKLMM NO3BONSAOT
peannsaumio BUpPTyaribHOW co3faBaTb CIIOXKHble CETEBbLIE

ceTeBon (PyHKUMKN OT doyHKUMKM Ha Ba3e NpoCTbIX,
nonb3oBartens JaHHOW yBenuumeasa KoadppuuUneHT
doyHKLUUN. NOBTOPHOIO NCMNOSfb30BaHUA

PasgoeneHune (cneuuanmsaumns)
TEHaHTOB-NpPoBanaepoB
ceTeBbIX PYHKLUI NO3BONAET
cosgaBaTb apXUTEKTYPY,
KOTopas ferko pacumpseTcs.

YrnpoLuaeT noHMMaHne CroXHbIX
BUPTYyarbHbIX CETEBbLIX (PYHKLUUN



LLeHTp NPUKAAAHBIX UCC1eA,0BAHUI KOMMBIOTEPHBIX CETEN S( s( o A—
HCCAEAOBAHHHA

KOMMbOTEPHBIX
CkonkoBo nT CETEM

3apauun npoekra:

» TpOBeeHWe NPUKAAAHBIX UCC/eA0BaHUIA B 06/1aCTu
MHOPMALMOHHO-TE/IEKOMMYHUKALMOHHbIX TEXHO/I0MMIA U
KOMIMbIOTEPHBIX ceTel B Poccuu;

YTO Mbl NMPEA/IATAEM?

> pasBUTME U U3yYEHMEe CaMblX NepCneKkTUBHbIX KT HUOKP ana nhaycTpun obnactut SDN u NFV

TEXHO/10rMI KOMMbIOTEPHbIX CETEeM HOBOIrO NMOKO/IEHUS;

v popmUpoOBaHMe HaLMoHaibHOrO LleHTpa KomneTteHumm B Pewenua B 06nact SDN M NFV

06/1aCTV COBpEMEHHbIX CeTEBbIX TEXHO/10M1M;

V' CO3AaHue HaLMOHA/IbHOM MWU/I0THOM 30HbI A/19 UCC/1e40BaHUMA LieHTp TecTupoBaHua oTe4ecTBeHHbIX UT-pelueHum

1 pa3paboTok B 06/1aCTU ceTEBbBIX TEXHO/0MUI;

v MeponpusaTtua B o61actu SDN u NFV B Poccum
KOMMepLMann3auma paspaboTok.

o O 0O O O

KoHcopunym By30B B 061actn SDN n NFV

KomaHga LeHTpa

CerogHsa B UT npoucxoAUT NpoL,ecc CMEHbl apXUTEKTYPbl KOMIMbIOTEPHbIX CeTel.

370 6/1aronpuUATHO A/19 POCCMM: BO3SMOXKHOCTb CO34aTb COBCTBEHHOE NPOU3BOACTBO CPEACTB
NOCTPOEHUA CceTeu.
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HUOKP-bi LMMKC Ha ocHoBe SDN 1 NFV | MAPTHEPDI

° 2015 roga coTpygHuydecTtBo B 06n1actu passutua SDN&NFV gaa nocreaytowero mx

BHeAPpEHUA B CETU «PocTenekoma»

° PaspaboTka npototmna o6s1a4HoM naatdopmel aaa ynpaeaenua LO/ Ha ocHose SDN

Rostelecom

More possibilities

2 PaspaboTka meTo4,08B NoBbIleHNA 3P PEeKTUBHOCTM MCNO/Ib30BaHUA pecypcos IO/ Ha
EMC OCHOBe mexaHu3sma BupTyasmsaumm NFV

\\\(7/
v MpumeHeHne SDN-TEXHOIOTWI A/ CO3AaHMA 6E30MacHON CUCTEMbI MOBM/IbHBIX NAaTeXel

Established in 1841

SBERBANK

Pa3spaboTka OpenFlow kommyTaTopa Ha ocHoBe SDN Ha naatdopme Intel Data Plane Development Kit

intel,

¢ Co3pgaHue 1 pasBUTHE OTEYECTBEHHOM MNAaTPOPMbI C OTKPbITbIM NPOrPaMMHbIM KOAOM A/1A
yripas/ieHna SDN

*  WccnegosaHune n pa3paboTka cpeacTs ynpasaeHnsa UT-MHPPACTPYKTYpOi B KOPNOPATUBHBIX U
BEA0MCTBEHHbIX KOMMbIOTEPHbIX ceTAX Ha ocHoBe SDN n NFV




MepB.biit poccuiickuint SDN-koHTpoAnep —

RUNOS (RUssian Network Operation System) A~. RU Nes

Open Source: https://github.com/ARCCN/runos

Ana koro:
v/ceTeBblX ag4MUHUCTPATOPOB U
uH>keHepos B LO/ °

v'Te/1eKOM 0nepaTopos - MmapwpyTtu3ayma L2/L3 ¢ QOS MMHOrornoToKOBaA MapLUpyTM3aLmA

v'cepBuC NpoBaiigepos - BUPTYa/IM3aL A CEeTEBbIX peCypCcoB
v'Pa3paboTUMKOB NepCreKkTUBHbIX - auTu DDOS

CeTeBbIX TEXHO/I0MMM

(DYH KUMOHA/IbHbI€ XapPaAKTEPUCTUKU:

LUIMPOKKUI HABOp ceTeBbIX NMPU/IOXKEHUI:

- MOHUTOPWHI CeTEeBbIX peCypCoB

- 6anaHCMpOBKaA HArpysKu
OcHoBHble TeXHMYecKue xapaktepuctuku RUNOS: - puabTpaums TpadmKa
v 06paboTKa 30 MIU/I/IMOHOB NMOTOKOB B CEKYHAY,

- ayTeHTUudurKauma

v/Bpems Ha YCTaHOBKY HOBOTO COeAUHEHMS 45

MIKC - SPAN-nopTbl n
)

v’ nogaepka 1000 KOMMYTaTOpOB, - NAT C° e » \ S

v/ ynpas/ienue u3 rpadudeckoro uHtepderica. - ARP
- DNS HEWS HOBOCTH AHATINTHKA
- DHCP
-BGP
® TMOKOCTb B yrpaB/ieHUK:
- KOHCO/IbHOE yrnpaB/ieHne o amsnanecs |

o ey i
- Beb nHTepdeic i CosgaH NepBblil POCCUIACKMI
smseconry ™ SDN-KOHTpOSINED
nevw |

MAPKA = McTouHuku: iPhane 6 Plus «rnioynt» 13-33
pewesoro 6pakoBaHHoro xenesa / 1

YcnewHas nHterpauma c OpenFlow kommyTtatopamu ot Huawei, NEC, IBM, HP, Arista, Juniper, Brocade, Extrime Networks




HnaT¢opma ANA paBBéprlBaHMﬂ BbICOKOINPOU3BOAUTE/IbHBIX BUPTYaA/IbHbIX CETEBbIX CEPBUCOB U

dBTOMaTU4Y€CKOro yrnpas/IeHUA UMU U3 €4UHOrO LEHTpPa

NFWare

npOMBBOAVITeﬂb BbICOKOMNMPOU3BOANTE/IbHbIX peLLIEHVIlZ AnA pa3BéprlBaHMH BUPTYa/IbHbIX CE€TEBbIX CEPBUCOB

AnA Koro:

v’ cepBuc-poBangepsl

v ornepartopbl CBA3U

v mpowussoauTem 06o0pya0BaHUs

Je

o

Private IPv4

NATA44(4)

l

Private IPv4 Public IPv4

Virtual Carrier Grade NAT aB/1€TCA NO/IHOCTbIO
BMPTYa/IbHbIM peLleHremM npobaemsl nciepnanua IPv4

CG-NAT

~IPv4, IPv6, UDP, TCP, ICMP, Static Port Forwarding, Port limiting,
Logging, ALG (FTP, SIP);

~TponycKkHaA cnocobHOCTb B 50 [6UT/cek.;

»06paboTKa HOBbIX, BXOAALLMX COEAMHEHUI: HE MeHee 1 M/IH. B CeK.;

rTogaepKa 04HOBPEMEHHO TPaHC/IMPYeMbIX COeAMHEHUM 4,0 20 M/H.;

»BbICOKasA CTOMMOCTb CYLLLECTBYHOLLUX peLLeHUid;

»IKOHOMUSA: $16 -> $4 -> $2 HA NOAK/IOYEHME;

»TpebyeTca KaXa0My CepBUC MpoBaiaepy.

VBbICOKOMPOU3BOAUTE/IbHbIM

v ONTUMU3UPOBAHHbI

v ONTUMU3UPOBAHHbI

VTyn ceTeBblX QYHKLUMMA, U3 KOTOPbIX MOXHO AUHAMUYECKM

MOATPYKaTb CEPBUC B HYXKHYIO TOYKY CETH;

ceTeBOM CTeK ANA
obecrneyeHns BbICOKOCKOPOCTHOM Mepegayvn CeTeBbIX
MaKeTOB MeXay BUPTya/IbHbIMW CEeTEBbIMU CEpBMCAMMU WU
CeTbIO Mepeaayn AaHHbIX;

NpOrpaMmHbIi
MapLUpyTMU3aLum

KOMMYyTaTop  A/A
opraHu3auum MeXAYy BUPTYa/IbHbIMU

cepBucamuy,;

rMNepBu3op  AAA  pasMeLleHus
CeTeBbIX CEPBUCOB B BUPTYa/IbHOM OKpYKEHUM;

VUleHTp ynpaB/ieHus, MO3BO/AIOWMIA YNPABAATb 3arpy3Koi

BUPTYa/IbHbIX Ce€pBUCOB, 3a4aBaTb MpaBW/1a KOMMYTalUUHU
Mexgy cepBucamMmn, MOHUTOPUHI 3arpy3kmn COCTOAHUA
3anyLlLeHHbIX CepBHUCOB.

PelueHne BHeApEHO B ceTb
€BpOoneicKoro oneparopa

FULUTO
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YHuBepcanbHbii Wi-Fi KOHTpoasep aaAa ynpas/ieHua 6ecnpoBogHbIMM ceTAMU. AAanTUPOBAH K ((((.)%\

pabore B SDN-ceTax

MpousBoguTenn BeHgopoHesaBucumblx Wi-Fi-pelueHnii A1 leHTpann3oBaHHOro yrnpaB/ieHuUA

6ecnpoBogHbIMM CETAMMU

Ana Koro:

v onepaTopoB CBs3U

v" CUCTEMHbIX MHTErPaTOpPOB
V" Enterprise-K/MeHTOB

v Masbix 0prCcoB

v puTenna

STATISTIC
SERVER

<] WIMARK UNIVERSAL
1. WI-FI CONTROLLER

WEB/CLI/SSH/SNMP

REST APl

7 AAA

J SERVER

CAPWAP

MikroTik RB9x

WIMARK
FIRMWARE

CAPWAP

— — — — —

OpenWRT AP
L — — — — — — — —
FIRMWARE

Unifi UAP PRO ETHERNET
A WIMARK — ==
FIRMWARE S\WITCH

WiMark

IR N s Y S TEMS

KatoueBas ocobeHHocTb WiFi KOHTpOAaepa
LLeHTpa/IM30BaHHOE yrpas/ieHne 60/bLLIUM KO/IM4EeCTBOM
TOYEK A40CTyna
u (Mo }KenaHuto) nHTerpauua ¢ SDN-KOHTPOA/IEPOM, HTO
AaerT:

v 3ddexkTMBHOE pacnpese/eHne HarpyskM U yrnpas/ieHue TpaduKom
(KaK NpoBOAHOrO, Tak U 6eCNpoOBOAHOrO);

v BO3MOHOCTb YNpPaB/ATb NepeK/04eHUeM Mo/ib30BaTesIel C O4HOM
TOYKM AOCTyna Ha ApYryo, W3MEHATb MapLpyTbl Tpaduka,
H6asnaHcMpoBaTb Harpysky M MHoroe gpyroe. (Caska ¢ [1KC
obecneynBaeT POYMUHI KAMEHTOB BbicTpee 0bbl4HOM COBPEMEHHOM
ceTw;

v ucnosb3oBaHue MKC-KOHTPO//1epoB  0becneunBaeT  OT/IUYHbIE
BO3MOHOCTU anAa obecneyeHmAa 6e30MacHOCTM, OCHOBBIBAACb Ha
reorpaduyecKoM No/I0KeHUM KAneHTa B opuce.



Cnacmnbo 3a BHUMaHue!
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KoHTakTbl: AHTOHEeHKO Butanunm

vantonenko@arccn.ru : CON DUCTOR

arccn. ru



KomMmaHaa npoekTa

AHTOHEHKO CmensaHckmnn LLlaxoBa EnuvH Epmunos
Butanun PycnaH MaprapuTta Anekcen AnekcaHgp

PomaHoB Mwuxees Konocos YynaxuH MakapoBa
AHOpen MaBen Anekcen AHapen BaneHTuHa



