Kak NMPUBbIYHbIE crnocobbil 3alnTbl MOMOIalOT
3J10yMblWLNEHHNKaM AO0OCTUTIaTb LeNn

l"|€TI:>Ipe HOBbIX Tpe6OBaHMFI K COBPEMEHHbIM peleHNnAM




sense of innovation

Putenn B IHTepHeT

«... OHNAMH Npogaxu NnpmMpacTatT He
33 CYeT TOro, YTo NokynaTenbCckas
CNocobHOCTb HaceneHnsa BbIPOCNa, a
NOTOMY, YTO POCCUSIHE CTaNN Yaule
coBeplaTb MNOKYMKK B UHTEPHETE»
Munxann CnaBsuHcknmn, «CUTURInHK»

http://www.retailer.ru/item/id/139080/

Kynun npoaykr WMckan npopykr Mocetun

Cosepwun Cosepwun
WNW yCNyry oHNamH WU yCNyry oHNamH OHNAWNH Marazuu OHNANH NOKYNKY € OHNANH NOKYNKY C
3a nocneauue 3a nocnepuue 3a nocnepHue ucnonb3oBaHuem “cnonb3oBaHueM
30 gHen 30 gHen 30 axen HoyTbyka unu komneloTepa MobunbHOro ycTponcrea
3a nocnepHue 3a nocnepHue
30 pHewn 30 nHewn
* PocT pbiHka ecommerce B 2016 Ha

24% 48% 64% 47% 45% 15%
* [lporHos - yaBoeHue pbiHka k 2020

https://www.slideshare.net/Data_Insight/ecommerce- http://wearesocial.com/uk/special-reports/digital-in-2016
2016-69990938
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[Tonb30BaTENbCKUN OMNbIT

* 89% KoMNaHUM NNaHUPYIOT KOHKYPMPOBATb Ha 4 ' p
OCHOBe customer experience parature
* 64% nopgen npu Bblbope cyntatoT 4Tto CE RETAILNEXT

Ba>XHee UeHbl

* 60% nogen cokpawatoT pacxogbl, 89% yxopnaT GleA-

K KOHKYpeHTy 1n3-3a nnoxoro CE User Management 360

25.04.2017 3



[Tonb30BaTENbCKUN OMNbIT

* 89% KoMNaHUM NNaHUPYIOT KOHKYPMPOBATb Ha 11 p
ocHoBe customer experience parature
* 64% nopgen npu Bblbope cyntatoT 4Tto CE RETAILNEXT

Ba>XHeEe UeHbl

* 60% nogen cokpawatoT pacxogbl, 89% yxopnaT GleA-

K KOHKYpeHTY n3-3a nnoxoro CE User Management 360

DyHKUMA 3aWNTbl B3O-NPUNOXKEHUN — 3TO NOAAEPXKKA:

[locTOoAHHOM [OCTYNHOCTN;

MuHuManbHoro BPEMEHWN OTKNNKA;

CtabunbHon ckopocTn paboThl.

25.04.2017 4
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Ha obHapy>xeHne yxognt Bpems

Tonbko 8,2% aTtak onpefenserTca MrFHOBEHHO

80%
72.0%
70%
65.0%
60%
55.0% )
52.0%
50%
45.0% )
42.0%
40%
30%
20%
10%
0%
BbiaBneHo BbiasneHo MonyyeHo MonyyeH curHan BoiaBneHo YxyaweHHble/3aMeaneHHble
BHELLHeW NpoBepKow BHYTPEHHEN NpoBepKon n3selleHue ot OT KOHEYHbIX C NoMoLbHo 3KCNNyaTauUoHHbIe
Be3sonacHocTu Be3onacHocTu okynaTenen/KnueHTos nonb3osaTenen 3awmTHoro 10 XapakTepucTUKM
‘ BbisBneHo no ncte4eHUn HeCKONbKNX ,L'LHel;l n bonblue ‘ BbisBNeHo No ncte4yeHnmn HeECKONbKNX Heapenb bonbue

https://securelist.com/analysis/quarterly-malware-reports/74550/kaspersky-ddos-intelligence-report-for-q1-2016/
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1: 3dPeKTMBHO oTpaxaTb BCe TUMbI aTak

COXpaHFlTb BO BPEMA aTakKn HETPOHYTbIMU BCE 6l/13HeC-I'IpOLI,eCCbI N CI)yHKLI,I/ll/l



boTtbl 1 loT

30
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48.2%

HUMANS I

N
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2015 2016
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Connected devices (billions)

28.9%

BAD BOTS

2014

e

|

https://www.incapsula.com/blog/bot-traffic-report-2016.html

https://www.ericsson.com/assets/local/mobility-
report/documents/2016/ericsson-mobility-report-november-2016.pdf

25.04.2017
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I
|

2017 2018 2019 2020

2021 2022

2016 2022 CAGR

Wide-area loT
Short-range loT
PC/laptop/tablet

16 2%
billion  billion

10%
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HOﬂyﬂﬂprle TUTbl aTak

: 57.0%
TenpeHuun: - i .
1. OTtka3 ot Ampification 94.9%
2. Incapsula Q4 2016 - 24% aTak
ceTeBoro yposHsa (Ha 39,4% L SYN+TCP =80%
MeHbLe, yem B Q3 2016) n Flvr =0 7
76% aTak Ha YpOBHE NPUAOXKEHNI it 15.2%
3. PocT uncna KoMbUHMpPOBaHHLIX U 13.6% HTTP=15%
HWU3KOYaCTOTHbIX aTak
4. Wcnonb3oBaHue loT icmp sk
https://securelist.ru/analysis/malware-quarterly/30152/ddos- B
attacks-in-q4-2016/
ud
’ ICMP+UDP=5%

0% 10% 20% 30% 40% 50% 60%

@ Q42015 @ Q12016

https://securelist.com/analysis/quarterly-malware-reports/74550/kaspersky-ddos-intelligence-report-for-
q1-2016/
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sense of innovation

HOﬂyﬂﬂprle TUTbl aTak

TeHpeHUMN: i 57.0%
1. OTtka3 ot Ampification 94.9%
2. Incapsula Q4 2016 - 24% aTak

ceTeBoro yposHsa (Ha 39,4% tep

21.1% ~
MeHblwe, yeM B Q3 2016) u SYN+TCP =80%

76% aTak Ha YpOBHE NPUNOXKEHNI
3. PocT uncna KoMbUHMpPOBaHHLIX U
HM3KOYACTOTHbIX aTak

4. Wcnonb3oBaHue loT icmp
https://securelist.ru/analysis/malware-quarterly/30152/ddos-
attacks-in-q4-2016/

http

HTTP=15%

ud
¥ ICMP+UDP=5%
0% 10% 20% 30% 40% 50% 60%

@ Q42015 @ Q12016

https://securelist.com/analysis/quarterly-malware-reports/74550/kaspersky-ddos-intelligence-report-for-
q1-2016/
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HOﬂyﬂﬂprle TUTbl aTak

TenpeHunm:

1. OTtka3 ot Ampification

2. Incapsula Q4 2016 - 24% aTak
ceTeBoro yposHsa (Ha 39,4%
MeHble, yeM B Q3 2016) u
76% aTak Ha YpOBHE NPUNOXKEHNI

3. PocT uncna KoMbUHMpPOBaHHLIX U
HM3KOYACTOTHbIX aTak

4. Wcnonb3oBaHue loT
https://securelist.ru/analysis/malware-quarterly/30152/ddos-
attacks-in-q4-2016/

25.04.2017

sense of innovation

syn

tcp

SYN+TCP =80%

http
HTTP=15%

icmp

udp

ICMP+UDP=5%

0% 10% 20% 30% 40% 50% 60%

@ Q42015 @ Q12016

https://securelist.com/analysis/quarterly-malware-reports/74550/kaspersky-ddos-intelligence-report-for-
q1-2016/
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HOﬂyﬂﬂprle TUTbl aTak

TenpeHunm:

1. OTtka3 ot Ampification

2. Incapsula Q4 2016 - 24% aTak
ceTeBoro yposHsa (Ha 39,4%
MeHble, yeM B Q3 2016) u
76% aTak Ha YpOBHE NPUNOXKEHNI

3. PocT uncna KoMbUHMpPOBaHHLIX U
HM3KOYACTOTHbIX aTak

4. Wcnonb3oBaHue loT
https://securelist.ru/analysis/malware-quarterly/30152/ddos-
attacks-in-q4-2016/

25.04.2017
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syn

tcp

SYN+TCP =80%

http
HTTP=15%

icmp

udp

ICMP+UDP=5%

0% 10% 20% 30% 40% 50% 60%

@ Q42015 @ Q12016

https://securelist.com/analysis/quarterly-malware-reports/74550/kaspersky-ddos-intelligence-report-for-
q1-2016/
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HYeM BpegHbl b0Thl

1. MNMo3zsongatoT nonyuynTb HGOpMaLKMIO 00 YA3BUMOCTAX U
BEKTOpax aTak

+ CHuKeHune 3awmweHHocTn (Zero Day)
+ Puck gerpagauumn nnvm npoctos cepemca

2. ABTOM8TM3MpOBaHHbIﬁ B3JI0OM aKKayHTOB

+ PenyTaynoHHble 1 GMHAHCOBbIE MOTEPU
+ [loTeps nosnbHoCTM NoTpebutenen

3. Co3patoT A40NONHUTENBHYIO HArpy3ky Ha NUHOPACTPYKTYPY:
+ CAPEX ona mogepHu3aumm n macwtabrupoBaHus
+ OPEX ona nognepXXkn cepBuca

25.04.2017
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1: 9ddekTMBHO 0TpaxaTb BCe TUMbI aTak

COXpaHFlTb BO BPEMA aTakKn HETPOHYTbIMU BCE 6M3H€C-I’IpOLI,eCCbI N CI)yHKLI,l/IM



1: 9pdekTnBHO OTpaXkaTb BCe TUMbI aTak

COXpaHFlTb BO BPEMA aTakKn HETPOHYTbIMU BCE 6I/13HeC-I'IpOLI,eCCbI N CI)yHKLLI/ll/l

2: DunbTpoBaTh Jaxe egnHUYHbIe 3anpockl 60ToB

CoxpaHsiTb pecypchbl ANs KNIMEeHTOB, 3KOHOMSA Ha boT-3anpocax



sense of innovation

[lepexog Ha HTTPS

30M

25M

20M

15M

Active Count

10M

oM

Nov 2015 Jan 2016 Mar 2016 May 2016 Jul 2016 Sep 2016 Nov 2016 Jan 2017 Mar 2017

@ Certificates Active @ Fully-Qualified Domains Active @ Registered Domains Active
https://letsencrypt.org/stats/
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OHNavH nnaTteXwu

72%

54%

50%

2015 2016 2015 2016
A0J14 L0114
WHTEPHET-NONb30BATEJEWN, AKTUBHbIX
MOKYMAKOLNX B UHTEPHETE* OHNAMH-NOKYMATENEN

(coBepwaswmx nokynku**
B nocneaHue 30 gHen
nepepg onpocom)

+6% +4%

* [laHHble COBOKYMHO No nokynaBwmM B Poccun v 3a pybexom
** ToNbKO NOKynku B poccnmnckux MM

25.04.2017
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62%  63%

34%  39%

2014-2015 2016 2015 2016
JOPAVBEP No1 004
ONS OHNANMH-NOKYNOK BE3HAJTMYHbIX
3KOHOMUA BpEMEHU, OOPMATOB B TEKYLLILX
ypobcTtBo PACXOOAX

+1% +1%

PbIHOK OHNamH-koMMepumm 1 nnatexen B Poccun: TpeHabl,
aHanuTuka, nepcnekTuesl PayPal/

16



[TonBbIYHBIN NOAXOL

3awnTty bes packpbiTua SSL-cepTudumnkaTta peannsyroT MHOIne

He xBaTaerT:

1. Bo3MoXHOCTH nepefaBatb Ha CTOPOHY MEHbLUE l/IHCIDOpMaLI,l/Il/I

2. AnbTepHaTUBHbIX BAPWUAHTOB BKOYEHUI N MHTErpaumu

25.04.2017 17



1: 9ddekTMBHO 0TpaxaTb BCe TUMbI aTak

COXpaHFlTb BO BPEMA aTakKn HETPOHYTbIMU BCE 6M3H€C-I’IpOLI,eCCbI N CI)yHKLI,l/IM

2: DunbTpoBaTh eANHUYHbIE 3anpochkl boToB

CoxpaHsTb pecypchl gna KNMEHTOB, 3KOHOMA Ha boT-3anpocax



1: 9ddekTMBHO 0TpaxaTb BCe TUMbI aTak

COXpaHFlTb BO BPEMA aTakKn HETPOHYTbIMU BCE 6M3H€C-I’IpOLI,eCCI:>I N CIDyHKLI,I/II/l

2: DunbTpoBaTh eANHUYHbIE 3anpochkl boToB

COXpaHFlTb pecypcCbl ona KnneHToB, aKOHOMA HA4 6OT-38I'IpOC8X

3: 0becneunTb «rmnbkyto» 3awmnty HTTPS

COXpaHFlTb OaHHblE I'IleJ'IO)KGHMVI M NONb30BaTeNEN NMPUBATHbLIMW



TpeHp B TenekoMe

* PocTt MobunbHoOro 0 49 EB
Tpaduka e 20Terony - . N - ¢
63%

2019

* [1porHo3: cpegHerono0Bou
pocT 2016-2021 - 47% 201s

* 16% Tpaduka nepepaHo 11 EB

yepes offload (WiFi, 47% CAGR 2016-2011

femtocells]) 2016 7EB

10 20 30 40 50 60

Exabytes per month

24 EB

17 EB

| I

http://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-
vni/mobile-white-paper-c11-520862.html
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Kak yCTPOEHbI CE€TK ONeparoponB

.......... CGN cosesecese CGN

Device

193.27.234.34

10.0.0.2 10.0.0.3 10.0.0.4 10.0.0.5 10.0.0.6 10.0.0.7
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.......... CGN cosesecese

Device

193.27.234.34

10.0.0.2 10.0.0.3 10.0.0.4 10.0.0.5 10.0.0.6 10.0.0.7
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UHTepHer
pecypc

CON s3esasssse
Device

10.0.0.1 10.0.0.2 10.0.0.3 10.0.0.4 10.0.0.5 10.0.0.6 10.0.0.7 10.0.0.8
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CON s3esasssse
Device

10.0.0.1 10.0.0.2 10.0.0.3 10.0.0.4 10.0.0.5 10.0.0.6 10.0.0.7 10.0.0.8
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1: ®unbTpoBaTh €AMHUYHbBIE 3aNPOCHLI HOTOB

COXpaHFlTb BO BPEMA aTakKn HETPOHYTbIMU BCE 6M3H€C-I’IpOLI,eCCbI N CI)yHKLI,l/IM

2: 3GPeKTUBHO OTPaXkaTb BCE TUMbI aTak

CoxpaHsATb AaHHbIe NPUAOXEHWM U NONb30BaTENEN NPUBATHbLIMM

3: 0becneynTb rnbkyto 3awmnty HTTPS

COXpaHﬂTb AdaHHblIE npmnoermﬁ M Nonb3oBaTenen NMPUBATHbLIMW



1: ®unbTpoBaTh €AMHUYHbBIE 3aNPOCHLI HOTOB

COXpaHFlTb BO BPEMA aTakKn HETPOHYTbIMU BCE 6M3H€C-I’IpOLLeCCbl N CIDyHKLI,I/II/l

2: 3GPeKTUBHO OTPaXkaTb BCE TUMbI aTak

COXpaHFlTb OaHHblE I'IleJ'IO)KeHl/II;I N Nonb3oBaTenen NMPUBATHbLIMW

3: 0becneynTb rnbkyto 3awmnty HTTPS

COXpaHFlTb OaHHblE I'IleJ'IO)KGHMVI M NONb30BaTeNEN NMPUBATHbLIMW

4: He bnokupoBaTb aTtaku no |P

COXpaHFlTb dYAUTOPUIKO AaXXe BO BPEMA aTakU



O koMNaHuUu

» PazpaboTtumk TexHonornn Active Bot Protection

* [lpoBanaep ycnyr no 3aWnTe MHTEPHET-PECYpPCOB OT
COBPEMEHHbIX yrpo3

- Bnapeney cobctBeHHOM nHbpacTpykTypbl B Poccnm n EBpone

* Ham pgoBepsatoT:
DINS oo [FILIFE (o CD=K Wikl1
96N Q. L

MHTEPHET-MarasuH
27
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Cnacunbo 3a BHUMaHMue!

8 800 700 55 39

sales(dvariti.net

https://variti.net
varitinet



