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KpaTkasa ncrtopusa passutug (}
PocTenekom

ObnayHoun nnatgopmbl 2011-2015 .

2011
= Bepcua nnatdopmebl: O.

é., = [nardopma cobpaHa 13 ncnosb3doBaHHoOro obopygosaHusa B ogHom LIO[ (ToH4apHas)
= B peweHunmn ncnonbayetcs ToNbKO BUpTYyanusaumna ot VmWare

= Hayarta pa3paboTka cuCTeMbIl ynpaBneHna obnakom

’g ® 6 6 6 o o

2015

= Bepcusa nnatdopmbl: — 2.0

= PaboTtbl no noakntovyeHunto Hoeoro LIO[ ¢ npumeHeHnem texHonornm SDN

= PaboTbl No BBeAEHMIO B CTpoUn 9-Tn HoBLIX ycnyr (Bkntodast NFV cepBuchi)

= OpraHusaumsi MexLoanoBoro B3ammMmoaemncTeums (NonbiTka co3gaTb HE3aBUCUMOE OT
LIOL] obrnako)

= HoBble YacTHble obnaka

= Co3gaHune 3KOo-cUCTEMBI OS5 pa3MeLLEHNS NAPTHEPCKUX PeLUEeHUN

= Co3gaHue UueHTpa KoMneTeHuun




KpaTkaa ncropua pas3Butua
Obna4yHon nnatgopmbl 2016 .
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= [NobGaBneHbl 2 HOBble NNioLaaKu @
N

= MoHUTOPUHI

* banaHcUpOBLLUMKM HArpy3Ku

= Havato BHeagpeHue SDN

®
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\ PocTenekom

[lobaBrieHa BO3MOXXHOCTb
BblAeneHnsa rapaHTMpoBaHHOW
Npon3BOANTENBHOCTU AUCKOBOU
noAcuUcCTeMbI

[TybrninyHoe obnako akTUBHO
ncnonb3yeTcd Angd co3gaHus
OPYrnx cepBuUCOB B TOM YKUCIE
BHYTPEHHUX

Ha koHeu 2016 roga ObIrno
400+ KNMeHTOoB



HaunoHanbHaga obnavHasa nnartgopma cenyac (‘pm

LIO[] Ha BLIOODP MnaTdopma BUpTYyanmsaumm
Bbibupante n pabotanTte ¢ npmBbli4HbIMU Bam
= Mockea m10 (CywieBckuu Ban, 26) nnatdopmamu - Windows Azure Pack
= HoBocumbupck (MeHoeneena, 1) (runepsusop Hyper-V ot Microsoft), VMware
= Mockea M9 (bytnepoBa,’) ESXi nnn KVM
= Aonep (JleHuHa, 3)
[MObkmne KkoHduUrypauum JononHutenbHbIe ONUUM:
Cos3paBanTte BUpTYyasribHble MalUUHbI * MOHUTOPWUHT
c nobon onepaLMoHHON CUCTEMOWN U NODbLIX = YaaneHHbi goctyn no VPN
KoHurypauun (ot 1 go 16 agep npoueccopa, ot = ApeHaa nuueHsun MS
1 go 64 ['6 namaTn, BbiIbop TnnNa anckos SSD, = Pe3epBHOE KOnnpoesaHue
SAS unn SATA * banaHCUPOBLLMKN Harpysku

= 3awmTta ot DD0S
R = SOC
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I_I pel/l MyLL',eCTBa PocTtenekom

becnnaTtHbIN TeCTOBbLIN nepuoa

3akaxuTe ycnyry n ncnornb3ymnrte ee B tedeHmne 30 cyTok bes
KaKnx-rnnmbdo orpaHnyeHnin no pyHKUMoHany

BoO3MOXHOCTb OTKa3a OT yCrnyru

B oTnn4ymne ot noKynkm cObCTBEHHbLIX CEPBEPHbLIX MOLLIHOCTEN U HAaUMa
IT-nepcoHana, ot ycnyrn BuptyaneHbit LLOL MOXHO OTKasaTbCs B
nobon MOMEHT

Ecnu Bam CpoOYHO HYXXHO YBENUYUTL KONMMYECTBO BUPTYanbHbIX
MOLLHOCTeN, Bbl MOXeTe caenaTtb 3TO 3a HECKOMbKO MUHYT
B NaHenu yrnpaerneHuns ycnyron 6e3 obpawlieHns B Poctenekom

KpyrnocyTouyHasa Texnoanepxka
OnepaTtmBHas 1 KBanupuumpoBaHHaa TeEXHUYECKad nogaepka

24X 7X365 nNo TenedoHy N 3reKTPOHHOU rno4Te

. BbicTpoe maclutTabnpoBaHue




be3onacHOCTb ycnyru

-

O

BbiCcOKMM ypoBeHb HaO4EeXHOCTH
obrnadyHoun nraTtopmbl
obecne4vnBaeTt
KaTacTpodoyCTONYNBOCTb

Cucrtembl U3N4ECKON n
MHdopMaLMOHHON Be30NacHOCTU

[1ByxdpakTopHas ayTeHTUUKaLns

[TnaTtdpopma Knacca
sawmweHHoctTn 11

\ PocTenekom

° MHOOPMALNMOHHAA

BE3OINACHOCTb
= Perucrtpauusa v y4eT gencresum

* KpunTtorpaduyeckasa 3awuTa
= [1poakTnBHOE NpenoTBpalLleHne BTOPXKEHUN
= MexceTeBoe aKpaHMpoBaHue

* AHTMBUpPYCHaq 3aliuTa
= 3awwuTa ot DDoS-aTak

ﬁ OUINYECKAS

BE3OINACHOCTDb
= KoHTponb 1 ynpaeneHne gocTynom

= OXpaHHO-MoXapHasa curHanunsauyms
= ABTOMaTMYyeckoe noxapoTtyLieHue
= BuaeoHabnwogeHue



|_|J'IaHbI Ha 2017 [. ()POCTEHQKOM

= Baremetal

= VPS
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= PCI DSS

= API| ynpaBneHua nnatgpopmou

= HoBble nnowaaku

= baHan ¢ BX

= SOC



LIeHTPp MOHUTOPUHIra cobbITUN (‘
PocTtenekom

MHdopmMaLmoHHon besonacHocTn (SOC)

OTKprTaFI 9KOCUCTEMa BEHOOPOB.

: : ™~
@ Security Operations Center BeayLuue 3anagHble UrpoKu:
KntoyeBble OPEN
_ cepBUCHI * AYLIGH JUﬂIPer ‘5”4’ :
. Sauurma of DDOS-araK (Ant.DDoS) ann obecrenes e
] ; o ) 6a30BOr0 YPOBHS
" Mexcetesoii akpaH (Firewall) > AHGDOPMALIOHHOM SOPHOS ~ K 'l"'l" ARBOR
= YaaneHHsbi goctyn kK VPN 6e30MaCHOCTU MIRANTIS CISCO RS
* [lpenoTBpalleHne CceTeBbiX BTOpXXeHUU (IPS) B o6 oI Chock Paint
= 3awuTta koprnopatusHbix npunoxeHun (Web Application <oMAaHuu! <<
Firewall — WAF) | FEIRTINET Y McAfee  NetCracker
_/
NNonb3oBaTenu npoaykra: Ll Barracuda

ViIMnopTo3amelyatoLime
POCCUNCKNE UTPOKMN:

A—

SHMEBVICODT S!_\’_T@'MGUN infotecs

CneunanucTbl PykoBoautenu busHec-

noapasaeneHun nogpasgenennn Nb PYKOBOACTBO ®
B n UT ’




recreneon (G TACBO 3A BHUMAHUE!




