QPOCTQHQKOM

MDM: YINPABJIEHUE MOEMJ’IbeIMM YCTPOUCTBAMU

Habop cepBucoB n TexHonormun, obecneymsatrolmx besonacHblM ocTyn ¢ MOBUABH
YCTPOWCTB K BHYTPEHHUM MHPOPMALIMOHHBIM pecypcaM OpraHmsaunm
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BO3MO>XHOCTU CEPBUCA (‘Pocrenexom

OBECMNEYEHME SALLUNLWEHHOIO AOCTYNA

* K kopnopaTtnBHou noute, KasieHQAPO U aApPECHON KHUre

* 06bnayHbIM XpaHuauLWam, ceTeBbiM nankam u SharePoint

* UHTpaHeT-canTam

e CneumnanusuposaHHoMy 10 opraHusaumu, noMeLL,eHHOMY B U30/IMPOBaHHYto pabouyto cpegy MDM

HACTPOWKA YCTPOMCTB B COOTBETCTBWM C SBAOAHHBIMU MONUTUKAMMA

* YcTaHOBKa napaMeTpoB becnpoBoAHbIX ceTel U pasinyHbiX cepTUdGMUKaToB

* U3MeHeHue Habopa ycTaHOBAEHHbIX MOBUIbHBIX MPUIOXKEHUIN U JAOCTYMHbIX GYHKLUMNA
MO6MNbHOrO yCTpOMCTBA

* OrpaHuM4yeHune goctyna Kk Beb-cantaM Ha 0OCHOBE YepHbIX U Benbix CNUCKOB

e NOJIHAAl UHOOPMALUA OB YCTPOUCTBAX PABOTHMKOB, B TOM YUCJIE OB UX MECTOMOJIOXKEHUN
HACTPOWMKA YCTPOMCTB B COOTBETCTBWM C 3ALAHHBIMU MOJINTUKAMMU

* B 3aBucumMocTn ot popMbl BNageHUsa yCTPONCTBOM

* lomxHocTn Bnagenbua yctponcraea B AD

* BpeMeH#u cyToK 1 oHA Hepgenu

» KoopauHat ycTponcrsa

e ONOBELLEHWE O®ULIEPOB M0 BE30MACHOCTM B CJTYYAE HECOOTBETCTBUSA YCTPOMNCTBA
NPEQBABNAEMbIM TPEEOBAHUAM, AUCTAHLUMOHHASA OYUCTKA YCTPOMCTBA B CJTYYAE E0 YTPATDI



®YHKLIMOHAJI MDM (‘

BE3OMACHAA MNMOYTA

* ObMeH TeKCTOBbIMU CO0BLLEHMAMU N BNOXKEHUSAMU C NOBbILEHHbIM YPOBHEM 3awuueHHocTn AES-256
* [lpMHyauTenbHas ayTeHTUdUKaLms

e OrpaHnyeHune KonupoBaHus yepes bydep obMeHa, peXkuM «TOoNbKO MPOCMOTP»

* 3anpeT NepecbiIKK U NepeMeLLeHUsa NMceM, 3anpeT CKPMHLLOTOB

e LingppoBaHune noyThl

* [lpoBepka cooTBeTCTBUA NONUTUKAM be3onacHoCTU nepep paboTon

BEE30MACHbIV BPAY3EP

* ObecneyeHune besonacHoro focTyna K KopnopaTueHbIM pecypcaM b6e3 nogHaTua VPN

* QuUnbTpbl 4OCTYNa K CaliTaM Ha 0CHOBE CMUCKOB UJIN KaTeropuii paspeLleHHbIX/3anpeLleHHbIX CauToB
(6onee 80 MnH. n3BecTHbIX Beb-caitToB])

* bnoknpoBKa N3BeCTHbIX BpPeAOHOCHbIX Beb-canTos

e OrpaHuyeHue cookies, KonMpoBaHUsA U BCTaBKK, CKauMBaHua ¢pannos, KOHTPOJb NeyaTu

* OTkntoyeHune Bcex bpaysepoB, kpoMe besonacHoro

CTOPOHHWE MNMPUJI0XKEHUH

OYHKUMNA «OBEPTbIBAHUA» 0J19 CO3AAHUA SALLMLLEHHbBIX MPUNOXXEHUN

* [[puHypuTenbHaa ayTeHTMUKALNA M 3aLLUTa AAHHbIX
» KoHTponb KonupoBaHus yepes 6ydpep obMeHa n nokanbHoro/obnauyHoro 63kanMpoBaHus
* bnoknpoBaHne CKOMNPOMETUPOBAHHbIX YCTPONCTB




®YHKLIMOHAJI MDM (‘

YIMPABJIEHUE TIPUJTOXKEHUAMU YIMPABJIEHWUE OOKYMEHTAMU

» KaTtanor KopnopaTUBHbIX NPUNOXKEHUN » Katanor pokyMmeHToB ang i0OS n Android
* PacnpocTtpaHeHue, obHoBNeHMe 1 BbIbOpoYHoe * LleHTpanu3oBaHHoe ynpaBneHue f0CTaBKOM
yAaneHue NPUIoKEeHWN, B TOM YnCie 3aKynaeHHbIx © AYTEHTMOUKaLmMA nonb30BaTens A AocTyna

* YBeaoMieHMe nosib3oBaTesien 0 HOBOM UN
KopnopaTtueHo B AppStore n Google Play 0B6HOBIEHHOM KOHTEHTE

* «YepHbIW» U «benbln» CNUCKU NPUIOXKEHWUN « 3anpet Copy&Paste - peXxuM «T0nbKO NPOCMOTP»
* [loppep>kka BEPCUN U BPEMEHU XXU3HU AOKYMEHTA
* UHTerpaumsa ¢ SharePoint, Windows FileShare
* 0bnayHoe xpaHunuLLe AOKYMEHTOB

OONOHUTENIbHBIE HACTPOWKM

* Hactpoiku naponeu 3 * HacTponku poyMuHra
* KoHpurypauusa kopnopaTuBHoOM e [pynnupoBKa ycTpOUCTB
noYThl, KaJleHAAPA U KOHTaKTOB * lpyrue HacTpoiku B 3aBucumocTtu ot OC

* Wi-Fi u VPN-npodpunm
e 3anpeTt pyHKUMNA YCTPOUCTB, HaNnpumep:
- Camera
- FaceTime
- Siri
- iCloud
- Screen Captures



APXUTEKTYPA CEPBUCA. KAK BHEAPUTb (‘Pocmem

MDM B KOMIMNAHWUN?
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KAKMOJIb30BATEJIIO YCTAHOBUATb MDM HA ()Pommom

MOBWJIbHOE YCTPOWUCTBO?

MonyynTb OT apMUHUCTpaTOpa
KOMMaHUU NHCTPYKUMK no SMS nnu e-mail

YCTaHOBUTb NPUNIOXKEHUSA U cepTUPUKaThI,
nepenas no ccbijike B NPUCAAHHbIX
coobLeHuax

BeBecTtu cBOU KOprnopaTuBHbIE YYETHbIE
OaHHble AN aBTOMaTUYeCKOM HaCTPOVIKVI
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NAKET «KJTACCUYECKUW»»

* basosbi dpyHKUMOHan MDM. BkntouaeT B ceba cpeactsa wndpoBaHma,

WMHCTPYMEHTbI A5 YAANEHHOTO MOHUTOPUHIA M YNPaBAEeHUA YCTPONCTBOM

* be3onacHbIN NOYTOBbIN KANEHT

* M3onmpoBaHHaA paboyan cpeaa Ana 3anycka NPUIOKeHU n paboTbl ¢

AOKYMEHTaMM

» Katanor npunoxeHunit (KopnopaTuBHble, 6e/ble N YepHble CIUCKK PYBJT EVl / MECS 1l
06WwenocTynHbIX)

3A 1 YCTPOUCTBO

* 3aLLMLLEHHbIN 06N1aYHbIM KOHTEMHEP 419 KOPNOPATUBHOIO XPaHEHUA U
obmeHa AaHHbIMMK

NAKET «MPOMbILWNEHHbIN>»

OYHKLMOHAN MAKETA «KJTACCUYECKNIN»

© MO ans co3gaHnAa cobCcTBEHHbIX 060/104EK MPUNOIKEHUN

© be3onacHbil bpaysep (c MHTerpaumeit B KOPNOPaTUBHYIO Cpeay KAUEeHTa)
@ PaclwumpeHmne BO3MOXKHOCTEN 3aLLUULLEHHOTO KOHTEMHEpPa ANA
KOpPNOpPaTUBHOIO XpaHeHUsa U obmMeHa AaHHbIMM

199

PYBJIEW / MECSILL
3A 1 YCTPOUCTBO



CNACUBO 3A BHUMAHMUE!

e PocTenekom




