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Knbepyrpo3sbl: Crime as a service

» OT «cTpenbbbl No NAOWAAAMY K YETKO HaLLe/IeHHbIM
aTakam no 3apaHee BbIABNEHHbIM YA3BUMOCTAM

» J0bdeKTMBHAA MaCKMPOBKA: OT IBHO BblpaXKeHHOM
YrpO3bl K HESIBHOM

» Wcnonb3oBaHMe NPUHLMNOB 061a4HOIO cepeuca npu
OopraHusaumnn Kubeparak:

O

O

ABTOMATUYECKN UCMONHAEMbIN «KCEPBUCH

PacnpegeneHHble pecypchbl, NogKkao4Yaemble U
BbiCBODOXKAaemble Mo mepe HagobHocTH

Onnata no ¢aKTy NICNONb30BaHUA = AeLIeBo U
AO0CTynHO!

HoBoe - MHTeNNEeKTYaNbHOCTb: aBTOMATUUYECKM
(camo) coBeplueHcTBYOWMNCA cepBuUc!

The future of serious and
organised crime:

« A virtual and global criminal
underground made up of individual
criminal entrepreneurs

 Using a crime-as-a-service business model
and trading in diversified commodities

» Relying on digital infrastructures, virtual
currencies and infiltration

» Targeting changing pools of victims
and clients such as the elderly or
legal business structures.
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dunsmndeckume MK

dusnyeckmne cepsepa
n CXA

dunsmyeckme
JIOKa/IbHble cetu

BHyTpWK-
KOpnopaTuUBHbIe
NPUNOXKEHMNA

TpaTum Ha 3710 bonee
1 mnpa. oonn.
exKeroaHo




N TO C Tpyaom...

ToueuHble NPOAYKTbI Cna6as npo3payHoOCTb

PyuHble u cTaTuueckue
MEXaHU3Mbl

0 CISO cuyuTaloT cBOMU
o CpeACTBa 3alUThbl
«OYeHb» Unn

«BCECTOPOHHEY
3 PEKTUBHLIMU

</
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Y10 BOOOLLE HE MMeeT aieKBAaTHOM 3aLUTbI

O YMHble Monb3oBaTesib HE B COCTOAHUM
MPOTUBOCTOATb COBPEMEHHbIM
aboHeHTCKMue . P P
KnbepaTtakam

YCTPOMUCTBA

o [nobanbHbie IP-
cetTu

o [ybanyHbie YA3BMMOCTb CepBuCa — B

o «0CTaBKe» yepes
OHNAUH U

nybanynyto IP-ceTb
obnayHble
cepBUChHl




YTto byaem 3amLaTh

o MobunbHble aboHeHTCKMe EIPC
YCTPOWCTBA, BK/tOYas &
vyimware
MoAaynbHble, BHe DMZ (BHYTpU peae
BUpPTYyaabHOM DMZ)

——

-Samsung

o loT yctponictBa BHe DMZ (BHYTpU

BUpTyanbHon DMZ): ceHcopbl 1 ;_-?ﬁf,-/rf
bu3nyeckme o6bEKTHI B LLeIOM B \
G — W

o BHewHMe cepBUchl, B
3HAYUTE/IbHOW CTEeNEHU
onpeaenatowme
GYHKLUMOHANbHOCTb YCTPOMUCTB




TpeboBaHua K b B «mupe 10S»

ToTaNIbHOCTD:

AnnapaTHas U TeppuUTopmanbHasa HE3aBUCMMOCTb, MUHMMKU3ALMA TPeboBaHUN K
3alLMLLAEeMbIM YCTPOMCTBAaM, BO3MOMKHOCTb 06palieHns cepumca UMb K cambim
pPa3Hoobpa3HbIM YCTPONCTBAM

N3mepmnmbin 1 ynipaBasaembli YpoBeHb 6e30nacHOCTH

ABTOMAaTM4YeCKOe UCMONIHEHUE B PEKUME PeasibHOro BpemeHmu

Cbop 1 aHann3 pasHO0bpa3HbIX AaHHbIX C Lenblo opMmMpoBaHMa 0baMKa
«eCTecTBEHHOro ¢poHa» U OTCNEKMBAHMNA OTKIOHEHUIN OT Hee Kak yrpos, ¢
nocneayoLwmMm aHaIM30M aZ€KBAaTHOCTM OLUEHOK U NpeanpUHATLIX AeNCTBUN

BO3MOKHOCTb aBTOMATUYECKOro B3aMMOAENCTBUA C Apyrmmm cepsmncamm Nb



NHpopmaumoHHaa 6e3onacHoCTb
KaK cepBuC

ObnayHas moaenb (camoobcnyunBaHue, BblaeNeHNE U BbICBODOXKAEHME
pecypcoB no TpeboBaHUIO, aBTOMATUYECKOE UCMOIHEHNE)

OcHoBHas 3aga4a — He HPOpPMMPOBaAHUE, a NpeaoTBpaLleHne
HeXKenaTesbHbIX CObbITUM

MHOroKOMMNOHEHTHOCTb (cepBuc popmmpyeTtcs n3 Habopa 6a3oBbIX NO
OTHOLLEHMIO K HEMY CEPBMCOB)

MouHan aHaIMTUYEeCKas KOMMOHEHTa PeasibHOro BpemeHwU
NHTennekTyanbHble (camoobyyatolmecsa) anroputmol

[MpAamaa moHeTU3aumA



MHpopmaumoHHasa 6e30nacHOCTb
KaK cepBUC: NpUmMep
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OpenDNS Umbrella Overview Packages Features TRY FOR FREE

ENTERPRISE THREAT PROTECTION LIKE NO OTHER

OpenDNS Umbrella is a cloud-delivered network security service
that protects any device, no matter where it's located.
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Cnacmbo 3a BHMMaHue!
Bonpocsoi?

AneKcaHap [epacnmos



