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May, 20" 2014

Dear Partners,

As you are probably aware, the U.S. Treasury
Department has recently designated Russian
individuals and entities to the Specially
Designated Nationals (“SDN”) list under its
Ukraine Sanctions Program. Red Hat is subject to
and must comply with the U.S. Ukraine-Related
Sanctions Regulations (31 CFR Part 589), and
Executive Orders 13660, 13661 and 13662 issued
in March of 2014 (the “Ukraine Sanctions”).
These regulations prohibit U.S. persons and
companies (as well as their foreign affiliated
companies) and from engaging in transactions
with or for the benefit of any party designated to
the U.S. Treasury Department’s Office of Foreign
Assets Control’s list of Specially Designated
Nationals (“SDN List”). As such, we are
prohibited from providing software and/or support
services to listed parties. Thus far, 20 companies
have been designated under the Ukraine Sanctions
program. A list of those companies designated as
of today’s date is attached for your convenience.
(Please note that this list is subject to change —
further details below.) In relation to these recent
actions, please review the information below.

Existing Opportunities

Please review the attached list carefully. If you
are working on any opportunities with one of
these companies, please discontinue further work
until the company is no longer listed on the SDN
list. If you are unsure about whether a company is
a sanctioned party, or whether a potential
opportunity would be prohibited, please provide
us with the relevant details. The appropriate team
in Red Hat will review the opportunity and will
then provide instructions as to whether it is:

* ok to continue pursuing;

e necessary to hold pending further
information (detailing what further is
required); or

* necessary to discontinue entirely.
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Y BaxkaeMble IapTHEPHI,

Kax Bbl BO3MOXHO yXke 3HaeTe, MuHHCTEPCTRO
Punancos  CIIA  cdopmupoBano  CHUCOK
Poccuiickux (pu3MYecKiX ¥ IOPHIMYECKUX I,
TIOANAJAI0IIMX TOf] CAHKIUHM,, BBEIEHHbIE B CBSI3H C
COOBITUSIMU IIPOM3OLIEHANIMMH B YKpaune. Red
Hat, xax xomnanus 3apeructpuposanHas B CIIA,
o0s13aHa BBIIONHATH 3aKoHOHaTeNbecTBO CIHIA B
yactu caHkiuit (31 CFR Part 589), npukaspl Ne
13660, 13661, 13662 onyOnmKoBaHHBIE B MapTe
2014 roma. OTM TpWKasbl 3aNPEMIAIOT YACTHBIM
JAUAM ¥ KOMIAHUSM, 3apEerHCTPHPOBAaHHLIM B
CIIA, (a Tak Xe HX [OYCPHUM KOMITAHUSIM,
3aperucTpupoBaHHeiM 32 mpefienamu  CIIA)
MIPOBOJUTD CAEIKYU ¢ KOMINAHUSAMHU, BKIIOUCHHBIMUA
B BblIIEyKa3aHbpli coMcok. Iloatomy Hamiein
KOMIIaHHH 3alIPEIIEHO OCYINECTBATh NocTaBKy [10
W/ TPefoCcTaBIAThH  YCIYIM  TOJIEPXKKH
KOMDaHUSIM YyKa3aHHbIM B crnucke. Ha maHHbIN
MOMEHT B coucke 3Hauarcs 20 kommaHwuii,
nofnajamomx 1oy Acicreue caHkoui. Crmcok
9TMX  KOMIAHWi, KOTOPBIH  aKTylleH Ha
CETOAHSIIHMY [eHb, TNpPWIAaraercs K JaHHOMY
muceMy. (O6pamiaem Baire BHUMaHWE, ITO CIUCOK
MOKET U3MEHSTCS). B CBSI3M C BBIIIEU3IOKEHHBIM
npocuM Bac o3HakoMHTcs ¢ uH(oOpMalmein
M3JIOKEHHOU HIDKeE.

CyIecTBYIOUHE TPOEKTHI

INoxamyiicra, BHUMATENBHO U3yUuTE
npunaraeMelii ciMcok. Ecimu Bamia kommanust
BEleT Kakue Ju00 TMpPOeKThl ¢ OfHOH U3
KOMIIaHME! YKa3aHHOW B CIIHCKE, MOXKaiy#cTa,
MPHUOCTAaHOBUTE DPabOTy Haj STHUM MPOEKTOM IO
TOrO MOMEHTa, TOKa KOMIIAHUSI HAXONUTCS B
CIIMCKE KOMIIAHMY TOJANMAfaroliuX TOf CaHKIUH,
WJIM Ha3aMEIATENbHO IPEfOCTaBbTE HaM MOJIHYIO
MH(OPMALHIO o BO3MOKHOM TPOEKTe.
CooTBeTcByOILIMI JeNapTAMEHT Hallel KOMIIaHAR
PaccMOTPHUT MNPEOCTaBICHHYI0 HH(DOPMALHIO U
BbIIACT MHCTPYKUMM O JaJbHEHIIMX [EUCTBHSX,
CILIEHApUM Pa3BUTHS MOTYT OBbITH CIIIYHOIIIE:

®  TPONOJKEHWUE COTPYIHNYECTBA,

®  IIPUOCTAHOBKA TPOEKTA JI0 TMOJyYEeHHUs
TOTIOJHUTENBHBIX HCTPYKIHIL,

®  OpekpanieHue MPOeKTa.

/
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New Opportunities

As new opportunities arise, please check the
company’s name against the attached list. As
mentioned above, this list is up to date as of the
date of this communication. Changes to this list
are posted by the U.S. Treasury Department on
their website. You should monitor the following
link in case of updates:

http://www.treasury.gov/resource-
center/sanctions/OFAC-
Enforcement/Pages/OFAC-Recent-Actions.aspx

You can also sign up to receive an email alert
when the list is updated here:

http://www .treasury.gov/resource-
center/sanctions/Programs/Pages/ukraine.aspx

If you are unsure about whether a company is
subject to sanctions, please send us a request to
review and approve the transaction before you
begin working on an opportunity.

Existing Customers

Finally, several of the recently designated
companies have Red Hat subscriptions. In
accordance with the U.S. regulations that prohibit
us from doing business with listed parties, Red
Hat has deactivated these subscriptions until such
time that these companies are no longer on the
SDN Iist. Those customers are: Bank Rossiya and
SMP Bank. If you or anyone on your team is
contacted by these customers, please refer them to
customer service. If future designations require
us to deactivate other customers, we will
communicate with you accordingly.

Thank you for your continued cooperation and
please do not hesitate to reach out to us should
you have questions.

Phil Andrews

Regional Vice President
Northern and Eastern Europe
Red Hat Inc

2 Registered in the Companies Registration Office, Parnell House, 14, Parnell Square, Dublin 1, Ireland. Company «l0.'304873.
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HoBble DpoeKThI

B ciyyae mosiBIeHHSI HOBOTO  IPOEKTA,
MOXKANYHCTa, TPOBEPHTE NPHUCYTCTBYET  JIK
NOTEHIMANBHLIA 3aKAaYMK B  BLIMIEYIOMSHYTOM
ciucke. Kak yxXe yHnoMuHanoch pasee, CIOHCOK
aKkTyajeH Ha pgary ero nopnucanus. CooGuienust
00 W3MEHEHWM CHUCKa NyOIMKYIOTCS Ha caiite
muHucTepcTBa ¢uHaHcoB CIHA. Tloxkamyiicra,
clefATe 3a COOOIUEHMAMH MyOIMKyeMbIMU Ha
CTpaHULE:

http://www treasury.gov/resource-
center/sanctions/OFAC-
Enforcement/Pages/OFAC-Recent-Actions.aspx

Bb1 MOXKeTe MOANUCATLCS! HA PACCHUIKY HOBOCTEH
00 W3MEHEHNSIX B CIIFICKE:

http://www treasury.gov/resource-
center/sanctions/Programs/Pages/ukraine.aspx

Ecnmu BBl He yBepeHbl, HOINANAET U KOMIIaHWs
TOJ{ CAaHKUIMY WJM HeT, MOXAIYHCTA, TPUIILTATE
HaM MAaKCHMaJbHO TONHYIO WH(POPMAIHIO O
3aKa3ulKe ¥ JIOXKUTECH OOOpeHus TPaH3aKIWH,
710 COBEPIIICHHUSI CEIIKH.

CyiiecTBYIOIIKE 3aKa3YNKU

Heckonbko KOMIAHWN, NPHCYTCTBYIOIIKME B
CIUCKe, sBJsMCh 3aka3zumkamu Red Hat. B
COOTBETCTBUM ¢ 3akoHopmaTenncTBoM CHIA
3ampenialoiyM  HaM  BefleHMe  OW3Heca ¢
KOMMAHUSIMU ~ TIOANANAIOMIMMIA  TOJ],  CaHKIMH,
OKa3aHue YCIOyr STUM  KOMIIAHUSIM  OBUIO
TIPUOCTAHOBJEHO. DTH 3aKa3uuku — Bank Poccust
u CMII Bask, eciii KTO-TO U3 3THX 3aKa3UHKOB
obparutcs K Bam c 3ampocoM, nmopekoMeHgyiiTe
UM OGpaTUTCs B Hamy cilyxkOy nonpepskxu. Ecim
B OyAyloOllEM H3MEHEHHe CIHCKa MoTpebyer oT
Hac OTKJIOYEHWS] [PYIrUX 3aKa3yuKOB, MBI
cooGmmM BaM 06 3TOM HE3aMENIMTENILHO.

Crnacu6o 3a NPOJOJDKEHUE COTPYIHUYECTBA M HE
CTECHSITECH OOPAIIATHCSI K HaM C BOTIPOCAMHU.

1 DHApPIOC
‘Buie npe3upeHT

Cegepnasi 1 Boctounast EBpona
Pap Xar MHK
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Entities Listed on the U.S. Treasury Department Office of Foreign Asset Control's list of Specially
Designated Nationals:

Aquanika

AKA: Aquanika LLC, LLC Russkoye Vremya, Obshchestvo S Ogranichennoi Otvetstvennostyu Russkoe ,
Russkoe Vremya OOO Vremya, Russkoye Vremya LL.C

Address 1:47A, Sevastopolskiy Ave., of. 304, Moscow 117186, Russia

Address 2: 1/2 Rodnikovaya ul., Savasleika s., Kulebakski raion, Nizhegorodskaya oblast 607007, Russia
Websites : http://www.aquanika.com, http://aquanikacompany.ru

Email Address: office@aquanika.com

Avia Group LLC

AKA: Avia Group LTD

Terminal Aeroport Sheremetyevo Khimki, 141400 Moskovskaya obl., Russia
http://www avia-group.su/

Avia Group Nord LLC
17 A, Stratoyava St., Saint Petersburg, Russia
http://www .ag-nord.ru

Bank Rossiya

FKA: Aktsionerny BANK Russian Federation

2 Liter A Pl. Rastrelli, Saint Petersbrug, 191124, Russia
E-mail: bank@abr.ru

www.abr.ru

Chernomorneftegaz
AKA: Chornomornaftogaz , NJSC Chornomornaftogaz
Kirova / per. Sovnarkomovskaya, 52/1, Simferopol, Crimea, 95000, Ukraine.

CJSC Zest

AKA: ZEST Leasing

Address 1: pr. Medikov 5, of. 301, St. Petersburg, Russia
Address 2: 2 Liter a P1. Rastrelli, St. Petersburg 191124, Russia
http://www .zest-leasing.ru

InvestCapitalBank

AKA: Open Joint Stock Company InvestCapitalBank, OJSC InvestCapitalBank, InvestKapitalBank
100/1, Dostoevskogo Street, Ufa 450077, Bashkortostan Republic, Russian Federation

http://www investcapitalbank.ru

JSB Sobinbank

AKA: Sobinbank

Address 1: 15 Korp. 56 D. 4 Etazh ul. Rochdelskaya, Moscow 123022, Russia
Address 2: 15/56 Rochdelskaya Street, Moscow 123022, Russia

http://www .sobinbank.ru

Sakhatrans LLC

AKA: Obshchestvo S Ogranichenni Otvetstvennostyu Sakha (Yakutskaya) Transportnaya Kompaniya,
Sakhatrans OO0

14 ul. Molodezhnaya Rabochi Pos. Vanino, 682860 Vaninski, Raion Khabarovski Krai, Russia

3 Registered in the Companies Registration Office, Parnell House, 14, Parnell Square, Dublin 1, Ireland. Company No.304873.
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SMP Bank

AKA: SMP Bank Open Joint-Stock Company, Bank Severny Morskoy Put
71/11 Sadovnicheskaya Street, Moscow 115035, Russian Federation
Email: smpbank@smpbank.ru

www.smpbank.ru

Stroygazmontazh

AKA: Limited Liability Company Stroygazmontazh, Stroygazmontazh Corporation, SGM
53 Prospekt Vernadskogo, Moscow 119415, Russian Federation

Websites: www.000s8gm.com, Www.0008gm.ru

Email: info@oosgm.ru

Stroytransgaz Group

AKA: Stroytransgaz,: "STG Group"

3 Begovaya Street, Building #1, Moscow 125284, Russia
WWwWw stroytransgaz.ru

Stroytransgaz Holding
AKA: STG Holding Limited, STG Holdings Limited, Stroytransgaz Holding Limited, "STGH"
33 Stasinou Street, Office 2 2003, Nicosia Strovolos, Cyprus

Stroytransgaz LLC
AKA: OOO Stroytransgaz
House 65, Novocheremushkinskaya, Moscow 117418, Russia

Stroytransgaz OJSC
AKA: OAO Stroytransgaz
House 58, Novocheremushkinskaya St., Moscow 117418, Russia

Stroytransgaz-M LLC
26th Meeting of the Communist Party Street, House 2V, Novy Urengoy, Tyumenskaya Oblast, Yamalo-
Nenetsky Autonomous Region 629305, Russia

TEMPBANK

AKA: MAB TEMPBANK OAQ; MOSCOW JOINT-STOCK BANK TEMPBANK OPEN JOINT-STOCK
COMPANY; OTKRYTOE AKTSIONERNOE OBSHCHESTVO MOSKOVSKI AKTSIONERNY BANK
TEMPBANK

36/50 Lyusinovskaya ul., Moscow 115093, Russia

www.tempbank.ru

info@tempbank.ru

The Limited Liability Company Investment Company Abros
AKA: LLC IC Abros

2 Liter a Pl. Rastrelli, St. Petersburg 191124, Russia

Telephone: 7812 3358979

Transoil

AKA: Limited Liability Company Transoil, Transoil LLC, Transoyl SNG Ltd.
FKA: Obshchestvo S Ogranichennoi Otvetstvennostyu Transoil

18A Petrogradskaya nab., St. Petersburg 197046, Russia

Websites: http://www.transoil-spb.ru, http://transoil.com

Email Address: info@toil.spb.ru

Volga Group

AKA: Volga Group Investments, Volga Resources
FKA: Volga Resources Group

Address 1: 3, rue de la Reine 1.-2418, Luxembourg
Address: Russia (any address in)

4— Registered in the Companies Registration Office, Parnell House, 14, Parnell Square, Dublin 1, Ireland. Company N




