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AHOHuUMaun3sepsbl n VPN=ycnyru

 AHOHUMan3epbl — 9TO creuuvanbHble canTbl, MporpaMmbl UMK
pacliMpeHnsa Opay3epa, KOTopble MO3BOMNSAKT CKPblITb [AaHHble O
norib3oBaTenie, ero MEeCTOMONOXEeHUM U MporpaMMHOM obecrnedyeHuu,
KOTOpOE YyCTaHOBMNEHO Ha €ro KOMMbIOTEPE, OT yaarnéHHOro cepsepa.

* VPN (Virtual Private Network) — aTo TexHonorus, kotopast o00beanHsET
OOBEPEHHbIE CETW, Y3rbl U MOSib30BaTENIEN Yepe3 OTKPbITbIE CETU, K
KOTOpbIM HET gosepus. To ectb, VPN — 3TO 3allMLLIEHHOE OKHO ,EI,OCTyI'Ia
B VIHTepHeT. 7




Cxema paboTbl aHOHMMan3epa
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Komnewomep ikmepHem
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AHOHUMaUl3ep
(Proxy-cepsep)

« Jliobon Tpadumk, npoxoasinm vepes aHoHMMmansep (proxy-cepsep), oyaeT UMeTb
ero |IP-agpec BMeCcTo agpec KoMmnbloTepa, C KOTOPOro Obln BbIMOMHEH 3anpoc;

B otnnumne ot cepsepoB VPN, aHOHMMan3epbl (proxy-cepBepa) He pacnornararoT
cpeacTBamMu WwWndpoBaHUs MHPOPMaLUN, NPOXOOAALLEN Yepes HUX.
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Cxema pabotbl VPN

1.

Co3paeTcss TYHHeNb MeXay KOMMbTEepoM
nonb3oBaTens N cepBepoM C YCTaHOBMEHHbIM
nporpaMMHbIM obecnevyeHnem ONa CO3gaHus
BUPTYyarnbHOW YaCTHOM CeTH.

B otux nporpammax Ha cepBepe u
KOMMbIOTEPE FeHepupyeTcsa K4 (naporsb)
AN WndpoBaHUs/paclungpoBKN OaHHbIX.

Lenesov
OTKpbITHIN pecypc
TpadpPuk

3aLUM¢)pOBaHHbM

TpadPpuk

anem VPN-cepsep

Ha KOMIMbOTEPE CcOo34aeTCs 3anpoc U wndpyeTcs C NOMOLLbI CO34aHHOro paHee Krio4a.

3awundpoBaHHbIe flaHHbIe NepeanarTcs No TyHHen Ha VPN-cepBep.

Ha VPN-cepBepe OHM pacwmdppoBbLIBAKOTCA U NPOUCXOAUT BbINONIHEHWE 3anpoca — OTnpaBKka

dhanna, BXo[ Ha CcauT, 3anycKk cepBuca.

VPN-cepBep noaroraBriuBaeT oTBeT, WwndpyeT ero 1 orcbijiaeT 06paTHO Nonb3oBaTENHo.

KomnboTep nonb3oBaTensa nofsy4vyaeT AaHHble U paclindpoBbIBAET UX KIHOYOM, KOTOprIZ Obin

CreHepupoBaH paHee.
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PaboTta c aHoHuUMaunsepom (1/2)
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XameneoH - AHOHUMaMN3ep

XameneoH WMPOKO U3BECTEH cBOel cnocoBHOCTBIO K MackMpoBke. OH MOMKET HaxoauTbCS B NONYMETpE OT
BalUMX r/1as, OCTaBadch NP1 3TOM aBCOMIOTHO HE3AMEYEHHDIM.

Hal aHOHMMaM3ep NnosBoASeT Bam, NoA0BHO XaMeNneoHy, He3aMeTHO 3axoaunTb Ha OAHOKNACCHUKM,
BKOHTaKTe M Niobble Apyrue CaiTbl, AakKe eCaM OHU 3a6NOKMPOBaHbI aAMMHOM.

PekomeHayeM Bocnonbsosatbca HideMy.name VPN ang sawmtbl TpadvKa oT nepexsara.

Ecnm y Bac 3a6/10KMPOBaNM Hall CalT, Bbl MOKETE BOCMO/b30BaThca AHoHMMalzepom NoBlockMe.
Mo Bonpocam, cBA3aHHbIM ¢ paBoTOM calTa, Bbl MOKETE HanmMcaTb Ha support@cameleo.ru.

Beegute agpec canTa Ansg aHOHUMHOIo NPocMoTpa

ccdcoe.org

. vk.com

. odnoklassniki.ru
. mamba.ru

. loveplanet.ru
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PaboTta ¢ aHoHumansepom (2/2)
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AboutUs  CyberDefenceLibrary ~ TallnnManual Events Resources  Cyber Security News

Contacts

AboutUs  Cyber DefenceLibrary ~ TallinnManual Events Resources  Cyber Security News

NATO Cooperative Cyber Defence Centre of
Excellence

NATO Cooperative Cyber Defence Centre of
Excellence

The NATO Cooperative Cyber Defence Ceatre of Excellence is a multinational and
mterdisciplinary hb of cyber defence expertise. The Tallinn-based international
military organization focuses on technok gy, operations and law.

The NATO Cooperative Cyber Defence Centre of Excellence isa
multinational and interdisciplinary hub of cyber defence expertise. The
Tallinn-based international military organization focuses on technology,
strategy, operations and law.
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Pab6ota ¢ VPN

Ao noakntoyeHus K VPN
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FnaBHasn VPN LleHbl Bce HCTpyMeHTbI FAQ Moaaepxka
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AHOHMaun3epbl n nposangepbl VPN-ycnyr

AHOHUMmaUl3ep
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[TosBonseT cKkpbITb IP-agpec v nuyHble gaHHbIE

Bbicokas CKOpPOCTb coeaAnNHEHUA

LLlndppoBaHme gaHHbIX

PaboTtaeT Ha MODOUSTbHBLIX YCTPOMCTBaxX

PaboTaeT He Tonbko Ans MHTepHeT-6pay3sepa

L[loCcTyn K KOHTEHTY, AOCTYMNHOMY TOSbKO B
onpenenéHHbIX cTpaHax

BesonacHOCTb ANs ckadnBaHUS TOPPEHTOB

XXX XXX

RRRKRKQRKR

CTouMoCTb

BecnnaTtHo

[MnatHO
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Puckun n Heyaob6cTBa And nonb3oBaTtensa npu
ncnonb30BaHMM aHoOHMMausepoB U VPN-ycnyr

Bonee HU3Kas CKOPOCTb MHTepHeT-CoeﬂMHeHMﬂ, 4yeM Nnpu O0BbI4YHOM
NnoAKIMYEeHUN

BO3MOXHOCTb yTeYKU AaHHbIX NOoNb30oBaTesnfA (NOrnHbl, Naposnu,
BGaHKOBCKME PEKBU3UTDI, JAHHbIE KAPT U NNATEXHbIX CUCTEM) NPU
HenpasuribHOM HacTponke VPN, a Takxke npu npoxoxaeHuu yepes
aHOoHMMaunsep.

B0O3MOXXHOCTb 3apaxeHUsl KOMNblOTepa BUpycamu (Yepe3 BCTaBKY
BPEOOHOCHOIo Kofa Npy NPOX0XKAEHUN aHOHMMAaN3epoB).

NMpoBanaep, KOTopbIN NpeaocTaBnseT nonb3oBartesnto VPN-ycnyru,
nony4yaeT BCO MHdopmMaLmMo 0 AeNCTBUAX NOMb30BaTesifl BO BPEMS €ro
NOOKITIOYEHUS K ceTn HTEepHET.

> > B>
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VPN B Poccuu n B mupe

* B Poccumn 95% nonb3osartenen He 3HatoT, 4To Takoe VPN 1 3a4em aTa TEXHONMOMNA HyXHa;
* B mupoBom NHTepHeTe npo VPN He 3HaeT Bcero nuuwb 34% nosnb3oBaTerien.

B Poccuun B mupe
5%

m Vicnonbaytot VPN = /icnonbaytot VPN

m 3HatoT, yto Takoe VPN, HO He ucnonbayror
m He 3HatoT, yTto Takoe VPN
NemoyHuk:. Rusbase 10

» He 3HatoT, YTo Takoe VPN



BHeceHune nameHeHum B 3 «0O6 nHpopmauunu,
MH(pPOPMALMOHHBLIX TEXHONOMMAX U O 3aLinTe
UHpopMaLUnN»

YcTtaHoBneH 3anper Ha  obecneyeHne  ucnomnb3oBaHnss B PO  mHdopmMauMOHHO-
TENEeKOMMYHUKALUNOHHbBIX CeTen, MHAOPMALMOHHBLIX CUCTEM U KOMMbIOTEPHbLIX MporpamMv gns
nonyyeHus AocTyna K sanpeLieHHbIM MH(OPMaLMOHHbLIM pecypcam;

C uenblo UCNONHEHUs BNagenbuamMmm Taknx CETEN, CUCTEM U nporpamMmMm yKa3aHHOro 3arnpeta nm
6yﬂ,eT npeaocTaBnATbLCA  AO0CTYNn K MHdopMaunMoHHOMY pecypcy PockomMHag3sopa,
cogepxalwemMmy cBeeHUA O 3anpeleHHbIX MHOoOpPMaLUMOHHBLIX pecypcax;

3a HeuncrnonHeHne cooTBETCTBYHOLLIEro TpeboBaHusa PockoMHansopa B TedeHue 30 gHewn 6yneT
yCTaHaBNMBaTbLCS OrpaHMyYeHue goctyna K MHPopMaLMOHHBIM pecypcam, NPeaoCcTaBnAoLLIMM
[OCTYN K CETAM, CUCTEMaM M nporpammam, Ucronb3yeMbiM s o6xoaa 6rokNpoBoK;

Ha orneparopoB NMOUCKOBbLIX CUCTEM BO3JTOXKEHA 0643aHHOCTb NpeKpawaTb Bblgaa4vy CCbIJIOK Ha
3a0/10KMpPOBaHHbIE MH(hOPMALMOHHbLIE PEeCcYpPChl.
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Bo3mMoOXHO nu 3anpetutb ucnonb3oBaHune VPN-ycnyr
OTAEeNbHO B3ATOro npoBanaepa ¢ TeEXHUYECKON TOYKMU
3peHuna?

MoxHo pacno3HaBatb Tpaduk VPN un 6nokmpoBaTthb ero,
HO ANs 9TOro HeobxoaMMo AOPOrocTosLlee obopyagoBaHuMe.

B cnyyae co cmMaptgoHamMn M nnaHweTamMm MOXHO TaKxe
orpaHnymtb pgoctyn kK VPN-cepBucam no «KUTanucCKou
mogenun» — ecnu PockoMHags3op goroBoputcst 06
UCKINHYEHUN VPN-cepBUCOB n3 MarasmHoOB

MOOUJIbHbIX MPUNOXEHUMN.
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MHeHune NHTepHeT- nonb3oBaTeneu

* 9500 y4yacCTHMKOB oOMnpoca nporosiocoBanuM nNPOTUB 3akoHa O OrnoKNpOBKE
aHOHMMamn3epos

Noanep>xnBaeTe sin Bbl 3aKOH 0 6/10KkMpOBKEe aHOHUMaW3epoB?

HeT, HTepHeT - 3To cBoOoaHas 30Ha, rae Bce A0MKHO ObITb AOCTYNHO

49 ronocos

Het, 3anpeTaT ogHo, npuayMakT apyroe!
10 ronocoe

[a, 5 338 NoNHbIN 3aNpeT pacnpocTPaHeHUs HE3aKOHHOW MHOPMaLMK B UHTEPHETE!

3 ronoca

Becero ronocos: 62

UcmoyHuk: [azema «[llpaso» 30.10.2017
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Kak nonb3oBatenun 6yayt ooxoautb 3aKoH 00
aHoOHuUMaunsepax n VPN-ycnyrax
* AHOHMMaun3epoB n cnyxd6 VPN Tak mMHOro, 4to 3abrokupoBaTb BCE 3TU

pecypcbl HepeanbHO. Bcerga MOXXHO OyaeT HaUTU He3abNMOKUPOBaHHbIN
pecypc, He UCTONMHAKLWMIA TpeboBaHNA JAaHHOIO 3aKoHa.

*  MoxHo co3gaTb cBoM coOCTBEeHHbIN VPN Ha apeHaoBaHHOM 3apybeXXHOM

canTe (Takas ycnyra MOXeT cTaTb MONynspHOW yXe B Onwxawnwue napy
ner).

- Ecnun Apple Store n Google Market nepectaHyT npenocTaBnsATb
BO3MOXHOCTb CKayMBaHUSA TeX TMPUIIOXKEHUN, KOTOPbIE HE BbIMOJSTHSAT
npeanucaHna OaHHOro 3akoHa, TO MNOoNb30BaTeNiM HAYHYT CKayuBaTb UX
n3 aJiIbTePHAaTUBHbIX MCTOYHUKOB TMna www.apkmirror.com,
http://m.apkpure.com, http://f-droid.org n 1.4.
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http://www.apkmirror.com/
http://m.apkpure.com/
http://f-droid.org/

1. 3anper

ANMUAOT AHOHMMam3epPoB 1 VPN

—3TO AOPOro,

| 2. C y4ETOM

L\ HE3HAYUTEABHOTO
KOAMYECTBA AIOAEM,

MOAb3YIOLLMXCS

AQHHbBIMM YCAYTAOMMU, -

3TO HeueAecoobpasHo;
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3. ECTb MHOIO
crnocoboB 06OUTU STOT

3arnperT.
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A camoe rnasHoe...

BmecTo TOro, 4tobbl HanpaBUTb OOMOSHUTENLHbLIE CPEeaCTBa U pecypcbl HA Bopbby C
KNOEPMOLLEHHMYECTBOM, C KpaXenh JUYHbIX [OdaHHbIX W OPYrUMU  CEepPbE3HbLIMU
npobrnemamu B cpepe nHpopmaunoHHon 6e3onacHOCTU, Mbl BopemMca C BETPSIHbIMU
MelibHMUaMun B BUAE aHOHMMan3eposB 1 VPN-npoBanaepos.
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Cnacub6o 3a BHUMaHue!

KoHTakThlI:

FOwkoBa Enena EBreHbeBHa,

PyKOBO)J,MTeJ'Ib NnpoekKTa,
,El,enapTameHT MaKpOSKOHOMI/I‘-IeCKOIZ NOJINTUKN N KNAaCTEPHOro aHarnumsaa,

BHeluakoHoMbaHK
Ten. 8 (499) 954-81-42, 8 (910) 423-26-29

Email: yushkova@veb.ru
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