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1\ Ceccurio
2\ Ilepemauy TaHHBIX

3\ DJIEKTPOHHYIO MOAIIKNCH
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Ceccuda

1\ Exqunsiit API muis Bcex yerpoiicte WEB, i0S, Android;
2\ Blockchain apxuTekTypa a5 661cTpbIX Bx0A0B Ha i0S u Android;
3\ Cobromenue owasp.org: https, cookie-token, url-token, xframe-deny, crypto-random u zip;

4\ OrpannyeHusi: BpeMs aKTUBHOCTH, BpeMsI HETPEPHIBHOU CECCUH, OUH KJIUEHT - OTHA CeCCHUs,
KOJIMUECTBO OIIMOOK = OJIOKUPOBKA U JIP;

5\ One-touch-session: ceccusi JaHHBIX KUBET JI0 IIEPBOTO IIPUKOCHOBEHUS;
6\ Deep-session: rirybokas ceccusi = efuHas 1enodka ceccuii client-fe & fe-be Ha KTMeHTCKUX JaHHBIX;
7\ PazfesibHBIN JIOT M0 COCTaBJIAIOIINM JeNCTBUA: Hadaio, oTipaBka SMS, nosyuenue SMS u T7;

8\ OTP ua Bxop;

KL
D

@ COBKOMBAHK



OTP ua Bxox
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Ilepemaua maHHBIX

1\ OTzenbHas ABYXIIIAroBasi CECCU HA KaXK/JI0€
TIOJINIKCaHNeE, TTO/IIUCAaHNE JaHHBIX KOTOPBIE yiKe

AES

. ADVANCED
Ha cepBepe, a He nepeiava NOAIINCH C IaHHBIMU;
ENCRYPTION
2\ Encrypted POST: nonosiHUTETbHOE aBTOMATUYECKOE STANDARD

mudpoBanne hopm AES kpunrorpadueii, 6e3 obmeHna
KJIIOUOM II0 CETH;
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DJIeKTPOHHAs MOANUCH: 3 paKTopa OE€30I1aCHOCTHU

dakTop = HE3aBUCUMBIN KaHAJI IOCTABKU IIO/ITBEPKAECHUSA IIOIMCH B OaHK

(2) no corosoii cetn
e ¢ IIPOBEPKOU HOMEPA TenedoH
(1) 1o ocroBHOMY 7 BaHk u IMEI knnenTa npwBs-
WEB coeimHEHUIO C [ 3aHHbIN
HHTepHET-6aHKOM ! k ABO
I | - < SMS B 6aHk |
KrineHTtckue Mapons, OTP, FE server <:> BE server
NPUNOXEHNsI P 060 OBO
. YTOKEH KItoY
WEB,_IOS, < ECDSA, prime256v1 |
Android ; Mpunoxexvne
: Sovcom
\ Factor 3,
S i (3) no coepuneHMIO nio6Goit
WEB co cmapTdona CMapT(OH,
6e3 cBA3n
u3 [Ipunoxenus SF3,
¢ ABO
aCUMMETPUYHAsI

Kpunrorpagus
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DJIEKTPOHHAsA MOAIIHNCh: HACTPOUKHU

HacTpoika uudposoi nognucu

lNapansTp
NanmeHenne HGCTPoEeK G230NacHOCTH,
npefgocragnenne oCTyria 1 apyrue

CYLECTREHHBIE ASHCTBIA, KPOME NNaTexen

MIMCHME W JOKYMEHTHI, HANPEBNAEMbLIE B 6aHK
C UHPpO80OU NOANKCHIO

Mnarexu ao 1,500.00 P
'ﬂﬂamf‘“’- Ao 100,000.00 e

finatexwu casiwe 100.000.00 8

MnaTexun Nexly MOUMI CHETAMM B PaaHbIX
HaNOTAX, BCE CYMMb!

[InaTesin Mesxy MOUMK CHETEMY B OAHON
Banate, BCe CyMMLL
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aHITY3CKUU CIIEHAPHUU

JIV JIJIs1 YETO HYKEH 1apOoJIb /I IIaTeKew f

CLIEHAPUI 3JIOYMBIIIIJIEHHUKA:

1\ OTcenuTh YesioBeKa KOTopblii 3aries B b
¢ TesiepoHa, 00BIUHO B Kade miu TLI;

2\ BeipBaTh u3 pyK TesieoH U yOerKaTh;

3\ I[IpousBecTH 11aTeK, KOTOPBIH no/:[TBepmaeTca
yepes Jla-Het, SMS uiu Push;

\ BepHyTh TesiehOH KepTBE, U3BBUHUTHCA,
0eIaTh MPUCIATh J€HbIU TT033KE;

A3BHIM: kimeHTh 0AaHKOB, I'/Ie IJIATEX

HOM OaHKe ITOATBEPIKAAETCS Yep
niu Push
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SﬂeKTpOHHa}I IIOAIINCDH. BCE 3JIEMEHTDBI BKJIIOUECHDbI

[lndposas nognuce

DInpisasye SMS £ xogom —+
HI MOMED MOGRASHOTO Tenadom
MAD «Coaxeomtess 4106

OB TR AT CEENER B OGO
npenaeeyim sSavoom Faclor 3«

HappATe 9L AEVCTSVOUMA [T
TROONL RAR MNATOWES

it waill raregon CERMAL aTnpastaid SES-CooSuiem ©
CEIHODRAON WM KITOM B TDOSEANNR TOMHHD 3108 CnEpaum
PhatAN TR G0 TIECRP(IRTE 2ironar & GOl menn

Boegmre nomssmni CERVAL
OFpIopaInaLEIR Kog w3 SMS

Beranie Pyros & USE paviene
KN IEE 1 ESepM T SIN0M (J

CETanoon spemi 176 cm
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