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LEAKEDSOQURCEE

HAS YOUR INFORMATION BEEN*LEAKED?

2,293,680,424

CKOMI‘IpOMETMpOBaHHbIX y‘-IeTHbIX 3anuceu B base
[lochegHue NOCTynNAeHUA:

CTpYyKTypa AQHHbIX:

Username
Reg e-mail address

Password (clear/SHA1/MD5)

Source IP-address
other info

DVDrBase.info - 90,174 users -
October 8th, a:2013

AllGsmun.com - 134,859 users -
September 15th, a:2016

SprintUsers.com - 422,681 users -
September 16th, a:2016

Enworld.org - 284,586 users -
September 14th, a:2016



1 @yahoo.com 126,053,325/24  |@NONE 790,159 |47 |@gamail.msprod.msp|328,267
2 @hotmail.com 79,747,231 |25 @vyahoo.fr 741,962 | 48 @peoplepc.com 325,192
3 @gmail.com 25,190,557 |26  |@att.net 685,951 |49 |@music.msprod.msp (324,173
4 @aol.com 24,115,704 |27  |@earthlink.net 652,769 |50 |@yahoo.ca 320,579
5 @aim.com 5,345,585 |28 |@hotmail.es 612,748 |51 |@tmail.com 314,187
6 @live.com 4,728,497 |29 |@yahoo.co.id 604,816 |52 |@gmx.net 310,143
7 @hotmail.co.uk 4,701,850 |30 |@yahoo.com.my  |601,114 |53 |@netzero.com 308,410
8 @msn.com 4,378,167 |31 |@yahoo.com.br 551,956 |54 |@yahoo.it 307,122
9 @myspace.com 4,257,451 32 @charter.net 548,031 \55 @optonline.net 306,284
10 @comcast.net 3,275,651 |33 @yahoo.de 543,823
11 @ymail.com 2,866,796 |34 @live.fr 518,523
12 @sbcglobal.net 2,793,292 |35 @netscape.net 510,577 #CTa T M CT M Ka
13 @hotmail.fr 2,335,422 |36 @live.co.uk 502,121
14 @web.de 1,486,602 ||37 @libero.it 490,151
15 @rocketmail.com 1,420,819 |38 @googlemail.com 430,112
16 @yahoo.co.uk 1,384,943 |39 @wp.pl 401,928
17 @verizon.net 1,255,478 |40 @live.com.mx 397,944
18 @cox.net 1,082,304 ||41 @yahoo.es 389,453
19 @mail.ru 1,040,442 |42 @yahoo.co.jp 351,781
20 @hotmail.it 1,018,406 |43 @btinternet.com 349,642
21 @bellsouth.net 961,018 44 @mail.com 343,346
22 @gmx.de 959,852 45 @excite.com 335,215
23 il de 852,256 |l46  |@yahoo.com.mx 330,927

it A DG Yn"o 1y rnni

LEAKEDSOURCE

ATINN r\r‘r‘lv'rnvrn?




LEAKEDSOURCE

| BEEN-LEAKED?

HAS YOUR INFOR

#AOKa3aTenbCTBa

1 UnitedStates 13,711,788 |
2 [Turkey 3,984,906 ||
3 United Kingdom 3,646,707 |
4 Poland 2,569,583 |
5 Ttaly 2,084,394 |
6 Germany 2,054,638
Canada 1,633,484
France 1,606,438
Netherlands 379151;8
S 538
33,854
1 homelesspa
2 |passwordl 585,503 |
3 |abc123 569,825 |
4 123456 487,945 | 28,049
5 |myspacel 276,915 25,334
6  123456a 244,641 23,892
7 123456789 191,016 23,075
8  |al23456 165,132 22,888
9  |123abc 159,700 22,122
10  |(POSSIBLY INVALID) /158,462 | 2826\1




LleHa ana dpusnueckux auy

Period Bitcoin
1 Day trial $2.00

7 Days $8.00
14 Days $15.00
28 Days $25.00
3 Months (90 Days) $70.00
6 Months (180 Days) $135.00
12 Months (365 Days) $265.00

LieHa ana lopuauueckux nuy

Very small companies 1 Month:$1,000 (per month USD)
Small companies 1 Month: $ 5,000 (per month USD)

Me-"" large companies 1 Month:
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#MmoHeTu3auua

$10,000 (per month USD) ||
's with hundreds of M of users 1 Month:
Contact us for a quote |

PayPal
$4.00
$11.00
$18.00
$30.00
$85.00
$165.00
$320.00

$1,000,000(per breach)
$10,000,000(per breach)

$30,000,000(per breach)

Unlimited

source: e-mail leakedsource.com



PHONE %2v::

137,090,136

CKOMMPOMETUPOBAHHbIX YYETHbIX 3anuceu B 6ase

CTpyKTypa AaHHbIX UCTOYHUKU NOCTYNNEHUA JAHHbIX
- ®UNO0 - 06wepocTynHble AaHHblIe

- Phone number - APl apyrux caMtos 1 cneuumanbHbIX

- Local address ‘N\ cepsucos

- Type of service 4 MHAMBMA’A‘IbeIe «KONNIEKTOPbI»

R Reg e- ma|I addr - UHdopmauuya or nonb3oBareneu

J ther lr" cepsuca np pefucTpauum ©
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#poOKa3aTenbCrea
PHONE 0ksex Q| o) Boiir

Mowuck Bnor KommeHTapun Cratucruka OnpepennTs pernoH Kypcol obmena Nobasuts HoMep FAQ

BAvecnaBoBu "« IRk dRE -

+79082926191

{/‘w < =7
.28, Benwxuit Hod 5" I &z s6n, Poccus, 173007
)I/;"/‘\z’ <

(c) )Kaonoﬁa: NPOTMBO3aKOHHOE pa3melleHne MOUX NEePCOHaNbHbIX AaHHbIX B UHTEPHETE

be3 moez2o coenacua Ha calime https://phonenumber.to 8 omkpeimom docmynmne
pasmeuwieHbl Mou nepcoHassHsle 0aHHble. CCbiAKa HA CMPAaHUyy ¢ AU4YHOU uHgopmayuel:
https://phonenumber.to/phone/79128318281 [lpowy PockomHao3op pa3obpameca 8
cumyaytiu U momMoyYs yoanume-Mou KOHpUOeHUuasbHble 0aHHble. boabwoe cnacubo!
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106014 Nonb3oBaTeb CETH H AV OHET M3a U.@

NHTepHeT MoXKeT 3annatuThb
opraHmM3aTopam camTa
phonenumber.to 3a
NCK/IIOYEHNEM CBOUX AAHHbIX U3
6a3bl 0bwero goctyna npu
nomoum bitcoin no Tekywemy
Kypcy 1 BTC = ~40 000 pybnen.

YcnoBua obeyKaatoTea

MHANBUAYANbHO.

+ nonynsapusaums bitcoin ©
g
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MpuHUKMN «3HaK CBOEro Bpara»

PaboTa c nepBONCTOYHUKOM MO
YA3BMMOCTAM

Cbop 1 aHaNN3 aKTyaIbHOM
MHPOPMALMM O METOAAX U
NHCTPYMEHTAX
310YMbILIJIEHHUKOB

OueHKa yrpos gaa
cobCTBEHHOWM CUCTEMbI 3aLLMUTDI
nHbopmauymnm

MOHUTOPUHT yTEYEK CO
CTOPOHbI YEPHOTrO PbIHKA

PaboTa Ha onepexeHune no
NOATBEP}KAEHHbIM YTeUYKaMm

[MonyyeHne n peanusaumnm
MHGOPMALIMK MO CMEXKHbIM
obnactam




MpuBneyeHne BHYTPEHHUX N BHELIHUX
pecypcos Ans npoBeaeHns KubeppasseaKku

dopmupoBaHMe K akTyann3saLma KpUTepmes

MaluMHHOE 1 NepcoHanbHoe obyyeHue,
NoBbllEeHUe KBainpuKaLmum

Mowuck n otbop NnpoaasLOB/BNageNbLEB
AOCTOBEPHOM MHPOPMaL UK

BepundunKauma nonyyeHHbIX AaHHbIX
OnpeaeneHmne UCTOMHUKA M KaHana yTeUYKu

MpoBeaeHne BHYTPEHHUX MEPONPUATUN NO 4
MWUHUMM33ALUM BEPOATHOCTM pPeLmamBoB

MNoaTBepxaeHne apPeKTUBHOCTH



bnharopapto 3a BHUMaHue!

[oTOB OTBEeTUTb Ha Baluu BONpoOCHI



[A3MPOMBAHK

NMnhewkos Anekcent KOHCTaHTUHOBUM

Ha4ya/IbHUK YnpaB/eHunA
pexxmma nHbopmaunoHHoM 6e3onacHOCTH
[JenapTameHT 3aWnTbl MHGOPMaALUU
Bank ITI6 (AO) r. MocKBa

e-mail: Alexey.Pleshkov@gazprombank.ru
Ten: 8(495)-428-5045



