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Put potential to work: D I S

oHoAaaTenbCTBA K

UBAHUIO OAHHbIX U

DOMBbILUJIEHHbIX Noaxoa K ux
peanusauumu

Muxaun Komapoe,
Hupekmop no pazeumuro 6u3sHeca,
PeweHusi Informatica

DIS Group
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CtatucTtuka no Poccum DIS

/. ZECURION

ANALYTICS

PucyHok 4 p

YObITKN OT yTe4ek
MHboOpMaumm

Knio4yeBblie BbiBOAbI
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B 2015 roay 3apernctpupoBaH peKopAHbin yuwepb oT ytedek uHpopma-
unn — Gonee $29 mnpga.

Poccusa Ha 4 mecTe (nocne CLUA, BennkobputaHumn v Kadaasl) B MUpe no
ymcny yredek (49 nybnnyHeix nHumpoerTta 3a 2015 roa).

DurHaHCOBLIE AaHHble GU3NUL, — OANH U3 CaMblx BOCTPEDOBaHHbLIX KNbep-
NPecTynHUKammn TMnos nHpopmaumm — ytekaoT B 19,1% nHumaeHTos.

$29,345 Mpa
$25,110 mnpa

$18,534 mnpn

2013 ron, 2014 ron, 2015 ron

MCTOoYHMK: YTeukn KoHpmaeHumansHon nigopmaumm B Poccum 1 B mmupe. Zecurion Analytics 2016






MackupoBaHue AaHHbIX DIS

HeobXxoAMMbIN KOMMOHEHT CUCTEeMbl 6e30nacHOCTHU

MackupoBaHue TeCTOBbIX
OAHHbIX:

° TecTtoBble cpeapl

MackupoBaHne ocobo
BaXKHbIX MPOAYKTUBHbIX
OaHHbIX Ha NeTy:

* CRM, ERPurTpA.

PaboTta ¢ Tekywmmmn
NONUTMKaMM N yCTpaHEHNE
npobesnos B
NHJopMaLMOHHON
GesonacHocTn
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dCKnpoBaHue AaHHbIX!

CepBepa CYB[

KoHTponb
P LndpoBaHue Knioum

AocTtyna 3aWmThl

—_— 2 M~ D f =
cyb cyb cyb

MoHuTopuHr aktusHoctn CYb[

BHyTpeHHUN
... ~ KOHTYp .

“OpraHnsauyum OMmKHbI UCMONb30BaTh MAacKMpOBaHME AaHHbIX AN 3aWwmTbl KOHPUAEHUMANBHbIX
OAaHHbIX OT 3r10ynoTpebneHnn nHcangepoB 1 BHELHUX Yrpo3” Gartner, Data Masking Magic Quadrant



TpeboBaHUe 3aKoHOAaTeNIbCTBA MO DIS
obe3nnunBaHUIO AaHHbIX

3akoH Ne 152-d3 «O
nepCoHasribHbIX AAHHbLIX»

CornacHo 3akoHy Ne 152-®3 nepcoHarnbHble JaHHble - nobas
MHdopMaLMA, OTHOCAWAACA K onpeAerieHHOMY WU
onpeaenseMoMy Ha OCHOBaHUM TakKon UWHcpopmaummn
dusnyeckomy nuuy (CyobekTy nepcoHanbHbIX AaHHbIX), B
TOM 4yucne ero cpamunus, UMs, oT4YeCTBO, roA, Mecsl, AaTta
M MeCcToO poOXAeHUs, agpec, cemMelHoe, couManbHoe,
MMyLLeCTBEHHOE MosioXXeHne, obpa3oBaHue, npocpeccus,
aoxoAbl, Apyraa nHdopmauums.

CT. 26 3akoHa «O 6aHkax u
O0aHKOBCKOM AeATeNbHOCTU»

CornacHo cT. 26 3akoHa «O 6aHkax 1 baHKOBCKOM
AesaTenbHOCTU» K BaHKOBCKOW TalHe OTHOCUTCS MHpopmaums
00 onepauuax, cyeTax n Bknagax KnmeHToB n
KoppecnoHaeHTOoB. [10 pocCcMNCKOMY 3aKOHOAATEeNbCTBY
KpeauTHas opraHuMsaums rapaHTupyeT TanHy 6aHKOBCKOro cyeTta
n BaHKOBCKOro BKflaga, onepauum no cHeTy U CBeLEHUN O
KIMEeHTe.
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TpeboBaHuMe 3aKoOHOOaTeNbLCTBA MO DIS
ob6e3nMunBaHUIO OaHHbIX

Obe3nnumnBaHmne nepcoHanbHbIX JaHHbIX OOIMKHO obecneymBaTb HE TOMNbKO
3almTy OT HECAHKLUMOHNPOBAHHOIO MCMNOSIb30BaHUS, HO N BO3MOXXHOCTb UX
006paboTku. [1nsa atoro o6e3nnyeHHbIe JaHHbIE OOMKHbI 0bnaaaTb
CBOMCTBaMM, COXPaHAKOLMMN OCHOBHbIE XapaKTEPUCTUKN 0D0e3NnYmMBaemMbIX
nepcoHanbHbIX JaHHbIX. *

*MNMpuka3 PegepanbHON CNyXXObl N0 Haa3opy B cdepe cBA3U, MUHPOPMALMOHHbIX
TEXHOJIOrMK U MaccoBbIX KOMMYHUKauun (PockomHan3sop) ot 5 ceHTabpa 2013 r.
N 996 r. MockBa "O6 yTBepxaeHnn TpedboBaHMU N METOAOB NO 00e3NTMYNBaAHUIO
nepcoHarnbHbIX AaHHbIX"
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CBoOMCTBa 06e3MMYEeHHbIX AaHHbIX DIS

°  NOJIHOTA (CoXpaHeHue Bcel MHADOPMaLMN O KOHKPETHBIX CyObekTax unm rpynnax
cybbekToB, KOTOpasi MMenach 40 06e3nNnyYnBaHus);

°  CTPYKTYPUPOBAHHOCTb (COXpaHEHNEe CTPYKTYPHbIX CBA3EN Mexay 00e3nmnyeHHbIMU
OAHHBbIMU KOHKPETHOIO CyObekTa Unn rpynnbl CyObEKTOB, COOTBETCTBYHOLLIMX CBA3SM,
nmetrowmmca oo obesnnunBaHns);

°  peneBaHTHOCTb (BO3MOXXHOCTb 00paboTkM 3anpocoB No obpaboTke NnepcoHarnbHbIX
OAHHbIX U MOMyYeHusi OTBETOB B OVMHAKOBOW CEMaHTUYECKON dhopme);

° CeMaHTM4YeCKas LeNIOCTHOCTb (COXpaHEHME CEMAHTUKN NEPCOHANbHbIX AaHHbIX NPU
nx obesnmumBaHnn);

°*  MPUMEHUMOCTb (BO3MOXHOCTb pelleHuns 3agady o06paboTkm nepcoHanbHbIX AaHHbIX,
CTOALLMX Nepen onepaTopoM, OCYLLECTBASOWNM 0be3nninBaHne nepcoHanbHbIX
OaHHbIX, obpabaTbiBaeMbIX B MH(POPMALMOHHbBIX CUCTEMAX NepCoHanbHbIX AaHHbIX, B
TOM YUCne Co3faHHbIX N YHKLUNOHMPYIOLWMX B paMKax peannsaumm degepanbHbiX
LenesbIX NporpaMmm (ganee - oneparop, orneparopsl), 6e3 npeaBapuUTenbHOro
neobesnnumnBaHus Bcero obbema 3anmcen o cybbekTax);

°*  AHOHUMHOCTb (HEBO3MOXHOCTb OHO3HAYHOW NMAEHTUPUKaALNM CyObEKTOB AaHHbIX,
NOSTlydeHHbIX B pesyrnbraTe obesnnunsaHnd, 6e3 npuMeHeHUss JONOSTHUTENTbHON
MHGOOpMaLUN).
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MpombiwineHHaa nnatdgopma Ans
obe3nnumBaHua AaHHbIX — Informatica TDM

Informatica
L X ] -
Sensitive Data
Discovery
cpenbl
ee e Paspabotka
Persistent Data
MpunoxeHus =0
e o -
Test Data Subset S PaspaboTunku
- I TecTUPOBLUUKMU

o® ©
Test Data
Generation

o ©
Data Privacy
Validation

Test Data Management

byueHn
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MeTogonorusi Informatica no DIS
obe3nMunBaHUIO gaHHbIX

>
'E Compliance Officer DBA(s) Developers SME(s) Data Analysts
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Data Masking & Data Masking Data Masking &
Data Validation Business Glossary
. . DBA(s) App Owners DBA(s) Compliance
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= Data Masking, IDE & Data Masking Data Masking

Business Glossary
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IduHamMmunyeckoe MacKkupoBaHue DIS
3awuma OaHHbIX 8 NMPOOYKMUBHbLIX cpedax

* Informatica Dynamic Data Masking 3awuLiaeT KpUTUYECKM BaXXHYO MHPOPMaLINIO
nonb3oBartenen u NPUIOXKEHUM, KOTopble He AOIMKHbI MMETb OOCTYI K HEW

« ObecneumBaeT Ana Kaxgoro nonb3oBaTtensa 4ocTyn K MHopMauum B COOTBETCTBUN C
OaHHbIMK 00 naeHTUdMKaumm, ponbko n 06nacTbio OTBETCTBEHHOCTU BE3 NBMEHEHUS
NPUNOXeHU 1 6a3 gaHHbIX

° EJ'IOKVIpyeT AOCTYMN K AaHHbIM MNOJIHOCTbKO UJTN YaCTU4YHO NO npaBuJiamMm B©esonacHocTu

Authorized User Unauthorized User A Unauthorized User B

Original Values Masked Values Scrambled Values

1234-6789-1000-4422 |
| 2233-6789-3456-5555 °

Dynamic Data Masking ‘
applies rules based on user context
‘—.—’ Value in database

Database containing 3890-6784-2945-0093
sensitive data 3245-9999-2456-7658

3890-6784-2945-0093 Y XXXX-XXXX-XXXX-0093 .
3245-9999-2456-7658+ XXXX-XXXX-XX¥v-7658
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Kakue paHHble HY>KHO MacKMpoBaTb B DIS
pearibHOM BpemMeHun?

* JlaHHble VIP KnnMeHToB

» KoHTakTHaa nHdopmauyms

*  dunHaHcoBasa nHdpopmauus

- Kommepueckaa TamHa

- Jliobasi gpyrasa 4yBcTBUTENBHAA MHOPMaLUS

* MHpopmauus, K KoTOpon MMEKT AO0CTYMNbl pasHbie
rpynnbl Nonb3oBaTeENen

* Jltobble KNMeHTCcKMe aaHHble AN MHOCTPAaHHbIX
KOMMNaHn



-
OGe3nnynBaHmne AaHHbIX DIS
3awuma npomMbIWIIeHHbIX U mecmoe8bIX OaHHbIX

HenpoayktuBHble
cpeAabl
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OLTP-cuctemsbl

Dynamic Data Masking
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TpeHepbl
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DIS

CbEPBAHK

Bceraa psaom

Pe3ynbrathl BHeApeHUs

‘3 Tpynoemkoctsb 00e3nmunBanus AC cHixkeHa ¢ S0 10 3 yea-aHei

i‘s 8 TpynoeMKocTh IIPOBEPKH 00€3IMYEHHBIX JaHHBIX COTPYIHUKAMU HH(POPMAILIMOHHOM
0e3onacHOCTH cHUkeHA ¢ 10 10 3 yesr-aHei

#ﬂ AC «O0e3n1uKBaHUe» BHEJIPEHA B MPOMBIILIEHHYI0 KCILTYATALHIO

‘E Pa3pabotanbl kapThl 00e3miurBanus s 6osiee yem 60AC ¢ pasnumunbive THIAMHU BJ]
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