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50%

COTPYAHMKOB
XPaHAT W BbIHOCAT
KOH®UAEHUMANbHY
to MHpOpMaLMIo Ha
JMYHBIX HOCUTENAX

40%

COTPYAHMKOB
OTKPOIOT
B/IOXKEHHbIN dain
HEeU3BECTHOro
cojepXaHuA

HenpeaHamepeHHo

KOHPUAEHUMAIbHY

DUKCMPYyEM PUCKU

40%
pasrsawatT

10 MHpOPMaLto

30%

paboyero BpeMeH!
COTPYAHUKM
MPOBOAAT B

COLMaIbHbIX CETAX

KOHMdDMAEHUMANbHDI

20%

X cdannos
HaxoZAaTca B
OTKPbITOM ZIOCTYre

15%

NMoJIb3yHTCA
noTeHuMasibHO
onacHbiM MO:

Skype, TOppeHTbl,
TOR, Team Viewer
uT.A.

5%

COTPYAHWKOB
nepeaator
nHdopmaumio B
KOPbICTHbIX LieNsfX

10%

COTPYAHWKOB
HaxoZATcA

aKTMBHOM B MOMCKe
paboThl




dopmurpyem cTpaTeruto

Ob6ecneunTb 3aWMTy NEepCOoHasIbHbIX AAHHbIX B
COOTBETCTBUM C TPEOOBAHUAMM PErYNATOPOB

o ®OCTIK Poccumn
I'Ipep,OTBpaTMTb YTEYKHU KOHd)Mp,eHumaanOM

"o epansHas cnyx6a
n HCI)OpMaLIM " ; R r%l Tg?ma:ecxony "
s 3KCMNOPTHOMY KOHTPONIO

O6HapyKMBaTb M OTPaXKaTb BHELUHUE aTaKM

OpraHu3oBaTtb paboTy cayx6bl Mb

KoHTposmpoBaTb AeATeNbHOCTb NOJIb30BaTENEN C
NPUBMNErMPOBAHHbLIMM NPaBaMM

Monyuntb amuensmo OCTIK Ha ageAaTeNnbHOCTb No
TEXHUYECKOM 3aLumTe KoHDUAEHUMaNbHOU
MHpOpMaLUH
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[lpepoTBpaLlaeM yTeuky KOHQUAEeHLMaNbHOW
MHPOpMaLUK
Forcepoint Triton DLP

Pa3rpaHnyeHne 1 KOHTPOJib JOCTyna COTPYAHUKOB NpwU
pa60Te B UHTepHeT, aHanm3 HTTPS Tpaduka

(DVIJ'IpraLlMFI HeKenaTesibHOM NoYTbl M malware

KoHTeHTHas punbTpaums

dunbTpayms
TRITON AP-WEB KOHTponb BCEX KaHaN0B YTEYKM: KONMMPOBaHUE HA
BHELLUHWE HOCUTE/IN, CETEBOE XpPaHMAULLE, NeYyaThb,

OoTnpaBKa Ha e- mall M 3arpy3sKa Ha B36 - CEpBMUCHI

aHTUCNaM AnA
KopropaTt1MBHOU

NOoYThbl

Ha MK, BHELWHWUX HOCHUTENIAX, OBLLMX CeTEBbIX pecypcax

DLP

AP-DATA, AP-
ENDPOINT

MoncK No uMpPOBbIM OTNEYaTKaM AaHHbIX, MHAEKCaM
Tabauy, 6a3 gaHHbIX, pacrno3HaBaHWE TEKCTa

ontnyeckmmm metogamm (OCR)

Moanep:kka pycCKoM KOAMPOBKM U MHTepdenca

ABTOMaTHYeCKoe CbOpMMpOBaHMe OTHETHOCTH MO

[CDMKcaLI,MFI KOH®UAEHUMANBbHBIX AaHHbIX, XPaHALMXCA
[ paboTe NoJib30BaTeNien U TEKYLLMX Yrpo3ax
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NORTPOUJIVIDYyEM TPVIBVJICT VIPDOUOBdHHADIX
no/b3oBaTenen

AYE21EI

[EAMHaﬂ TOYKa AO0CTYyMNa K K/JK4YEBbIM CUCTEMaAM

[ynpaBneHme Napo/ISIMU M peasim3aums NaposibHoOM
MOJIMTUKM

’KOHTpOﬂb M yNpaBieHMe JOCTYrNOM

’3al'll4Cb ceccum IAHanm aKTMBHOCTMU

Pa3pbiB ceccui No HacTpoMKam NOJIMTUK MK MO
| KomMaHae

IPa60Ta 6€e3 UCno/Ib30BaHMA areHToB

VPN

e

AOMUHUCTPaTOpP

TR

WUT uHbpacTpykTypa WT uHcbpacTpykTypa

CRM Moyta WHTpaHeT u .
AKTWBHBIW y3en Pe3epBHbIX y3en
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Ynpasndem yYETHbIMIN 3aMNnCcaMU
Dell One Identity Manager

YnpaBneHue AoCTyNoM, KOHTPOJib
YYETHbIX 3anucen 1 NpUBMIErUM NO BCEM
OpraHu3aLMMu OCYLLECTBASETCSA U3
€/IMHOMN CUCTEMbI

MUHMMM3AUMA pUCKA OLIMOOK
nepcoHasa, nosblleHMe
3 PEKTUBHOCTMN M 6e30NacHOCTH
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Otpen 3apauu
Kagpos YNpasieHus

PernameHTdl  Moantuku

Quest’One

CHueHue Harpysku Ha UT -nepcoHan, |dentity Manager
KOp3MHa CaMOO6C}1y>+(MBaHMF| E—————
AyauTopckue I I I I KoHTponbHas
oT4yeTbl naHesb
4 ‘ COOTBETCTBUA
UJMDOKMG BO3MOXXHOCTU ayanUTa U f ' Hopmam UB
OTYHETHOCTU
KaTtanoru, no4ytosble cuctemol, ERP-cuctembl, pecypcobl
Windows, UNIX u maiHdpeiimos
O6LWMPHBIN NopTdhenb MOAYbHbIX U
MHTErpUpOBaHHbIX peLleHnn
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bnoknpyem DDOS - aTtaku
Arbor Pravail APS

oA, o), o
CIRER)

ISP _
Pravail APS

o e

ISP

ABTOMaTM4eCKOe O6HapyKeHMe U
npeAoTBpaLeHMa aTakK

3alwmTa OT HOBbIX YrpO3 3a CYET CAYXKObI ‘ A
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[ToaBOAVNM NTOT U

O6bEM MHBECTULMUM - 72 MJIH. pY6.

Cpok peanusaumm 2014 - no HaCT BpemA

CootBeTcTBUE TPpeboBaHMAM 15203, 230-P3

JinueHsua PCTIK Ha aeAaTeNIbHOCTb MO TEXHUYECKOM 3alumTe
KOH(MAEHUMANbHOU MHOpMaLUmM

3almMTa yTeuyeKk KoHduaeHuManbHoM MHDOpMaLyM, NOJHbIM
KOHTPOJIb IEMCTBUM COTPYAHUKOB, CUCTEMbI NPe0TBPaLLEHUS
XaKepCKMUX aTak

€L CEHTUHEA 10

EEEEEEEEEEEEEEEE



Cnacmbo 3a BHMMaHue!
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