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O KOMIMAHUU

KrnoyeBbie BO3MOXXHOCTU

o anMeHﬂeM TE€ Xe TEXHOIT0MNN, 4YTO N pealibHble XaKepbl

BOCI'IpOI/ISBOLlI/IM aTakn BHELWWHNX 3J10YyMbILLTEHHUKOB U BHYTPEHHUX HapyLIJMTeJ'IeIZ

© Bbigensem ysa3BUMOCTU, HEOOCTYMNHbIE ANA CKaHePOB 6€30MacCHOCTU M NPOYUX aBTOMATU3UPOBAHHbIX
TEXHUYECKNX peLLleHnn

® AKUeHTUpyeM CBOe BHUMaHME He Ha LUMPOKO pacrnpoCTpaHeHHbIX owmnbkax B NporpammHOM obecrnevyeHnm
N CTaHOapTHbIX YS3BUMOCTSAX, @ Ha pearbHbIX yrpo3ax, CnocobHbIX HaHeCT ypoH UT-uHdpacTpykType
U NPUBECTM K PMHAHCOBLIM UNN penyTaLMOHHbIM NOTEPSIM

Ycnyru

|

® Ayaut web-npunoxeHui

© BHewHun ayouT U BHYTPEHHUN ayauT:
MOOUIbHBIX YCTPOMCTB WLAN
VolP DMZ v T1.4.

® KpumunHanuctnyeckum aHanms

O6ecne4veHne 6e3onacHocTy Npu paspaboTke MO
© AyauTt 3aWwuTbl AaHHbIX

CobcTBeHHast nabopaTopus BbisiIBNEHUS
YyA3BUMOCTEN

KnneHtbl

BaHku, rocygapCcTBeHHble CTPYKTYpbl, CTPaxoBble KOMMNaHWKN, TOProBble NMAOLaaKM, OH-NanH Gupxu,
WHHOBALMOHHbIE KOMMaHUK 1 NpoussoanTenu B Poccun, ABctpumn, Nepmanumn, Lsenuapun, Jlntee
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TAPTETUPOBAHHAA YIPO3A

KOY (KomnnekcHble JonroBpeMeHHbIe YTrpo3hl)

KaTeropus knbepnpectynneHuin, npecrnenyoumx
Luenn B busHece 1 nonutuke

OMI'IHEKCHbIE mOHI‘OBPEMEHHbIE rPO3bl
MCMOMb3YIOT CIIOXHbIE MEANEHHO M CKPLITHO, 1X BblGpanu Bauy OpraH13aLmio: OHI OXOTATCS
MeToOoMorM Ans OCHOBHaS LieNb - He BbITb 38 KPUTU4ECKN BAXHOM ANA Bac
KOMMPOMETaLMM LiENH 0BHAPYKEHHBIMM KaK MOKHO nHdopmaumenr. OHM XOPOLLIO MOArOTOBIMEHb,
nonblue OopraHun3oBaHbl, MOTUBMPOBAHbI U HE
UCMbITbIBAIOT HEJOCTaTKa B CpeAcTBax
) WwWw.securitymonitor.ru
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AOOJNNITOBPEMEHHBIE

TAPTETUPOBAHHBIE ATAKMU:

Yt0 3107

TAPTETUPOBAHHASA ATAKA

c, OTKA3 B
— D O5CnYHMBAHMN

"

KPAXA
NHOOPMAL NN

LUINUOHAN/
CABOTAX

KTO 310YMbIWWNEHHUK?
* DHTy3MacThbl
* «OBUKEHHbIE» COTPYAHUKMU
* OpraHW30BaHHble NPecTynHble
rPynnMpoBKM

HETAPTETUPOBAHHAA ATAKA

. CO3[AHME
~ BOTHETOB

N e

MACCOBOE CNAMEPbDI

PACMPOCTPAHEHUE '—“—

BPEAOHOCHOTIO NO
\ 4

KTO 3/1I0YMBbBIWWNEHHUK?
e Jliobutenun
* «CKPUNT-LWKONbHUKNY
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AOOJNNITOBPEMEHHBIE
TAPTETUPOBAHHBIE ATAKMU:

Hapywuntenbs
d Cbop cBegeHUM 0 uenm
7 “- cobepy cekpemHyto
uHgopmayuro” d TouKa BXxoza
= .-4"/ &.—.—/
d BHeapeHune
BpeaoHocHoro N0
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CBOP NEPBOHAYA/IbHASA CO3JAHUE
NHOOPMALMM KOMMPOMETALMA NAAUAAPMA

- MoHuTOp Ge30nacHoCTH Www.securitymonitor.ru



AOOJNNITOBPEMEHHBIE
TAPTETUPOBAHHBIE ATAKMU:

AHaTomMuns

lNepBoHaYanbHaA
KomnpomeTtauua

BEVGEL
nnauaapma

CbOP
UWHOOPMALIUA

DKCKanauma
npueBenerum

3aBepLueHue
aTaku

ObecneyeHre NOCTOAHHOIO
npucyTCTBUA

1

AKTUBHOCTb CETU

)

PeKkorHmcunposKa
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AOOJNNITOBPEMEHHBIE
TAPTETUPOBAHHBIE ATAKMU:

OnbIT NMEPBbLIN

®U3SNYECKOE BHEOPEHUE

> be3 cneunanbHbiXx MEPONPUATUI NO
obecnevyeHnIo CKPbITHOCTH

> 2 Heaenu B3/I0M OCTaBasicA He3ameyeHHbIM

> KomnpomeTauma KpUTUUECKM BarKHbIX
cepBeposB

— Wodel —>
z \ass="n0d8
dh‘;“ lass®
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UCXOAHbIE AAHHbIE

(~)  KpynHas nHOpacTpyKTypHas KomnaHus
v/J '30nMpOBaHHble CermeHTbl CeTu
() Pa3BeTBNeHHaA u pacnpeaeneHHan ceTb

COTpYAHWKM 3HAIN O NPOBOANMON aTaKe
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E
AOOJNNITOBPEMEHHBIE
TAPTETUPOBAHHBIE ATAKMU:

OnbIT NMEPBbLIN

PE3Y/IbTATbI

Ha momeHT
0bHapy»KeHuna B3oMa
CkomnpomeTnpoBaHbl

MepPOoNPUATUA NO .
KPUTUYECKU BaXKHble 4 OrPOMHbIN yLLepb
NPOTUBOAENCTBUIO

cepBepa

KOoMMNaHUu
pa3pOo3HeHbI U1
HeapPEKTUBHDI

MNoTeHUManbHO
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AOOJNNITOBPEMEHHBIE
TAPTETUPOBAHHBIE ATAKMU:

OnbiT BTOPOW

UCXOAHbIE AAHHbIE

() KpynHaa mexayHapoaHas 10rMcTmyeckas KomnaHusa
(v) PacnpepeneHHas ceTb
() bonblioe KONMYEeCTBO COTPYAHMKOB

() COTPYAHMKM 3HANM O NPOBOAMMOW aTake
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B3/10M

> bes cneunanbHbIX MEPONPUATMIA NO 06ecrneyeHmnto
CKPbITHOCTH

> B3nomaHbl noyTOBbIE CEpBEPA U PaNN00OMEHHUKN

PacnpocTtpaHeHo «BpeaoHocHoe MO»

«MHOMUMpPOBaHbI» KOMNbIOTEPbI PYKOBOAALLEFO

3BeHa

A Ve v
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AOOJNNITOBPEMEHHBIE
TAPTETUPOBAHHBIE ATAKMU:

OnbiT BTOPOW

PE3Y/IbTATbI

Meponpuatma no
CkomnpomeTnpoBaHbI

NPOTUBOAENCTBUIO
KPUTUYECKN BaXKHble
pa3po3HEHbI He
paboumne cTaHUMK
NPoOBOAUNMNCH

MNonyyeH pgoctyn K
KOHPMAEHUNANBHbBIM
AAHHbIM HauBbICLIEro

YPOBHA

MNoTeHUManbHO
KpUTUYecKni yuepb
KOMMaHUu
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AOJNNITOBPEMEHHbBIE
TAPTETUPOBAHHBIE ATAKMU:

CnoXXHOCTU NpOTMBOAENCTBUS

@ ObwenpnHATbIE MEPONPUATUA MO
obecneveHna b manoapPeKTnBHbI

@ KonoccanbHble 3aTpaTbl Ha NpeaoTBpaLleHme
aTak

@® HepocTtaToyHOE BHMMAHME MOHUTOPUHTY U
onepaTUBHbIM MEPONPUATUAM

® HapyweHuna 6e30nacHOCTU HeU36eXHbI

% MOHHTO[J 6e30nacHOCTM www.securitymonitor.ru



METObl MPOTUBOOENCTBUA

KomnnekcHbI noaxon

KoHTponb

NepumeTpa: AHTUBUPYC

Firewall,
WAF

Yero He

3almTa XBaTdeT
?

SIEM Endpoint

% MonuTop Ge3onacHocTy
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METObl MPOTUBOOENCTBUA

KomnnekcHbI noaxon

KAK BblTb B/INKE K BPATY?

3AAAYU
1 2 3 4 5
OBHAPYHKUTb ONPEOENNTDb OMNPEAENUTD Y3HATb OTBJIEYb
TOYRY BXOOA NHCTPYMEHTbI LEJTN MOTUBbI 310YMbIWIEHHUKOB

OT PEAJIbHbIX LENEN
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TPEBOBAHUWA

* MOHUTOPWHT B peasibHOM BPeMEHU BPEeAOHOCHOM aKTUBHOCTH
* MpaBaonoAobHOCTb U MHTEPAKTUBHOCTb ANA 3/I0YMbILWIEHHMKA
* BO3MOXHOCTb MHTErpaLmmn B NpOAYKTOBYIO Cpeay

* BO3MOXHOCTb NOAy4YaTb AeTanbHYO MHPOPMaLUIO 06 yrpose

> MpodnnmpoBKa 3/10yMblLUNEHHUNKA

« KoHTpmepbl (Hanpumep, aokymeHTbl ¢ callback-dyHKumnamum)

* HeBMAMMOCTb AN5 3N10YMbILL/IEHHUKOB

* MacwTtabupyemocTb

* MNopaep*kKa 06/1a4HbIX TEXHONOTUN

« OTCyTCTBUE NIOXKHbIX cCpabaTbiBaHUM

5’& MotuTop 6e3onacHoCTH

WWW.Ssecuritymonitor.ru



KOMIMNOHEHTbI

[
=

[MPUBJIEKATEJIbHAA JIOBY LLIKA
LLEJIb: OTBNne4YeHne BHUMaAHUSA 3J/I0YMbILLIEHHUKOB

PEAJIMUCTUYHBLIE KON MHTEPECY IOLLINX
3JI0YMbILLJTEHHMKOB OBbEKTOB

3A[AYA: HanpaBuTb 3/10yMbILJIEHHMUKA MO JIOXXHOMY chnefy

CUCTEMA MOHUTOPUHIA
PE3YJIbTAT: dukcaums Bcex gencTBUn 3/10yMblLLIEHHMKA

% MonuTop Ge3onacHocTy
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KOMIMNOHEHTbI

TOYKA BXOJA

BUPTYAJIbHAA CPELA

AOPYTUE CEPBEPbDI/
CIYXbbl

CEPBUC AD
CEPBWC DNS

KINMMEHTbI

CYB/L

FILE SERVER

N30JIMPOBAHHAA CETb

MNMAHEJ1b
YMNPABJIEHUA

BA3A OAHHbIX/
XYPHAJT COBbITUN

X
ﬂ
:

CWCTEMA YTPABJIEHUA CyberTrap

MonuTop 6e3onacHocTy
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PE3YIIbTATbI

Mpodunb
3/10YMbILWNEHHMKA

[leTannsnposBaHHble
MeTOoAbl U MHCTPYMEHTHI,
MCNONb3yemble BO BpemA
aTaku

YrnybneHHbIh aHanu3 (Kakue
Lenn NpecneayroT XaKepbl,
KaKyto MHPOPMaLIUIO OHU
MLLYT)

UcTopua u
XPOHONOrMA B3/10Ma

NCTOYHUKN
NPOUCXOXKAEHNA
3/10YMbILUIEHHNKOB Ha
ocHoBe ux IP-aapecos
M AaHHbIX DNS
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XPOHONOIrMA O6HAPY)XXEHHOW APT

18

BEREACH DETAILS
Measures in production
DATE Host Activity Remark IP / MD5 p
s stealth vulnerability scan with Block IP
23-Mar H Start reconnaissance "NetSparker". Requests every 3-3 59.188.231.49 ttribution Monitorin,
EntryPoint D q Ty IP pDNS Attribution Monitoring
oo minutes for ~ 3 weeks.
i s e attacker stealing credentials (to login Block IP
13-APf  EntryPoiny SQL lmyection to the web app) i IP pDNS Attribution Monitoring
s ; Block IP
13-Apr (EntryPoint) Webshell upload r00ts.aspx Chinese webshell 221.163.238.146 1P pDNS Attribution Monitoring
Checking which AV is ranning. Trying
to resolve corporate website and mail Monitoring Usage of
5 s I gateway (to verify if they are in the Domain Admins
Tt oint| same network). Basic networ
13-Apr EntryPoi Internal reconnaissance %), Basi %
discovery. Lookup local and domain
administrators.
C&C communication with
14.206.231.75
al3fbda3962858fa76750512
I BHy e exn is a valid and digital 8a¥cfcTf ipfcajkmp Block IP

s Deployment of RAT signed executable fr_gm _Mcﬁfee. The 501eed51578e795af7f2{5b30 1p pDNS attribution monitoring

13-Apr i malware used DLL hijacking 78178 mcsync.exe :

St e | iy hani buse th bf3e07c48a1ddSdc0BbEAEd g g L
mechanism to abuse e e07c48aldd5dc eddc Create IPS signatures
trustworthiness of the signed exe. db09eef2 mecutil.dll

b2d11d56b0e324de962ade76
afb8afd8 mcutil.dll.sys
890f86d6f8315ed6189a42dd
e6c3556f rejbsgzpmwem
portscanner and password extraction
s tools. Working directories are folders log.exe: Create AV signatures
13-Apr (EntryPoint) Upload of misc tools u:'hi_ch are default hiddgn by MS df840ac27051d26355a109cc47  raata IPS signatures
("Hide protected operating system d03fed
files") like c:\Recovery
s dump of cached
o (EntryPoint] passwords
s L Monitor new cronjobs
i : | copy malware over CIFS and trigger
e g‘];:g;’:?t}, e s T start of the executable with cronjob

% MonuTop Ge3onacHocTy
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XPOHONOIrMA O6HAPY)XXEHHOW APT

14-Apr

15-Apr

15-Apr

16-Apr

16-Apr

16-Apr

Databaze

Databaze

Databaze

ns
(EntryPoint),
Domain
Controller

Domain
Controller

Domain
Controller

Internal reconnaissance

Looking for specific user
and systems

Looking for classified
information

Jumping to Domain
Controller

Internal reconnaiszance

Extraction of all
credentials from DC

Looking up for domain controllers
and external hosts (to verify if they
are in the same network])

trying to resolve exposed corporate
mail gateways, internal productive
hostnames and internal users

evidence through dedicated search

strings

copy malware over CIFS and trigger
start of the executable with cronjob

looking up trust relations to other
domain controllers

Internal investigations: attacker is
aware about internal information. In-
Depth monitoring of affected systems
and users.

Checking usage of these usernames on

other Systemsz

Izsue Warning to these specific Users.

Raising Awareness on the specific
research teams. Check that all
measures with this user group are
intact and working (eg. Encryption,
DLF, ...}

Review configurations of domain-
controller

Create Dummy Users with passwords
from CT. Implement Alerting mechanism

on1 abuse.

% MonuTop Ge3onacHocTy

WwWWw.securitymonitor.ru



........................
------------------------

119334, r. MockBa, 5-1 [loHCKOM

npoesg, 4. 15, ctp. 11.
Ten.: +7(495) 984-08-34
E-mail: info@securitymonitor.ru



