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Samsung Knax

KpaTtkoe copeprKaHue

fnaBHoe :

Samsung KNOX — ocHoBa
6e30nacHOCTH
KOPMOPaTMBHbIX YCTPOWCTB
Samsung Galaxy

BEe3onacHaa MobuabHOCTb

Y10 Takoe Samsung KNOX u
KNOX Workspace?

[MTpenmyllectea Samsung KNOX u
KNOX Workspace

[Toyemy Samsung KNOX —
nydllee peleHne B obnactm
besonacHocTH



Samsung Knax

Android n kopnopauuu

[MonynapHaa Ana TNYHbLIX YCTPOMCTB MeHee ncnosibayemas B Koprnopaumax

Ob6Wwmnii pbIHOK CMapTPOHOB KopnopaTuBHbLIN PbIHOK CMapTPOHOB

Good Technology

IDC 12/2014 1Q/2014

- Android - ios - Blackberry - Opyrue
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MonynapHoctb Android: aganTUBHOCTb
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MoasoaHble KamHU Android : yasBumocTb

Android OS nerko
CKOMMNPOMETMPOBATb

1 c M Oﬂ‘l/] CI) MKa LLM 4 ﬂﬂ‘pa 16 million mobile devices hit by
} T eent
Android malware poses as Angry Birds

2. [lony4yeHmne NosIHOro KOHTPOAA

3. [MpeogoneHmne orpaHnYeHnm

YTeyka AaHHbIX

Charging
1. Malware Station

2. Juice Jacking

3. Copy and Post




Samsung Knax

MoasoaHble KamHU Android : yasBumocTb
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3. HeT 3aWWKTbl OT yTeyeK AaHHbIX
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Yro TaKkoe “Samsung KNOX"

Samsung KNnx

[ThaTdopma mobunabHOM BesonacHOCTK Samsung

KNOX — nnatpopma 6€30macHOCTM, BCTPOEHHAA B
YCTPOMCTBA Samsung, YTO AEeNAET 3TN NIAHLLETbI U
CMApPTPOHbI camMbimn Be3onacHbIMM Ha b6a3e Android.
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samsung KM@X - BcTtpoeHHasa nnatdpopma

Samsung
Kn@x

KNOX Framework

Security Enhancements
for Android

BcTpoeHHasn,

NO3TOMY aKTUBHAA BCAKMM Pas,
KOr4a Bbl BK/AOYAETE YCTPOUCTBO
Samsung Galaxy

TIMA

Secure Boot/Trusted Boot

ARM TrustZone Hardware
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KNOX — nnatdopma 6e3onacHocTu

Samsung

Kn@x

KNOX Workspace

KNOX Framework

Security Enhancements for Android

TIMA

Secure Boot/Trusted Boot

ARM TrustZone Hardware

Mnatdopma 3awmTa AaHHbIX NMonHas
G6esonacHocTU* M NPUNoXeHnn* ynpaBnsieMocTb*

*HoBble BO3MOXHOCTU MOSIBASOTCS MO Mepe BbiXo4a HOBbIX BEPCUI
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MNMATOOPMA BE3OINACHOCTHU

Android Stack Samgung Knﬁx Workspace

Android Framework KNOX Android Framework

Android OS
SE for Android

Linux Kernel TIMA
Trusted Boot
Boot Loader

Secure Boot
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AIFEHT-UHCTIEKTOP - Trusted Boot

A agent who checks and records whether original certified firmware have been violated and makes
decisions to allow access to container or not.

Samsung Kn ﬁ)( Workspace

KNOX Container

KNOX Android Framework

SE for Android

TIMA

Trusted Boot

Secure Boot

HW Warranty Bit

TRUSTZONE®

[pocmparcmeo eHympu annapamHoti naMamu, 20e XpaHamcs 0aHHbIe 0 cepmudbuKamax.
Azerm Trusted Boot npogepsem cepmucbukam 8 coomeemcmsLe ¢ XpaHuMb MU OaHHB MU
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AreHT MOHUTOPUHTA - TIMA

BriokvpoBaHue yrpo3 CHapy»ku 3a CHET MOHUTOPUHIA siApa B PEXMME pearnbHOro BPEMEHM.

Samsung Kn ﬁ)( Workspace

‘ Hacker!ll

il 1

TIMA
TrustZone-based Integrity Measurement Architecture
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OOMEHbI BE3OINACHOCTWU - SE for Android

MuHuMm3aums ywepba OT HeaBTOPM3OBAHHOTO AOCTYMa 3a CHET 0b6ecneyeHnss JOMEHOB
6esonacHocTn (Secure Domains) Anst NPUNoXeHNN

Samsung Knﬁx Workspace

KNOX Container

KNOX Android Framework

SE for Android

TIMA

Trusted Boot

Secure Boot

HW Warranty Bit

SE for Android
Security Enhancements for Android
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KNOX — 6e3onacHas koprnopatnsHas mobunbHocTb ans for Android
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3awumTa AaHHbIX
U NpPUNoXeHUun*

*HoBble BO3MOXXHOCTW MOSIBASOTCS NO Mepe BbiXOo4a HOBbIX BEPCUU



5 5 Samsung Knax
BE30OINACHbIA KOHTEUHEP

OTaeneHbIn 6e30nacHbIN KOHTENHEP (MPOCTPAHCTBO) BHYTPU YCTPOMCTBA A1 N30NSLmUm
MPUNOXEHUN N AaHHBIX OT BHELLUHEro Mmpa

Samsung Kn ﬁ)( Workspace
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ArEHT LLUIUOPOBAHUA — wundppoBaHme KOHTenHepa

KoaupoBaHve nHopmaummn BHyTpU KOHTENHEPa U BnoknpoBKka HECAHKLIMOHMPOBaHHOMO AOCTyna

Samsung Knﬁx Workspace

KNOX Container

KNOX Android Framework

SE for Android

TIMA

Trusted Boot

Secure Boot

HW Warranty Bit
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KopriopaTuBHble aHHbIE U NMPUNOKEHNS N30NUPYIOTCS OT
JINMHbIX AaHHbIX U anlﬂO)l(eHMVl

Korpa
BpegoOHOCHOe
npunoxeHue . TUESDAY
«pyTnT» Android, 1 5 '3 5 04.03.2014
OHO MOXeT

BO3[leMCcTBOBaTb Ha
BCE€ YCTPOUCTBO
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BUPTYAJIbHAA YACTHAA CETb — VPN

HaéTt npunoxeHnsm GesonacHbI AOCTYN K ceTu intranet

oR TAmR1535

' Samsung Kn ﬁ)( Workspace
.. KNOX Container
"

Personal data travels KNOX Android Framework

over public network &
does not use enterprise
resources

Personal SE for Android
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""" OaHHble NepemMeLllaloTcA

TIMA

Trusted Boot

aEENHE no GezonacHomy Secure Boot
""""""""""""""""" VPN-TyHHento
Enterprise
oy X HW Warranty Bit

Virtual Private Network
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SINGLE SIGN-ON (SSO) — eanHas ayteHTudomkauns
0151 MHOXKECTBa MPUNOXeHNI
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KNOX — ynpaBneHue & KOHTPOsb

ENTERPRISE NEED MANAGEMENT POLICIES

Configuration

& Kiosk mode © Lock screen

Controls & Limits © Roaming  Application permissions
© APN settings  Phone restrictions

Enterprise Integration

& call logs. IZfMessage logs.
@ Device inventory

Monitoring

Prevent Data Leak

& cac © FIPS VPN

SRG-specific Policies T80

NMonHas
ynpaBnsemMmocTb”

*HoBble BO3MOXHOCTU MOSIBASOTCS MO Mepe BbiXo4a HOBbIX BEPCUI



. Samsung KnBx
YMPABJIEHUE YCTPOUCTBAMMW — arent MDM

MOHUTOPWHT, KOHTPOSb U YNpaBneHne YyCTPonCTBamu.

MDM
Mobile Device Management
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AF'EHT MDM AGENT obecne4ynBaet cobnogeHue

I T-nonNUTKK Kopnopawmn

Wz 5 Centrify

FixmoMINQ mobile |

|
Find

Lock
Wipe Lost Device
Wipe Container

son
600 + nonutuk MDM
m @ Mobilelron

*velia

Coo6blecTtso MDM
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NnoanePXXKA KOHTEMHEPU3ALUU

OT CTOPOHHUX NMPOU3BOAUTENEMW 3a cuét SEAMS

2000

Android Stack Samgung Knﬁx Workspace g

Application Layer

Android Framework
Android OS

a GOOD for Enterprise

_SEAMS APl KNOX Android Framework

SE for Android

Linux Kernel TIMA

Trusted Boot
Boot Loader

Secure Boot

HW Warranty Bit

HW ARM® TrustZone®
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samsung KM@X Platform Security Benefits

[Thatpopma besonacHocTn Samsung KNOX ycTpaHaeT
PUCKM KomnpomeTaumm Android

NMnatdopma 6e3onacHocTn KNOX
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Enterprise Ready : nonHasa nogaep>xka MDM

N

ir Mobilelron
._o...

SOTI %% Maa360

KNOX Framework S xev s L = P
Security Enhancements * : ﬂ o -='8£aCRBerfy- W
for Android s it S
TIMA I swsuncsos CITRIX

Famoc &) NQmebie

Secure Boot/Trusted Boot
ARM TrustZone Hardwar

Absolute Y .
Software VQI'G

Samsung KNOX nocTtaBnaetca ¢ Habopom PyHKL NI MDM Alliance Parthers
ON1A YyNpaBAeHUs YCTPOMCTBAMM MPU MOMOLLM
MDM-pelweHnin OT HalnX NapTHEPOB
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Enterprise Ready : nonHasa nogaep>xka MDM

Samsung KNOX enables Enterprise IT to enforce IT policies

A

Mobilelron

soTI %eed 255360

e 600+ e ==BlackBerry. W
IT-noAnTUK samsuncsos CITRIXC

3abn0KMpoBaThb
FamocB) NQmobie CTepeTb
IT-agMUHKCTPaTOP .
Software 1 Velia C6pOC[/]Tb HapOﬂb
AnbaHc napTHEpPoB MDM 3ab/10KNpPoBaThL

Kamepy
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lNonHaa nogaepxka MIDM : npenmyulectsa

[ThaTpopma be3zonacHOCTH
Samsung KNOX CHUXaeT pUCKu
KomnpomeTtaumm Android

NonHasa noaaepxka Samsung KNOX e e | |

Security Enhancements

CO CTOpOHbl MDM obecneynBaet i
yNpaBAAeMOoCTb yCTpouncTs Galaxy TIMA

Secure Boot/Trusted Boot

Mnarpopma 6e3onacHoct KNOX J
ARM TrustZone Hardware

NMonHasa nogpepkka MDM
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Yro TaKkoe “Samsung KNOX Workspace"

KNOX Framework

Security Enhancements
for Android

TIMA

Secure Boot/Trusted Boot

ARM TrustZone Hardware

Samsung Workspace —
TEXHONOTMA NOAAEPHKKM

+| «ZIBYX NOJ/Ib30BaTENIEN» Ha

OCHOBEe 1 33 CYET NOJHOM
MHTEerpaumum c N1aTtGopmMmomn
6e3onacHocT KNOX
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samsung KM@ Workspace : «aBa nonb3osatena»

[TepCoOHaNbHbIN PEXNM

oR YA 81535
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samsung KM@Y Workspace - npeumyLiecrsa

Mnatdopma 6e3onacHocTn Samsung KNOX
CHU)KAeT pUCKM KomnpomeTtaumm Android
[NonHaa nogaepka Samsung KNOX

co ctopoHbl MDM obecneunBaeT ynpaBasaemocTb
yctpomncts Galaxy

Samsung KNOX Workspace no3sonaeT bbICTpO
NepektoYaTbCa Mexay paboymm 1 TNYHbIM
NPOCTPAHCTBOM, NpeaoTBpaLlad yTeUYKY AaHHbIX

Mnatdopma 6e3onacHocTu KNOX

NMonHaa nogaepkka MIDM

KNOX Workspace

KNOX Framework

Security Enhancements
for Android

TIMA

Secure Boot/Trusted Boot

ARM TrustZone Hardware
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BbiBOA, : N0/NHOE pelwieHue B 0b61acTu
MOobusibHOU 6e30nNacHOCTH

SOTI  Maa$360' v

*%: BlackBerry. W Mobilelron
TP sAMsUNG sDs CITRIX' Good . o ‘

Famoc B  NQmobie

Absolute - »
software " velia N

Mnhatpopma 6e3onacHocTH

KNOX MNonHasa nopaepkka MDM Workspace

Samsung KNOX n KNOX Workspace
- NONHOE pelweHne Samsung B 0b61acTn MobuabHOM 6e30nacHOCTU
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Samsung KNOX : nyylwlee pewieHue
B 06bnactn 6esonacHoctn B 2015 .

GLOBAL MOBILE

moBsiLE
Samsung KNOX — nyywinimm npoayKT «TexHoNnornm B OCHOBe AaHHOro NPOAYKTa
B 06n1acTh 6e30nacHOCTM Ha ABNAOTCA NOAJMHHBIM M 3HAYMMbIM LLIArOM
Mobile World Congress 8 2015 r! BNepésa Ha Nyt obecneyeHnsa NpoOBEPEHHOMN

6e30MacHOCTM Ha MODUbHbBIX YCTPONCTBAXY.



SAMSUNG KNOX WORKSPACE : obbMHbIM Android vs Samsung KNOX SAMSUNG
ENTERPRISE OFFERING
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