MpoTnUBOCTOAHUE aKTYa/IbHbIM
XaKepCKUM aTaKam.
B3rnag u3 6aHKu.
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#6aHKOBCKUN _DULLMHT

obyueHune aHanus3 NeHTecTbl
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#8upycbl _WNOPOBANbLLNKN

AHTUBUPYC  pe3epBuUpoBaHUe  obyueHue



#onepaunu CNP

* MonyyeHue AOCTYNa K peKBU3UTam KapT

* KonnpoBaHue peKBU3UTOB

 CoBepLueHUue onepaLmim NOKYNKU Ha CauTax B
UHTepHert (4yalle - 6e3 noagaepKu cxembl 3D-Secure)

* [lpoaaKa KynaeHHOro tosapa

Llenb: nonyueHue $SS

UctouHuk: MIMNC VISA/MC
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#MOOUNBHDBIN PULLINHT

e KubepckBoTrepuHr

 Co3paHune 3apaXeHHOU baHHEepHOU ceTn
* MaccoBaAa paccbizika KNPUMAHOK»

* CKpbiTaa ycTaHOBKA BpeaoHocHoro MO

Llenb: co3paHue 601-cetu us cMmapTPOHOB,
noay4yeHue nepcoHanbHbIX AaHHbIX

UcTtouHuUK: securitylab.ru



#MobunbHbIN _ PULLNHT

aHanus nHpopmuposaHue aHTUBUPYC



#atakm 1bO

* MNMonyuyeHue HCA yaaneHHo K APM knuenta 46O

* OTchexXnsaHue onepaunm

* CoBepllieHMe HeCaHKUMOHUPOBAHHbLIX NepeBoaos
Ha cyeTa gponnepos
* BbiBOog u3 ctpoa APM KnueHra

 ObHannumBaHue AeHeXKHbIX CpeacTs
yepe3 6aHKOMaTbl

Llenb: nonyyeHue $S$

UcTOYHUK: AHTUApPON
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#nnauaapm

* MNMonyyeHue HCA K APM »epTBbl
* MeponpuaTua no 3akpenneHuio / 3apaeHuto

* U3yyeHue v Nnpoaarka «noae3HbiX» PeKBU3UTOB

* Peanusauusa/pemacKkupoBKa 60Ta

Llenb: noctpoeHne MHPPACTPYKTYPDI
ANA ueneBbixX aTak

UCTOYHUK: AHTUApPON
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HKOHTAKTDbI

NMnewkos Anekcen KOHCTaHTUHOBUY

Ha4YyaNbHUK YNpaBaeHUA
pexnma MHPoOpPMaLUMNOHHOM 6e30MacHOCTU
[lenapTameHT 3aLnTbl UHGOPMAL UK
BaHk 116 (AO) r. MockBa

e-mail: Alexey.Pleshkov@gazprombank.ru
Ten: 8(495)-428-5045



Cnacubo 3a BHUMaHue!
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