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AHapen byxTnapos
OCHOBaTe b M INaBHbIM pa3paboTumk
online.sovcombank.ru

@ COBKOMBAHK

%% YATBAHK




OcobeHHOCTM co3aaHmAa 1 akcnayaTauum MHTepHeT-baHKa YaTbaHK

KomaHpa pa3paboTtymKkos CobcTBEHHaA nnaTtdhopma,
C OMbITOM CO3/,aHMSA BKAtOYaA cpeay pa3paboTku

HEeCKO/IbKUX BaHKOB
(Bce, A3bIK MHTEpPdECca, peno3nTopuin,
(TuHbKOB, NHTepaKkTUBHLIN, LITB-BaHK) KOMMUAATOP, CECCUMN, KPUNTOBAHME)

CBOA apxuTeKkTypa:
MEXaHU3M Ceccuw,
3/1eKTPOHHAA NOANUCD,
APXUTEKTYpPaA CBA3AHHbIX
NIOrOB U Ap.

[MocTaHOBKa 3aaau4 Pa3paboTKa ana
n pa3paboTKa aKcnayaTayum —
APXUTEKTYpPbI «BCerga B arpeccuBHOM
— «OT CUueHapua» cpepe»

MHOro-KOMMNOHEHTHasA cuctema 6e3onacHoOCTH

@ COBKOMBAHK ot YATBAHK



@ COBKOMBAHK 8 (800) 100-10-20

BXO/ B UHTEPHET-BAHK OcobeHHocTK 6e3onacHoro BXOAA
BBenuTe NOMMH ANA BX0aa B MHTepHeT-BaHK 1) U3meHAaembin nornH + CMC Ha Bxop;
Noru =] 2) Pa3penbHbl TOKEH ceccumn (owasp.org);

3) Heobpatumoe wnedposaHne SHA-512
BBeauTe Y1CIo C KapTUHKK cripaBa npu nepegayve ki loyen;

4) WudposaHme popm Kpuntorpadpuem
AES-128 6e3 obmeHa Katoyamu;
= AL Mpoune pekomeHaaLNUM owasp.org
£8] 110 BE3OMACHOCTY (https, x-frame deny v T4);
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limPwd1: "OY90kYUAPqQGXs760Nbelg=="
limBack1: "uTSZDcytVZSIMI1RwEbNKrw=="

17 s

AV E—

lim2: "3ij9jYlepkejj1a7DlJiFog=="
limBack2: "OY90kYUAPqQGXs760Nbelg=="
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viewBack: "OY90kYUAPqQGXs760Nbelg=="

oper: "eAe5d+zcRNOMdnnglxxcjiE1dKYInlgEXd3ZqCM8Y2Y="
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OcobeHHocTn CECCUNU

1) Deep session — ceccua He TonbKo client-
server, HO u serverl-server2 Ha OCHOBe
NAHHbIX KNNEHTa;

One touch — ceccna mox<et 6bITb
NpoBepeHa TONbKO OAUH pas, nocne
«NEepPBOro NPUKOCHOBEHUA» CTUPAETCS;

Per operation session — KaXaad
onepauua — oTae/IbHaA ceccus,
MMEIOLLAA CBA3b C CECCMEN-pOaUTENEM;
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OcobeHHOCTH
LUMPPOBOMN NOANNCHK

HacTpovka LundpoBoKn nognmcu

MapameTtp Cymma SMS
—-— . 1) MHOro-KOMMNOHEeHTHas,

VI3MeHeHue HacTpoek 6e30MacHOCTH, MPeocTaBleHne v
Ka>XXAablt KOMMNOHEHT

OOCTyNna u apyrue CcyuieCTBeHHble NencTeung, Kpome

nnaTexen OTBeYaeT 3a onpeaeneHHbIN
MrcbMa 1 JOKYMEHTbI, HanpasnseMble B 6aHK C LiMhpPoBoii BW/ aTak;
MOANUCHIO
MnaTexy B MONL3Y TPETLUX MU B | 1 £ 2) HacTtpauBaemas, KANEHT
cymme (P) Ao ; : . : MOXeT HaCTPOUTb «Nnoa,
MnaTexw B MoNbay TPETbUX WL B | cebay;
cymme (®) 10 100,000.00 ’
lMnaTexu B Nonb3ay Tpe'?;l;x iy B 100.000.00 3) MUWHUMaNbHBIN YPOBEHb
cymme (P) cebille it
HacTpanBaeTca HaHKOM U
s i L o MOMET MEHATLCA B
: 3aBMCMMOCTM OT 0bLLero
BTSSR A g MR S Bce CyMMbl $OHa «OMNacHOCTU B CETU»

pPa3HbIX BankoTax

CoxpaHutb
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[lpoctaa > CnoxHaa —»> MaKkcumanbHaA

Linopomas noani e Lindposas noanuck X Lindbposasa nognmce 4
-- War1 - - --- R
nOﬂI'lVICaTb,ElOKyMeHTVIOTI'IpaBVITbeI'OBéaHK? War 1 ==y £ i = = SEEC s B

- ) ) OtnpasbTe CMC ¢ kogoMm —
Octanock Bpems: 176 cex. Ha Homep MAO «COBKOMBGAHK» 3267 OTI'IpaBbTe CMCc KOOAOM — 542 9

e 0oL Ha Homep NAO «CoBkoMEaHK»
=== GRS 2T +7 (903) 767-22-57

Lindposas noanuch BeeguTe BaLl Naposib

ANs NnaTexen BBeawuTe Ball naposnb

o 5
BeeayuTe Ball Napofb Maponk ANA NNaTexeit Obin OTNPaBNeH Bam B
A s n narg)n(eﬁ SMS-CoOBLLEHMY NPY pericTpaLMy ONa nnatexen

o MNaposk ang nnatexen Gs1n OTNpagneH BaMm B
ﬂapom: Ans nnatexen Osin OTnpasneH Bam 8 3 Y g
SMS-COOBLLIEHMI MY perkeTpaL -- War 3-- =5 SRS E B SMS-coobLueHnm Npy permcTpaumm

Ha Baww TenedoH CEMYAC oTnpaeneHo SMS-coobLLeHue ¢ Ular 3
Kypc koHBepTalmm 62.05 RUR/EUR 0AHOPa30BbIM Naponem Ans npoeeaexns TOSTbKO aton =
onepaLun. BHUMATENbHO NPOYMTANTE 1 MPOBEPLTE AaHHbIE B Ha Baww TenedoH CEMYAC oTnpasfieHo SMS-cooblieHre ¢
Ocranocs spems: 161 cex. COOBLLEHMN. 0[HOPa30BbIM NaposemM Ans nposeaeHus TOSTbKO aTon
" ‘ ‘ onepauunu. BHUMaTeNbHO NpoYnTanTe U NPOBEPLTE AaHHbIE B
BeeauTe nonyyeHHbIn CEMYAC COOGLLEHNM.
0[HOPa30BbIi Naponb u3 SMS

— - BeeauTe nony4eHHbIin CEMYAC
Octanocs Bpemsi: 176 cex. 0[IHOPa30BbIN Naposib U3 SMS

-- llar 4

BcraBbTe PyTokeH B USB pasbem ( YPLT:

KOMMbIOTEPa 1 BbIBepuTe KkoY @ 2
Id TokeHa

Octanocb Bpems: 176 cek.
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CobcTBEHHAA apXMTEKTYPa IOTMPOBAHUA: «CBSA3AaHHbIE N10TU»

[etanuzauna nora #7072

Onepauus | GET COOKIE SERVER CeAsaHHble 4 i C Tem xe Bxogom 32

23
26 Mas 2017 17:06:51

LPHgeowbnWH5CQkRzhev81MnYKw7w1EHPWz6_1495807519

6a9930800a2¢407¢f9dc7391520bd5a529594f63c9690b2e970ffc4c9ef84e0bc01b1d574873!
8f312873afef675814aabea82c4fbd43948f9b36d3ce25e0fe67e10623e6304cf5f9c2bfa32b382
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CobcTBEHHAA apXMTEKTYPa IOTMPOBAHUA: «CBSA3AaHHbIE N10TU»

[etanuzauna nora #7072

Onepauus | GET COOKIE SERVER CeAsaHHble 4 i C Tem xe Bxogom 32

[etanuzaunsa nora #7072 X

Onepauua POST GET COOKIE SERVER C TeM xe Bxoaom 32
Rara Cuer Onepau War Pesynsrar Oxpywenme

26 Man Moanucate Mozilla/5.0 (Windows NT 10.0; Win64; x64)
2017 NUCLMO 8 Onepaupa Yeneuno AppleWebKit/537.36 (KHTML, like Gecko)
3asepuiena
17.07:24 6aHK Chrome/58.0.3029.110 Safari/537.36

26 Man Moanucats Mozilla/5.0 (Windows NT 10.0; Win64; x64)
2017 fucEMO B SeeciliT AppleWebKit/537.36 (KHTML like Gecko)

HeTtanuaaums nora #7072

17:07:24 6ank o Chrome/58.0.3029.110 Safari/537.36 Oriepauvs POST GET COOKIE SERVER Ces3aHHble 4 C TeM e Bxofiom 32

2o wiun Tugnnca Ty

26 Man Moanucats Otnpasnero SMS ¢ Mozilla/5.0 (Windows NT 10.0, Win64, x64)  {7hoy8TMnYKw7w1EHH 2017 bicasle SMSc AppleWebKit/537.36
chr,‘unm

2017 NUCLMO B 0AHOPA30BbLIM AppleWebKit/537.36 (KHTML, like Gecko) 17:0259 Pk OAHOPa30BLIM (KHTML, like Gecko)
17.06:61 6ank naponem Chrome/58.0.3029.110 Safari/537.36 . naponem Chrome/58.0.3029.110

A Hc7391520bd5a529594 Safari/537.36

Havats nognucanne [0S o A Kit 3 ) Mozilla/5.0 (Windows NT
( 5 ficginicaTs 10.0; Win64; x64)
Hauate < AppleWebKit/537.36
2:::“0 8 noanucatue (KHTML, like Gecko)
Chrome/58.0.3029.110
Safari/537.36

Mozilla/5.0 (Windows NT
10.0; Win64; x64)
L MOATMCETS  Onepan . AppleWebKit/537.36
17:0204 Ganii 3aBepuena (KHTML, like Gecko)
Chrome/58.0.3029.110
Safari/537.36

Mozilla/5.0 (Windows NT
26 Man Nognucats 10.0; Win64; x64)

3asepwuTb y = AppleWebKit/537.36
2017 NUCLMO B
17.0204 Eaiic noanucaxue (KHTML, like Gecko)

Chrome/58.0.3029.110
Safari/537.36

Mozilla/5.0 (Windows NT
Ornpasnexo 10.0; Win64; x64)
M n g
2;01 - > sMsc AppleWebKit/537.36
17.01:26 6aHK 0AHOPa3oBbIM (KHTML, like Gecko)
naponem Chrome/58.0.3029.110
Safari/537.36
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YnobctBo < ? =2 be3onacHoCTb

1) LUenb xakepoB — AeHbru, a He PR. Bbibnpaa mexay 6aHKom, rae nnatexu
npoBoasaTca ¢ ogHum SMS n 6aHKkom rae 40 cteneHen 3aLUTbI, XaKepbl
BbIOMpatoT rae npoule, rae oamH SMS.

2) PacnpocTtpaHeHHas nnnto3nsa 6aHKMpoB: «Pa3symHbIn 6anaHc yaob6cTea u
6e3onacHocTu». Takoro 6anaHca He cywectByeT. baHK AMbo 3awmuieH anmbo
ya3BuM. [AnA xakepa Takon 6anaHC 03HaYaeT «He3aLWULWEHHbIN BaHK.

3) AprymeHTbl AN MapKeTUHra:
- OXKnaaHus 6begHoro KameHTa ot baHKa: 6e3onacHOCTb, LleHoBasA
COCTaBAANOLLAA, HA/IMYME CEPBUCOB, YAOOHOCTD;
- O’KMAaHUA 6oraToro KAMeHTa ot baHKa: 6e30nacHOCTb, HainYMe CepBUCOB,
yA0bHOCTb;
Obe KaTeropmun 6osaTCA NOTEPATb AEHbIM, OJHA TaK KaK UX Mano, BTOpas TaK KakK
NX MHOTO :)

4) BbiBoa: 6e3onacHocTb MHTepHeT-baHKa Bceraa byaeT Ha nepBomM MecTe.

1 Fr 1 1
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AHapen byxTnapos
OCHOBATE/b U INaBHbIN pa3paboTumK
- online.sovcombank.ru
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