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3alKMTa OT KOHKYPEHTHOM Pa3BeaKU U
KaK HAaWUTW MHCanaepa

Il QABF

= [IpaBoBas ocHoBa 3awmTbl (KT, MNH, pernameHTsl)

= CoTpyaHuk Vb B poan nHcangepa

® [lof03pUTeNbHbIE AENCTBUA - MAPKEPbl MHCANAEePOB
" HanTn n oTCcneanTb

= DLP, Kak 136aBUTbCA OT PYTUHDI
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MM QBF [loarotoBKa

3awuTa ceTu PernameHTbl U NONOXKEHUA

= CermeHTauma Ha NnoaceTu B MNAH

= KOHTPO/Ib TPadUKa MeXay cerMmeHTamm . KT

= TokeHbl goctyna K APM v opr. TexHuKe . PernameHT Ha ncnosib3oBaHme KTO

= CKY/[ u BuaeoHabntoagerHue . N3meHeHnA B AO/IKHOCTHbIE MHCTPYKLMN

= KOHTPO/Ib MECCEHAKEPOB M 3NEKTPOHHOM NOYTbI
= KOHTPO/b A40CTYyNa CbEMHbIX YCTPOWUCTB
= KOHTPO/Ib AOCTYNA K TOKA/IbHOM CETH

" [POTUBOAENCTBME YTOHY YYETHbIX 3anmncen 1

naponeu



M QBF [nhaHWpoBaHWe aTaku

NaHo 3agava

= [paBa COTPyaHMKa CoseplwuTtb Ntoboe N3 cneayowmx 4encTenin:

KNMeHTCKoro oguca * [lony4nTb AOCTYN K MHPOPMALMM 33 PaMKaMM AOCTyMNa Yy4ETHON 3anmncu

= [lepeyb LEHHOMN * [onyunTts goctyn K b/

nHdopmaumm n KT
* Jloctyn K cepsepam CRM

= Jloctyn 8 CRM
e JlocTyn K OXpaHHbIM cucTemMam BmnaeoHabntoaeHma, CKY/,

* [lony4nTb KapTy CETU

* Hapywmntb paboTy cetTn nyTem:
* MITM,
* Broadcast wTopma,
*  MaHunynmposaHmna BPDU — naketamu,

* [logkntoyeHune ceoero DHCP, DNS cepsepos

* Acnonb3oBaHWA YTUAUT O/1A NOBbILLEHMA ﬂpMBMﬂeFMVI N NoayvyeHnA naponeﬁl.



= llcTopuna akcnepmmeHTa



M QBF WTtorn akcnepemeHTa

= B3/10M Yepes I0KanbHOro agMmMHUCTPATOPA

= B3s0M Yyepes noyty

" HeCaHKUMOHMPOBAHHOE MOAK/IOYEHME YCTPONCTBA

= [IpoHMKHOBeHMe Yepe3 Wi-Fi

" MaHMNYAMPOBaAHME NAaKETAaMU C LLe/Ibo HapyLLleHnA paboTbl ceTn

= MITM ataku: ARP-spoofing; SMB Hijacking



M QBF YT0 MWyt nHcanaepb?

b/,

Kaapbl

JloxogHocCTKn

CKpunTbl Npoaax

CeTKkMn Komuccum

Mopgenb KapbepHOro pocTa

KoHTaKTbl BaHKOB M KOHTPAreHToB

MPUHATO CYMTaTb, YTO B OCHOBHOM WMHCaWAepbl AEeNCTBYIOT
MCKNIOYUTENbHO M3-3a KejlaHuA 3apaboTaTb Ha npoJarke

KOPNOpPaTUBHbIX CEKPETOB.

K co)aneHuto, He BCE TaK MNPOCTO — O4YeHb 4acTo
OKa3bIBAETCA, YTO KOPMOPATUBHbLIMU CEKPETaMU AenAaTca Te,
Koro pabotoaartenb M Tak He obuKan B PUHAHCOBOM MaHe,

He NoJly4asa NPy 3TOM HMKAKOM MaTepuanbHOM BbIroAb!.

MoTuBaumsa MHCanaepa — OAMH M3 OCHOBHbIX KAOYEN K ero
BbiABNEHMIO U obe3BpexmBaHuio.  Paktmnyeckn, 6He3
NOHUMAHWNA MPUYMH TOro, NoYemy TOT UM UHOM COTPYAHMK
PACNPOCTPAHAET 3aKPbITYIO KOPNOPATUBHYIO MHPOPMaLMIO,
[OCTAaTOYHO TPYAHO BbIBECTM €ro «Ha YUCTyH0 BOAYy» B

C)KaTble CPOKM.

http://dehack.ru/arts/kak _raspoznat_insajdera_/



M QBF Mapkepbl N0O03PUTEIBHON aKTUBHOCTU

= Jloru cepBepa b/l c HenpaBM/IbHbIM Naposiem

="  Tpaduk 3anpoca 404 cTpaHMLbl

=  [lpAmasn pa3BeKa CeTH, CETEBbIE KapTbl B HEPA3bOpUMBOM pexmnme

= PocT TpaduKa deny Ha MapLIpyTM3aTOPE JIOKAbHOM CETU

= SNMP 3anpocsl

= AHaaM3 n0ora NPOKCK 1 NOUCK GPa3 B MOMCKE «KaK B31IOMaTb CalT»

="  [loao3puTenbHbI TPaPuK Ha CTaHAaPTHbIX nopTax 80 443 25 993 135 445

= 33TOPMOKEHHOCTb B paboTe paboumx CTaHLMM 1 CEPBEPOB, @ TaKKe He CTaHAapPTHble MPOLLECChI, CEPBUCHI

= Paccbinka NMCeM C AOBEPEHHbIX aZpPeCcoB, coaepKalune panabl, NMOO CCbINKY C HEABHbIM NPW3bIBOM Nepentu, nnbo

3anyctuTtb pann (DLP)
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