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MPOBJIEMbI OANBHEMLLEIO PA3BUTUNA UNB L

- _@ lNMocTosiHHBLIN POCT Yncna akcnnyaTupyembix C3U

- — Hosas npobnema/T-cuctema — HoBoe C3W (HOBLIM KOHTPAKT/NPOEKT). B cpeaHeM Ha MeponpusaTum

¢ e no B npencTtasneHo nopsaka 50-70 C3U
HeobxognmocTtb aBTOMaTU3auuu Ub

PeanbHoe ynpaeneHne «3oonapkom» C3W u pgokymeHtTupoBaHue WB BO3MOXHO TONLKO C
CyLLeCTBEHHOW aBTOMaTU3aUnemn nNpoLeccos

@({.a HexBaTtka kBanucgpuumpoBaHHOro nepcoHana
YHuBEpcarnbHbIX cneumanmncToB Maso, CTOAT OHM OOPOro, NOCTOSAHHAs TEKyYKa

HeobxoaumocTtb apgantauum npoueccoB UB k nameHennam UT naHawadra
NT yxooat B obnaka (EMNMC3)

Bo3spacTarowiee peanbHoe BNUsHUE KN6ep-puckoB Ha busHec (cm. cnaug b)

Enemy Inside. HeobxoaumMo NoBUTbL «Bpara» BHYTPU CBOEN CeTn
Bbicokas ctonmocTb cobcTBeHHOM 24/7/365 crnyXObl MOHUTOPWUHIa 1 paccnenoBaHUsa NHUNOEHTOB ”




KMBEPYT'PO3bl B POCCUA

KOJIMYECTBO ATAK 70+ MJTH B 2016 rofly (CB
POCCUMW)

NMPAMOW YLLEPB 200+ MJ1PO. PYB.
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POCCUA B TOIN-3 ATAKYEMbIX CTPAH. OCHOBHBbIE
BUAbl BHELUHUX YI'PO3: DDoS - 30%, FISHING -
50%.
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AHAJIN3 PbIHKA KUBEPIMPECTYNMHOCTU (BUOEO)
https://youtu.be/yWYe-12tMGqg
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http://lukatsky.blogspot.ru/2017/05/blog-post.html
http://lukatsky.blogspot.ru/2017/05/blog-post.html
https://youtu.be/yWYe-12tMGg
https://youtu.be/yWYe-12tMGg
https://youtu.be/yWYe-12tMGg

CAMOCTOATEJIbHAA SALLUNTA

CtoumocTtb peweHusn 20+ MJIH. PYB.
Aktyanusauusn 3awmtbl PA3 B O

HEMPOITHO3UPYEMBbIE pecypchbli
noaaepXku

Bbe3onacHocTb KoMnaHuu B pykax OQHOIO
YEJIOBEKA

HET YBEPEHHOCTW B akTyanbHocTH
KnbepsawumTbl




MHOOPMALMOHHAA BE3SOINACHOCTb KAK CEPBH/C (R

KOMIMNEMEHTAPHOCTb C APYIr'MMU
CEPBUCAMU

NMPOPECCUOHAIJIbHbLIE TAPAHTUU B
PAMKAX SLA

QKOHOMUA N SDPEKTUBHOE
YMPABJIIEHUE 3ATPATAMU

EOQUHBIN KOMMNINEKCHbIUA NOCTABLUUK
KUBEPBE3OMACHOCTU - 3ALLULLAEM
BCIO UHOPPACTPYKTYPY
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CEPBUCbI b OT POCTEJIEKOM L

AHTMDDOS , le.ceCioud

BuptyanbHas ceteBast
no 160l but/cek nHdpacTpykTypa b

SOC - Lentp

KnbepbesonacHocTun

Security Awareness Compliance

[loBbILLEeHNne ocBeaAOMJ1IEHHOCTN CooTBeTcTBME Tpe6OBaHI/IFIM
8 VB (NAw, TUC, CTO BP VEBEC...)
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MOHUTOPUHT Tpadnka n
3awmTta ot DDOS-aTaK

Distributed Denial Of Service Protection /
3allmTa OT pacnpefernieHHblx artak tuna
«OTKa3 B 0O6Cny>XnMBaHUN»


http://moscow.rt.ru/b2b/internet/protection
http://moscow.rt.ru/b2b/internet/protection

OTPAXEHHbBIE ATAKA (PUBLIC REFERENCE) (A

33,4 Mpps 99,2 Mpps 3,2 Mpps
124,9 Gbps 32 Gbps G e

KpynHeULwmnx
onuMmnuaaa B Coun aKTUBU3aLUSA BOEHHbIX 6aHKoB P®D.
AEeNCTBUM Ha BOCTOKe neka6pb 2016

0.0.0.0/02




AHTW-DDOS: KIKOYEBBIE NMPEMMYLLECTBA L

MacwTab

KpynHerwasa e BocToyHoM EBpone MHCTAaNNAUMA 3aWMTHOrO Komnnekca Arbor Peakflow
Aaer BOSMOXKHOCTE OTPA3UTL aTaku p331'll-‘l'-ll-l0l"l MOWHOCTH, NPOAONKHUTENBHOCTH M TMNOE.

®
27

3ppekmeroce ATaru no 160 [ out/c

Venyra zawmtel 0T DD0S-atak No2e0nNAeT OTPAXKATE aTaKKM MOWHOCTEI0 80 5 THuTic
Ha rpaHuue cet 1 40 160 MEuT/C Ha YPOBHE NPUNOXKEHUN — MOWHee N oK
W3 3apPercTPMPOBAHHLIX aTak.

4

[Mbkne Tapn bl
Tapudel Ha yCNyry OCHOBaHE! TONBKD HA ﬂpDﬂVCKHOﬁ cnocoBHOCTH 2alMWaeMOro KaHana.

CTOMMOCTE YCNYIM He 3aBUCHT OT KONUYECTBa M MOWHOCTH aTakx.

lNpepocTtaBneHne CTaTUCTUKK (NOPTb,
npoTtokonbl), DDOS-on-Demand*

N
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Pecypcbl
PocTenekom pacnonaraer camon Gonbwon e CHI KoMaHA0i NpodeccMoHanbHbIX

CepTUOUUMPOBAHHLIX MHXKEHEPOE., KOTOPLIE ONePaTHEHO BLIABNAKT DDoS-ataku
M NPOTUEOAEHCTEYIOT MM,

Keanudukaums

MHKeHeps! PocTenek oM MMEeOT KONoCcCanbHbIA ONLIT 0TPaXKeHUA aTak MOWHOCTLI0 Gonee
200 FéuTic. Hawy 3aWwmTy MCNONb3YIOT KPYNHEeAWME rocyaapCTEeHHbBIE U KOMMEpPYECKUEe
pecypcsl.

MopTan cTaTMCTHMKM

MpegocTagnAaeTr 40CTYN K MHAOPMALMM O TEKYILEM COCTOAHMM TPADMK A, BOBHUKHOBEHUM
atak, M NapaMeTpax; N03B0NALT BLIfPYKATL UTOTOBLIM OTYET ANA AaNbHEeRWero
paccnenoeaHua.

YXe nonb3yrTCcA YCIyrou: 6aHku,
rockoprnopauum, rocyaapCcTBeHHble

y4ypexaeHus

* - ByayT AOCTYNHbI B bnuxkanwem dyayLiem ﬂ
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PEArMPOBAHMUE e e
HA UHUMOEHTBIME 0 . 0
(PTK SOC)

Security Operation Center/

OnepaTtuBHbIA LEHTP MOHUTOPUHIA
MHdoopmMaLMOHHOW Be30nacHoOCTH




@ NMOAPOBHEE NPO SOC Qo

= SIEM = AV
5 = FW = Anti DDoS
CBOP COBbITUNA = |PS/IDS = Vulnerability scanners/management
= WAF = SandBox
= VPN = CKaHepbl Koga

" MOHMUTOPUHI NOCTYNaKLWMX COObLITUM Ge30NacHOCTU B pexnme 24x7x365;
= 0OpaboTka BXoAsAWMX AaHHbIX U BblAeneHne MHUNAOEHTOB,
AHANN3 COEbITUM " MOHMUTOPUHI PaAaboTOCNOCOOHOCTM MOAKMIOYEHHbIX YCIyr no obecnevyeHuto
UHdopMaLUMOHHOU 6Ge30NacHOCTH,;
= cOop HeOOXOAUMbIX AaHHbIX ANA 060paboTKN MHUMAEHTA,
= yBeaomrieHue 3aKa3yumka o6 MHUMAeHTe.

" adHalim3 MHUMAeHToOB Ha OCHOBaHUU MHd)OpMaLIVII/I, I'IOCTyI1VIBLIJeI7I n3 pa3HbIX

PEAKLIUS MCTOYHUKOB
HA OEHAPY)KEHHBLIE " °npeAenetue MH(POPMaALMOHHbIX aKTMBOB, MOCTpPafaBLUMX B pe3ynbraTe
MHUUWOEHTDI nHumaeHToB UB

" KoopAauHauus yCTpaHeHuAa MHUngeHTa B paMKaxX BCeX OKa3biBaeMbIX yCcnyr
" MNMPUHATHNE HeobGxoaAUMbIX Mep AnA yCTpaHeHUsas MHUMAeHTa i
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NMPEOOCTABIEHME
CEPBUCOB UB
(PTK MSSP)

Managed Security Services Provider/ .

MpoBariaep ynpasnsieMbix CEPBUCOB = =+ \. [ " 4+

0e30nacHOCTHU



TPAOMLIMOHHBLIV MOOXOoA K B B KOMIMAHNIA L
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IPSfIDS

WAF

Anti DDos

.

AntisPAM

OcobeHHOCTH

Beicokue cpoku noctaeku C3A

HexeaTka kBanuduyMpoBaHHOIO
nepcoHana

3aBUCMMOCTb OT BeIDpaHHOro
npouseogutens C3U

HeobxoguMMocCTe NPOrHO3MpoBaHKUS
MoLUHOCTU oBbopyaoBaHua Ha bnwxkawwue
3-5 net

®opma 3aTtpaT — CAPEX + OPEX

Pexum pabotel — 8x5

HeobxogumocTb nocToAaHHOro obHoBNeHUs
CUCTEMbl B CBA3U C M3MEHSIOLLIENCA
WHPACTPYKTYPOX K NOABMNEHUEM HOBbIX
YyrpO3 U BEKTOPOB aTak




CEPBUCHASA MOLENb MOCTPOEHUA C3V Qo

6@% SPAM \\\\ 3awmwaemasn
~< RN WHpPACTPYKTYpa
erVITI/IMHbIP'I«___:::, (C\b — e
Tpaduk o\ = @
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bDoS

UHTepHeT O6nako Poctenekom CermeHT UC




NOYEMY OBNAYHBIE CEPBUCBHI OT POCTEJIEKOM Qe

i

©BHOe

ATtTectoBaHHas HauunoHanbHaa obnavHaa nnatdopma
PaamewieHne T'C (go K1), UCTAOH (oo Y3-1) n 1I' no PO I'TK

3awmileHHbIN KaHan nepegaymv (B T4. FOCT VPN)
C-Teppa (B T.4. BUpTYanbHbIn Wwnto3), ViPNet, KOHTUHEHT

lNepenoxunTe OTBETCTBEHHOCTbL 3a obecneyeHue 6e3onacHOCTU Ha PocTenekom
[Mopy4yeHune obpaboTku (cbop, HakonneHne, xpaHeHne, 3awnTel 1 T.1.) MNOH Poctenekomy.
Attectauna MAC.

lpynnbl MOHWUTOpPWHra, paccrefoBaHMA U pearupoBaHuA, agMuHuctTpupoBaHua C3WU (24/7/365)

(InHouse)
Bepém Ha obcnyxuBaHne 1 3awmnTy Nodble KOMMOHEHTbI MHAPACTPYKTYPbI

YcnelwHble peanu3oBaHHble MPOoeKTbl B e-health n cBA3aHHbIX cuctemax
Pe3epeHbin LUO EIM'MC3, Bsanmogencreue ¢ paspaborumkamm nnatgopm PC EIM'IC3, lNocyenyru

Y <4




YNPABMEHUE HABBIKAMW -~ " -
KABEPBE3OMACHOCTU  * - . % -
(Security Awareness) iy <SS,

[loBbILLIEHNE OCBEOOMITIEHHOCTH
nepcoHana B obnactu Ub.
[TOCTOAHHBLIN KOHTPOIb, JPOKYCUPOBKA
N akTyanusauyms.

(‘Pocrenexom CTAPT I_IPOD,A>K B V”'OJ-IE L o e '.. . .
_'_’_,_ -.. .
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COCTAB NPEAJIATAEMOW YCNYT U

CTATUCTUKA

MpenocTaBneHne oT4éTa No ysa3BMMOCTSIM MONb30BaTENbCKOro NporpaMmMHOro
obecneyeHunst, KOTopble MAEHTUPULNPYIOTCS B pesynbTate AencTBUN
nepcoHana Bo Bpemsi TECTUPOBAHUS U MOTYT 3KCMyaTMpoBaTbCs
3M0YMbILLSIEHHMKOM OIS Pa3BUTUS aTaku

NINAHNPOBAHWE

CornacoBaHue 3Ha4YMMbIX 4EUCTBUI C BblAENEHHBIMW COTPYAHUKAMMU
3aKkasyuka, obyyeHne HaBblkaMm paboTbl ¢ NnaTdopPMOK NOBbILLEHNUS
OCBEeJOMI1IEHHOCTHU

OBHOBJIEHNA

ExxemecayHas paspaboTka YyeTblipex LWaboHOB MMUTaLMN aTak Ha
nosfib3oBarteneun ¢ y4eTomMm 0CO6eHHOCTEN U JOMKHOCTHLIX 00s13aHHOCTEN
KaXxgom rpynnbl TECTUPYEMbIX MONb3oBaTenen

NOAOEPXKA

ABTOMaTM3aUUA 1 NogaepKKa npouecca ANCTaHUMOHHOIO 0ByYeHus U1
TECTUPOBAHNSA HABbIKOB BbIOpaHHbLIX rpynmn nonb3oBaTernen ¢ y4eTom
N3MEHEHUI, MPOUCXOAALLNX B OpraHM3aLum

OTHETHOCTb

npe,EI,OCTaBJ'IeHI/Ie eXeMeCs4YHOM OTYETHOCTHN MO Tekywemy YPOBHKO HaBblKOB
nepcoHasra h X "'SAMeHeHNsAM C yLIéTOM npeabiaywmnx nepmnoaos




(‘pwe,m,,, CTAPT MNPOOAX B ABI'YCTE -, - .-

COOTBETCTBUE
TPEBOBAHUAM
(Compliance)

[Tnatgopma OLEHKN, KOHTPOMA U
yrpaBfieHUs COOTBETCTBUEM
TpeboBaHMNAM PErynsaTopoB

B obnactmn b (MNAH, N'C,

CTO BP, OTW)
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NMHdpacTpyKTypa
B obnake


http://moscow.rt.ru/b2b/service_cloudy
http://moscow.rt.ru/b2b/service_cloudy

OBJIAYHbIE CEPBUCbI

NT mowHoCcTH

UT-OENMNAPTAMEHT 3AKA34YUKA

[ocTtaBka HoBOro obopynoBaH1s U BHEOPEHUE:
Hegenu n Mmecaubl.
YnpaBnsiemblin xaoc B 6€30nacHOCTMU.

|

HAecnumnt \ Mpennoxexne
pecypcosB
Cnpoc Ha UT-
N30bITOK pecypeel
| | | | |
Bpems

[TAO «POCTEJTIEROM »

NT mowHocTU

OBJIAKO POCTEJIEKOM

KoHdurypmnpoBaHme 1 nasmeHeHme obrnavyHom ycnyru:
Yacbl UNU MUHYTLI.
[MoaTBepPXOEeHHbIN YpOBEHL BE30MACHOCTM.

\

[MpenonoxeHne UT-pecypcos ~ cripocy

Bpewms

&




MHOPACTPYKTYPA B OBJIAKE POCTEJIEKOM L

BLIOA Bueonabionete

LIOL Ha BbIbGOp BupTtyansHasa ATC Ilerkast yctaHoBKka u 6bicTpoe
[MOKne KoHdurypaumm [opoackon Homep unm 8-800 noaksoyeHne

[Tnatdopmbl BUpTYyanusaumnm MacwTtabupyemocTb [ocTtyn K nnatopme n Kamepam
bbicTpoe maclwTabnpoBaHue NHTepdenc ynpasneHumd n3 nbon ToUKN Mupa

VPN roct PaboTta B ntobbix Cl1

3awmTa nHdopmaumm Buoeo-aHanntuka

3awmTta nHdpopmauymm

YYC Web-BnaoeokoHdepeHLUS
ApeHaa obopynoBaHug Hy>xeH Tonbko KopnopartmnsHas an.noyrta
[MopTan ynpaBnsaembIX ycnyr KoMnbloTep/nnaHweT/cmMapTdoH U KopnopatunsHbIn nopTarn
KoHTponb napametpoB SLA WHTEPHET OducHblie NpunoXxeHns
[MpoaKTMBHLIN MOHUTOPUHT 3awmTta nHgopmauymm KomMMmyHuKaTop

TexHnyeckaa nogaepxka 3awmTta nHgopmaumm
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PocTenekom

C HAMW HAAEXHO!



