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Switching

Wi-Fi Controller

Firewall

VPN

IPS/ App Control

Web Filtering

Antivirus

Advanced Threat Protection

Cloud Application Control
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Fortinet “®abpuka besonacHocTn’

Pabpunka 6e3onacHOCTM 3alyMLLaeT OT aTaK Ha BCeX y4YacTKax

loT AHanus yrpos B AelCTBUMN Mpunoxexus
KnneHTtbl BesonacHbin CeTteBasi 6e3onacHoOCTb BesonacHocTb ObnayHas
& AoCTyn NPUNOXEHUN 6e3onacHoCTb 9
JKo cucrtema
MNonb3oBaTenu [laHHble

MacwTabu PyeMoCTb OcBepoMnéHHocTb bBe3onacHocTb
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dabpurka BesonacHOCTH

CocTtaBHble YacTtu habpuku:

VEWM e TOE 13 Be3sonacHocTb = OcBefOMMEHHOCTL | HNencreua
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CeTeBada 6e30nacHOCTb A1s BCEX CErMEHTOB

— EquHast naHens EOVHBIA NCTOYHUK EanHas
E ynpaBneHus @ OBHOBMEHUI ornepaumnoHHas

©e3onacHoCTH cuctema
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YcTpouncrtea
AocTtyna
. WLAN / LAN Distributed Edge Segmentation Data Center . .
Endpoint Rugged Enterprise Branch North-South Carrier Private Cloud laaS/SaaS
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\/ Appliance
. : Appliance >300G
Device Appliance PP >30G . Virtual Machine Virtual Machine
>5G SDN/NFV On Demand
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be3onacHocTb anga O6nakosB u LleHTpoB O6paboTkn AaHHbIX

Virtualization - Private Cloud - Cloud
Hypervisor Port . SDN - Orchestration Integration . On-Demand (Pay-as-you-Go)
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MHoOrokpaTtHbI POCT CKOPOCTU Nepenavn AaHHbIX

TMCTOUET TAITSCETVETS

System Performance and Capacity
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High Availability Configurations .
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5-NneTHero pocrta?

HekoTopble onepartopsl oxmaatot 500%+ pocTta Tpaduka B
MOOUNbHBLIX CETSX B TeyeHue 5 net

PocT uncna mobunbHbIX YCTPOUCTB U 10T npogormkaeTcs

MpumeHeHne 4K NoToKOBOro BUAEO npuBenet
YeTbIPEXKPaTHOMY YBENMYEHUIO 3arpy3ku

[Mepexon k 5G ¢ > 1Gbps Ha yCTpoOUCTBO

CeTeBble pewleHUs 6e30NacHOCTUN AOMXKHbI
MacLTabupoBaTbCs A1 COOTBETCTBUA
NpPoOn3BOAUTENIbHOCTU CETEBOMN apXUTEKTYpbl



be3onacHoCTb ans coBpeMeHHbIX CeTteun

MeaneHHbIW 3HAYUT B3JIOMaHHbIN

CPU Only
TpaguumonHoe  Parallel Path Processing (PPP) " Ucnonb3oBaHue Fortinet
pelueHue | Fortinet i ASIC
i iy
Packet Policy Content ! l’ 7\\ }2{
Processing Management Inspection i BonbLue
Policy Management | NPOVU3BOANTENbLHOCTL MeHbLue 3apepxka

CPU

Deep Inspection
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be3onacHocTb ana CermeHTta [octyna

WLAN L AN
Infrastructure Integrated Cloud

On Premise Management On Premise Management Cloud Management
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dabpurka BesonacHOCTH

CocTtaBHble YacTu pabpuku:
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[mobanbHasa n nokanbHaa besonacHocTb
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dabpurka BesonacHOCTH

CocTtaBHble YacTu pabpuku:
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Pexxnm nsydyeHms

CnoXxHocCTb 3TO Bpar 6e30nacHoCTH

UpeHTudmnkaumsa UpeHTuUdmuKaumsa
nonb3oBartesieu ~ YCTPOUCTB
KTo nogkrno4veH? Kakne yctpomncrtea

' NOAKIOYEHbI?

PO

dusnyeckas
TOMNONOMnsA cetTun

Kak oHM noakntoYeHbl?

Tononorus
NMPUIOXEeHUn

Kakve nonutukm Heobxoammbl?

MOHUTOPUHI" U UBYHEHUE
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OceegomreHHocTs @abpukn besonacHocTH
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CobbITus H

[MonnTtuka

Tononorusa v NnoTokn nHdopmaummn
Seg FW

laaS Firewall
loT Access Point EGT
100D . FGT
-_ Edge Firewall M
FGT FGT
Seg FW 1500D 3700D
192.1.2.08
-_ FGT Seg FW . FGT Port 442
— 100D API
3500D CIoud_App 1
Domain
Partner
Sandbox
CeTeBas 6e3onacHoOCTb
Monb3oBaTenu OaHHble
dabpuka 6e3onacHocTH
KnueHTsl Be3onacHbin BesonacHocTb OobnayHagd
AocTyn NPUNOXEHWI ©e3onacHocTb
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dabpurka BesonacHOCTH

CocTtaBHble YacTu pabpuku:

MacwTabupyemoctb . Be3onacHocTb OcBeaOMNEHHOCTb OencTBUSA
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AHarnns Yrpos B 4eUCTBUK

PeaI'VIpOBaHVIe Ha yrposbl EavHoe ynpaBsrneHue
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be3onacHocTb 6€3 KOMMNPOMUNCCOB

v Kak npoTnBoaencTBoBaTb TapreTMpoBaHHbIM atakam?

e

FortiGuard Labs [

OTnpaBka Ha I FortiSandbox/3mynsuua koaa
sl (5
noao3puTesibHbiIX - Nm ~ Nm

00BLeKToB OTnpaBKa Ha
aHanus
noao3puTesibHbIX
00BLeKToB
UHTerpauusc:
FortiGate — mexxceTeBOM 3KpaH

FortiMail — aHTn-cnam cucrema L
Fortiweb — Web Application Firewall L FortiClient
FortiClient — KnneHTCKoe NPUNoOXeH ‘

‘ BrnokupoBaHue 06LEKTOB

KapaHTuH
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Kak e Bce 3TO NpoBepuUThL?
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bynem pagbl Bam nomoub!
[Tporpamma oueHkm knbepyrpos (CTAP)

Haluum akcnepTbl BHEOPAT
FortiGate ons MOHUTOPUHra
Ballen ceTu

CBoboaHas perucrpayms
Ha fortinet.com/assessment

Securing Your Network with

Mbl BMecTe ¢ Bamu
aHanmanpyem

oT4yeT 00 yrpo3ax

FortiGate cobepet
HeobXxoaNMYIO ANl OLLEHKN
YPOBHS Yyrpo3
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FortiConverter

B0O3MOXXHOCTb aganTupoBaTb AEUCTBYOLLYIO NONUTUKY b

NInir
CISCO

Cisco to FortiGate Check Point to FortiGate Alcatel-Lucent to FortiGate
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FortiGate to FortiGate Snort to FortiGate

ry

License Activation About FortiConverter
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Executive Summary User Productivity

Application Usage App Categories
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e e e ety g i e (e o
2 5 SUpdate e
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High-Risk Applications Used: 13 Malicious Websites Detected: 125 ppRca 1w
application op
®5odal Media 159
Lastyear, over 2,100 enterprises were breached as a result of poor internal security practices and latent vendor content security. inspection. For example, [T managers can get unprecedented
i et € 405 oo USD md s g at 159 ynar-over year: resions visibility into filanames sent to the cloud or the fites of wideos @ Emall raaw
® gt % ' Storage Back 016
d mal i lectively comprise a massive risk to your enterprise network. These attack being streamed. _::“M e e
ate Access
mechanisms track toyour files information. FortiGuard Labs mitigates these
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Y iguard. comiencyclopediaiapplication
a5 NSS Labs, VB 100 and AV Comparatives.
With the praiiferation of s » plumbing
Unfortunately for enterprises, this means that their infarmation is anly as secure as the cloud provider's security. In addition, it
FZIRTINET [ iy and i costs (if properly). FEERTINET
Industry Comparables Cloud Usage (Saas) " pased Sizing Information
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i . Industry: Education applications can be used to circumvent or even replace [ average log rates is when sizin
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A , » . necrive - a ; - ‘ i
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limit force e two. # 0.03% Barracucia (.17 KE)
resources s acceptable. But there are many grey areas pa close eye on provider's security infrastructure & breached
0,068 Ohers (5.81 KB Average Log Rate by Hour
peer applications, websites, and potenially illegal activity - all of which In the charts below, the term "company” refers to your ion. This activity gh idea of y
expose your company to undue lability and potential damages. With over 5,800 application control rules and 250 million relative to other ur dust i rganizatior b progressive
5 , FortiGuard Labs y that FortiOS uses to keep your business running effectively. companies continually optimize their network to target "above industry average® security practices. Cloud Usage (1aa5)
The adoption of “infrastructure s a service” (laas) platforms is. LK ge ( 06l
popular and can be very useful when compute resources are
IPS Attacks per Day Evasive Apps per Day limited or have specialized requirements. That said, the .
» Ently Count # Enty Count o Ao 610 158
1 Company 2757 1 Company s reguiated o prevent misuse. The occasional audiing of 1aas 1077% Godaddy (1,68 M8
2 Industry 5953 2 Indusiry 7 applications can be a useful exercise not only for security 7.77% Mera.Cloud Controller (112,83 K 108
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s . but firewalls fine speeds that
today's operate at. A by i that 77% of atlarge Top Malware (Company) Top Malware (Industry} & & & o -~ & ‘F@
feel tha their 100+ Gbps in the coming » Maiware Name Type Application # Mahware Name Type  Applieation
year. FortiGates leverage FortiASICs to accelerate CPU intensive functions such as packet forwarding and pattern matching. This 1 |aepombomet BomerCAC AsprocSomnet 1 AndromedaBomet  BomnetCAC Andromeda Sotnet
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[lporpamma oueHKU Knbepyrpos

= CTAP oTt4yeT obecneunBaeT getanbHbI YPOBEHb aHann3a Baluen cetu no
KMKOYEBbIM HanpaBneHUAM:

» Yepoabl 6e3ornnacHocmu — ObHapyXeHne yassmmocTen, BpeaoHocHoro 10O, 6oTHeT...
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» [lpodykmueHocmpb — AHanNn3 NpunoXxXeHnn n MIHTepHeT-akTUBHOCTH |

& o

» [Mpou3sodumenibHOCMb — aHanu3 3arpy3kn KaHarnoB CBSA3U

= BbICTPO — He Gonee 7 JHen MOHUTOPUHTa Cyber Threat

- Assessment Report

= JIEFKO — 6e3 BnnsHnsa Ha MHPaCTPYKTYPY

= BECIJIATHO — Hukakux obasatenbcTB ¢ Bawen CTOPOHbI
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KntoueBble aneMeHTbl dabdbpukum
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[TapTHEpPBLI 3KO cucTeMbl besonacHocTn Fortinet

vmware

#4150 Cloud NSX  2Xbigswitch  ARISTA n

H M ft ml e openstack
[ | ICrOSO . Mi £t ' ' ' : CARBON
. Az amazon &3 PLUMgrid g Mes© BitO+ siaen

CISCO.
(/) Cloud Services @ NTT AKVM A NETWORKS

Test/SSO System Integrator

— & REDSEAL
iXia Hewlett Pack

Enterprise

( N - tufin €'algosec
O Centrify IR FlogRhythm een e M o

ALIEN VAULT
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PeweHunsa Fortinet 0nNa BCexX cCerMmeHToB

Enterprise ATP Data Center Cloud Secure Access Connected
Firewall Framework Security Security Architecture UTM (SMB)

Fla] F=da| Eda| E=Ya a EKda

Extensive Range of Advanced Threat North - South (High Public Cloud = WLAN Access = All In One Security
NetSec Hardware, Protection — Speed Appliance) + Security (AWS,
Virtual and Cloud Sandbox East West (Virtual & Azure ...) = LANAccess = Cloud Management
options SDN)
Network+Email+We = Hybrid Cloud
Different b+Client Security = Application Security
perrsonalities for
each Deployment
mode

Management, Analytics & APIs (Appliance, Virtual machine & Cloud)
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