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[TouduHbI CMPYKMYPHbLIX nepemMeH U pyHoameHmarsibHble
mpeboeaHusi busHeca K T u Vb

KnioueBble q)aKTOpbl CTpaTeI'VI‘-IeCKVIe 3agayiun

Tpenpg perynsatopa LU P®, oTpaxxeHHbIN Ha
Ypanbckom hopyme — NpoJosiknTb passutune
CTOBP, 382-I1 1 rapmoHu3npoBaTb paboTy no
3awuTte NAH ¢ PockomHaasopom, PCTIK n ¢CH

CwmelueHune hokyca aTak Ha (bMHaAHCOBbLIE
opraHusaumm

N3meHeHne Kypca pybrsi, Tak HasbiBaemasi —
«HOBas pearibHOCTb»

CepbesHble n3MeHeHUs1 B OMHAHCOBOM CEKTOpE,
Kak B YaCTW COKpaLLEeHNS UTPOKOB, TaK U CMEHE
T nnatdopm n nosaBreHnsa HOBbIX TEXHOSTOTUN

19.05.2016

[Mepexon ot KomnbtoTepHom 6€30nacHOCTU K
cTpaTermyeckon nporpamme obecneyveHna b ans
BCEX KPUTUYHbIX BU3HEC npoueccoB B hrHaAHCOBOM
opraHunsaumn. OnpegerneHune Lenesoro yposHs Vb
Ha 2-3 roga

OnTuMmmusauma cucTteMbl KOHTPONEN B TOM Ynchne B
YacTu pegmsaniHa ornepaunoHHON OeATENbHOCTW.
YctaHoBka cuctembl KRI ons gaHHoro pucka.
[MocTosiHHOE ynpaBneHne puckom. PaboTa yepes
accounauum n Ub P® ¢ MB n [lymon no npumepy
paboTbl, KoTopas bbina npoBeAeHa ¢ Ppoaom B
4acCTu NNacTUKOBbLIX KapT

[MoBblweHne 3 PEKTUBHOCTU, pe3YNLTAaTUBHOCTH
B, npnbnmxeHHOCTb K onepaumMoHHbIM pUCKam n
KonnernanbHbIM opraHam ynpasrieHUs

[na Tex PnHaHcoBbIX opraHn3auunn, rae b He bbino
— co3gaHue BblaeneHHbIX NnoapasaeneHnn, Tak rae
b ecTb - BbiBOO VB 13 UT nnun paspenenne Ub u
KomnbroTepHomn 6e3onacHoCTH
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O630p npucywux puckos 0rii puHaHCOB020 ceKmopa

= OCHOBHbIM PUCKOM, KOTOPbIA UMEET
npsimble MHaHCOBbIE NOCNeaCTBUS
OCTaeTCsi PUCK MOLLEeHHU4YecTBa

" Puck BnusgeT, Kak Ha KIMEHTOB
nogpbiBas nosBepue K
OVUCTaHUMOHHbIM cpeacTeam
obcnyxmBaHua, Tak U Ha camu
doMHaHCOoBbIE OpraHu3auum,
KOTOpPbIE CTasfin HECTU NpsIMble
notepu ot atak Ha APM KBP

» [1ntoc - Puck ctaTtb cton paktopom
B pa3sBuTtum dbusHeca n/vwnm AT

19.05.2016 * hitpy//chr.u/PSystem/P-sys/survey 2015.pdf

JluHamuka konudyecmea u obbema

HecaHKUUOHUPOBaHHbIX orepayull, CO8EPUEHHbIX C
ucrionb3o8aHuem cucmem 60
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O KonuyecTBo HECAHKUMOHMPOBAHHbIX Onepauuii, COBEPLUEHHbIX C
ucnonb3oBaxHuem cuctem B0, ea.

O O6bem HecaHKUMOHUPOBAHHbLIX onepauui, MnH pyo.
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Mo Bepcun SHeprobaHka, 27.02. 2015r. ¢ 12:30
00 12:43 Hekne 3NoyMbILLIIEHHUKM NOTYy4Ynnu
KOHTPOMb Hag TepMuHanom 6aHka n nposenu Ha
MockoBckon bupxe psg HeCaHKLMOHMPOBAHHbIX
onepauuin nNo NoKyrnke 1 Npofaxe BantoThl.

Mo Takum HeyaavHbIM KypcaMm, YTo B pesynbTaTe
3TUX onepauunn 6aHk, Kak yBepstoT
npeacTaBuTeNM GPOKEPCKUX KOMMAHUIW, NOTEPAN
okono 370 mrH. pybnen

http:/Amwv.business-gazetanuarticle/128126/

Flpoque KPUTUYHbIE CllydYau

MonTopa gecatka 6GaHKOB-y4aCTHUKOB
Ob6beanHEHHOW pacyYeTHOW CUCTEMbI CTanm
XepTBaMmn MaciTabHOro MOLLIEHHMYECTBa C
nnaTteXxHbiMn Kaptamu. MHUnMOeHT, umMen MecTto
16/08/2015 roga, noa yoapom okasanocb

~ 500 munnunoHoB pybnen

Banom nepen HoBbiM 2016 rogom APMoBs
OTnpaBKM NNaTexXewn B HECKONbKnx 6aHkax PO,
Kaxxabln 6aHk notepsan nopsaka USD 10 mnH

2016 deBpanb: MeTtannuHeecTbaHK — NOMbITKa
xuwienus, ataka Ha APM KBP, BoaMoXHble
notepun ~200 MUNIIMOHOB

htip:/friaruincidents/20160305/1385351434.himl

MNnroc Kpuntonokepbl
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Toye4yHble amaku Ha ¢gbuHaHco8ble op2aHu3auuu

B xone coBmecTHOro paccnenosaHus «Jlabopatopusi Kacnepckoro», EBponon u UHtepnon
packpbinu 6ecnpeueneHTHYIO KWOepnpecTyrnHy onepauuio, B paMmKax KOTOPOW 3510YyMbILLSTIEHHUKN
noxutunu munnuapa gonnapoB CLUA. KubeporpabneHuwe npoaosmkanoch ABa roga U 3aTpoHyno
okono 100 chmHaHCOBbIX OpraHu3auui No BCemMy MUpy. JKCNepTbl NosiarakoT, YTO 3a 3TUM FPOMKUM
MHUMOEHTOM CTOUT MeXAyHapoaHas rpynnupoBKa KubepnpectynHuUkoB us Poccuu, YKkpauHbl, psaaa
ApYyrnx eBponemnckux cTpaH, a Takke Kutas

Kak npoucxoausia ataka .

1.

2.
3.

B cpeaHem orpabneHne ogHoro 6aHka — OT 3apakeHusi NepBOro KOMMbOTEPa B KOPNOPaTUBHOWN CeTn
[10 KpaXkun JeHEr 1 COKPbITUS CreaoB — 3aHMMaro Y XakepoB OT ABYX [0 YeTblpex MecsiLieB

CpegHsasa cymma kpaxu ~10 000 000 USD

3apaxkeHue npoxoauno unm Yepes NMCbMO € BROXeHUeM, Kak bbl OT coTpyaHuKa 6aHka nnu
KrMeHTa unn Yyepes punHr — no cebinke Ha WWW pecypc B KOTOpbIN Npegnaranocb BBECTU NOMMH
N Naporsib; COTPYAHMKM BBOAUN CBOW JIOMMH U NAposib B NOASIOXKHbIA CauT UMUTUPOBAaBLLWI
KOpnopaTuBHbLIN PECYPC UNU CUCTEMY

[anee 3rnoymbilNeHHNKM cobmpany nHgopmaumio o npouecce paboTsl 6aHKa 1 Haxoanny yaobHbIN
MOMEHT OS5l COBEPLLEHUS KpaXkn, B TOM Yncne ucnonb3oBanu ans seisoga cpeacts S.W.LF.T
(kOoTOpbIM Ha NepPBbLIN B3rnsag kaxeTca abConMtoTHO 3alUMLLEHHBIM) UM CUCTEMbI ANCTAHUMOHHOIO
BGaHkoBCKOro o6cny>xmBaHus

WNckaxkann 6anaHchbl, 4To 66l cymma crnvcaHus He Bbina BugHa cpasy

19.05.2016  http/Ammbankiuforum/?PAGE_NAME=message&FID=61&TID=776268&MID=948278#messaged48278 Slide 6



Moodernb moweHHU4Yecmea

BnuaTtb Ha MOTUB N HaKa3aHMe MOLUEHHMKA MOXHO TOJIbKO onocpeaoBaHHO U peaKTUBHO, a
CHUNXaTb BepOosATHOCTb MOXXHO BCerga, ecJsqin co3aaBaTtb 6e30nacuy|o 3KOCVICTeMY!

19.05.2016

Mot
NpPecTynHuKa

Bo3MOXKHOCTb Bo3MOXKHOCTb
n3dexarb COBEPLUNTD
HakasaHus NpecTynneHue

Slide 7



Ymo npuserio k peanusayuu yKka3aHHbIX PUCKO8

TunnyHbIN BapnMaHT oTBeTa — He aanu aeHer Ha Wb, Ho ecnu noaymaTtb, TO:

b He sUOHO U He b He
[TOHSIMHO g83aumoldelcmeayem
pyKkosodcmey C NepCOHarom

B Haxooumcs Ha
ypoeHe UT

b peakmusHo

T.e. Ha MO 3KCNEpPTHLIN B3rNsA, B NepBylo oyepeab Urpaet He HeAOCTaTOK CPeAcTB, a
cnepyroume hakTopbl:

= HepgocTtatoyHOE BHUMAHNE MEHEOXKMEHTA, OTBEYAlOLLEro 3a onepaunoHHbIn 6ok, ¢ ogHown
CTOPOHbI, 1 He roToBHOCTb UB 1 KypaTtopy b noctaBntb Bonpoc pebpom

» HepoctatoyHas pabota b ¢ nepcoHanom

= OrtcytcTBUE peanbHon Nb, korga BMeCTO ynpaBrsieMOn CUCTEMbI KOHTPoONen ectb Habop cpeacTs
3awuTbl

T.e. npexae Bcero 6b1nMu caenaHbl OLUMOKN HA YPOBHEe ynpaBneHus

19.05.2016 Slide 8



®akmopsb! 8nusHUS Ha eblbopa mooersu yripasrneHus Vb

HeT oguHakoBbIX peLenToB, HO €CTb OPUEHTUPLI

»  YpoeeHsb 3periocmu UT, ecnn B T xaoc, To B b ByaeT ero otpaxxeHue, Ho ecnn B T BHegpeH ITIL,
TO n Ib pomkHa ObITb BCTPOEHa B CEPBUCHYHO MOAESTb

= YpoeeHb 3pesriocmu yrpasrieHus ornepayuoHHbIM PUCKOM, €CN €CTb NPEeANOCLISTIKA N0 CKBO3HOMY
ynpasneHuto OP, To ynpasneHne puckamn Ib aomkHO BbITb MHTErPUPOBaHO B OOLLYIO CUCTEMY
yrnpaBrieHUs1 puckamu, Kak MMHUMYM B YacTu KRI, 6a3bl nHUmMaeHToB, ecnu ectb GRC n 1.4.

u 3penocmb KOJsirieecualibHbIX OpecaHOo8 yripass/ieHusd, Kak MUHUMYM y4acTune B T komnteTe B kKadyecTBe
NOJIHOLIEHHOTIO YJ1ieHa C npaBoM roJioca

=  Omcymcmeue rpoueccos M5, 3aMKHYTOCTb Ha CpeaCTBa 3aLlUNTbl — BaXXHbIW KpUTEPUI
HeobxoaumocTu BbiaeneHua b ns T nnu BB

»  Hanu4ue nocpedHuka mexoy Ub u yneHom npasrneHusi Kypupyrowum N6

=  Omcymcmeue Vb, kak 8bi0erieHHO20 rnodpal3oesieHUsi — ABHbIA KPpUTEPUIA, KaK MUHUMYM, BblAENUTb
OQHOro cneumanucrta

«PaboTta paboToin, HO HaAO U YTO-TO None3Hoe Aenatb. XeHPUK Aroa3nHbLCKUN.
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Mecmo UE uenesou cmpykmype

Jlyywe passuBatb B 3BONMOLMOHHO MHTErPUPYSCb B OU3HEC U KOHTPOSbHYIO cpeay

UT/Bb

Bbigenedne Vb B otaenbHoe
noapasgernieHue

NHxxeHep

OnepaunoHHbIN
OUPEKTOp unm

VHOW saMnipea PasrpaHnyeHne yHKUn mexay

b, UT, BB, Puckamn, 3anyck

NnpoekTa No MOCTPOEHUIO
cuctembl B

[MpOEKTHbIN MeHemXep

19.05.2016

CoBeTt
OUPEKTOpPOB

Boigenenne UT/WB ayguta

FeHepanbHbIN
PaspeneHue Ha AUpeKTop

- B pykoBoacTBO (pUCKM Unu pucku
cTpaTteruss mertogonorua ) —
An3anH CUCTEMbI KOHTPONEWN,
cTpaT npoekTbl b

- b onepaumoHHoe ynpasrneHue
(BbINONHEHNE KOHTPOSIEN)

Puck meHenxep
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Memodosnoauyeckuu ba3uc 0519 uameHeHuu V16

PerynatopHas akTMBHOCTb BblLUS1a Ha XOPOLUNA NPOAYKTUBHBLIN ypoBeHb U LUIB n ®CTIK n dCE un
PockoMHaa30p akTMBHO BbinyckatoT HopMaTusbl. VIHpopmMauusa no 6onbLien yactun paspabaTtbiBaeMblx
AOKYMEHTOB bblfia 03By4YeHa Ha Ypanbckom dopyme

Ho ecTtb npobnema:

Ha TeKyU.lMIZ MOMEHT, Ha MOW B3rnsig, OCHOBHbLIM KaMHEM NPETKHOBEHUA ABJIAETCA, TO YTO
perynAaTopbl pa3pa6aTb|Ba+0T OOKYMEHTbI Ha TEXHNYECKOM A3bIKe OJ1A TEXHUYECKNX CneunarimnctoB

EcTb HeQoCTaTOK KayeCTBEHHbIX TPAHCMALUWOHHbBIX MaTepuaroB Mo PerynaTopHon Teme, KOTOpyH
cTouno 6bl 4OBOAUTL 40 PYKOBOACTBA (PMHAHCOBbLIX OpraHn3aumim oT perynsatopos. T.e. yHKUnS
«TONIMaya» 3aKOHOB OTBOAUTLCH HE perynatopam, a MHTerpartopam, Kotopble npegnaratot
COOTBETCTBUE 3a eHbIM UM TEXHUYECKNUM cneunanuctam. M yacto nepermdatoT nanky nbltasicb
pa3gyTb TpeboBaHMA OO HY>KHbIX UM 06 bEMOB

Mo aTon npuymnHe BCce 0b603HaYeHHbIE Ha YpanbCkoM dopyMe MHULMATUBbLI MO BbIXOAY HOBbIX
AOKYMEHTOB, MOryT OyKCoBaTb B YaCTu NPETBOPEHUS B XNU3Hb, T.K. a) ronoc Vb BHyTpu
opraHudauum cnab 6) B cTpaHe HoBad peanbHOCTb M HA40 3KOHOMUTbL C) MHTErpaTopbl He Bceraa
Ha CTOpPOHe NoTpebuTenen n pykoBoACTBO BUOUT, YTO PUCK HE COMOCTaBUM C 3aTpaTaMu, YTO
B3blBaeT HeJOBEpPME U TOPMO3UT NpoLieCC

19.05.2016 Slide 11



Ob630p HosbIx-cmapbix mexHosioauu VIb

HoBoe xopoLwo 3abbIToe cTapoe:

T nonHbiM XO040M MAeT B CTOPOHY CEPBUCHOM MOLENN B TOM Yuncne obnavHbiX CEpBMCOB

Ha BonHe puckoB dpoaa 3aurpanmu cepsuchl Threat intelligence n cuctembl 0bHapyXeHus atak
BHYTPU CETU N necoyvHuubl; 3apaboTtan duHcepT LUB PO

MoasnsaroTcs poccunckmne cepsucekl aytcopcuHra Mb; B Tom ycne SOC 1 BaXXHO He NPOCTO MOMyyYnTb
nor, HO pearibHO YMeTb HauTuW B flore Noo3puTenbHble creqbl

Bce 6onbLlie n 6ornblue ctaHoBUTCA BbiTpeboBaHa 6usHecoM MobunsHoCcTbL — BYOD, yaaneHHbIn
AOCTYN U T.4., T.€. HY>KHO 3apaHee BblbupaTb nnatgopmy ans MDM, 2FA, roToBUTb HOPUANYECKYHO
6asy

B cBeTe ykpynHeHust 6aHKOB BO3MOXHbI NPOoeKTbl No cmeHe ABC
PosHunua nepexoaut c INK n windows Ha cmapTgoHsl, T.e. |IOS n aHgpona
MoaHumatroTca Bonpockl 0 KOHTpone koga SDLC

BbiBOoAabI

1.

N

w

[o Hayana HPacTPYKTYpPHbIX n3ameHeHun y b gomkHa 6bITb KOMNETEHLUNS B YaCTU YKa3aHHbIX
BbllLe obnacten passutus UT,

Y Vb pomkHa ObITb Oonee Spko BbipaXkeHHas cneumanmaaums, yHuBepcarom npakTU4ecKkm
HEBO3MOXHO OCTaTbCH, HAOO0 AenaTb BbIOOp B KAKOM HanpaBneHnn pasBmnBaThCs,

Cenyac xopoLuee BpeMsa NpPOBECTU aHaNM3 PUCKOB N JaTb NpeanoXxeHus o uenesom yposHe Vb Ha 2
-3 roga.
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O6 asmope

AHnppen baxuH
[OunpekTop no nHpopmaumoHHon 6e3onacHoCTu
BTb Kanutan

www.Vvtbcapital.com
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HacTtosawwun nokymeHT nogrotoBneH AO BT Kanutan (ganee — «BTB Kanutan»), HOCUT UCKNOUYMTENBbHO MH(hOPMALIMOHHLIN XapaKTep U NpegHa3HavyeH TONbKO A4S UL, ABNAIOWMUXCA
OOoNyCTUMbIMM NonyvyaTensmMm.

HacTtosiwmii [OKYMEHT He SIBNSieTCA NPOCNEKTOM LeHHbIX Gymar, o6si3aTenbCTBOM MO pa3MelleHUI0 LeHHbIX Gymar, npeanoxeHvem no ¢uHaHCMpoBaHUIO, odepTon unu
npurnaweHvem genatb oepThbl Ha NOKYNKY UM NPoAaxy Kakux-nmbo LeHHbIX 6yMar unm uHbIX (PMHAHCOBLIX UHCTPYMEHTOB. Mpu oLeHKe NOGLIX MHBECTULIMOHHBLIX NPOAYKTOB UMK
cTpaTervui, Bbl 4OMKHbI CAMOCTOATENLHO (C NPMBreYeHNEM COGCTBEHHbIX HaNoroBbIX, 6yxrantepckux, hMHaHCOBbIX U/MNK IOPUANYECKUX KOHCYNbLTAaHTOB) onpeAenuTb NPMemMIIeMoCTb
nobbix (PUHAHCOBLIX MHCTPYMEHTOB WM CAENOK A0 MPUHATAS WHBECTULMOHHOrO pelweHusA. HacToAwuin [OKYMeHT (Mnu Kakas-nubo ero 4acTb) He SIBMSIETCA HanorosbiM,
IOpUANYECKUM, GyxranTepckuM, (pMHAHCOBBLIM WU MHBECTULMOHHLIM COBETOM M He [OJIKEeH MHTepnpeTupoBaTbCA Kak TakoBoW. HecmoTpsi Ha BCl TlATenbHOCTb MOArOTOBKU
HacTosiLero AOKYMEHTa, HUKTO M3 pykoBoauTernen, MeHeAXepoB, COTPYAHUKOB, areHTOB MIM KOHCYNbTaHTOB ntoGoi komnaHum Ipynnbl BTB He paeT kakux-nm6o rapaHTui unm
3aBepeHUit, BbIPaXEeHHbIX UMW noApasymeBaeMbiX, U He MPUHUMaeT Ha cebs Kakon-NMMGO OTBETCTBEHHOCTU B OTHOLUIEHMM HAAEXHOCTU, TOYHOCTU WMNU MONHOTbI MHOpPMaLUK,
coaepKallencs B HaCTOsALEM AOKYMEHTe.

«BTB Kanutan» He npMHMMaeT Ha cebsl KakoW-NMMGO OTBETCTBEHHOCTU 3a NioGble YObITKM (NPAMbIe UNU KOCBEHHbIE, NPeABUAEHHbIe U HenpeABUAEHHbIE), BO3HUKAaIOLWMEe B CBA3UN C
MCnonb30BaHUEM HACTOsILIEro AOKyMeHTa unu cogepawencss B HeM uHdgopmauuun. «BTB Kanutan» He GepeT Ha ce6sA obsizaTenbCTB N0 OGHOBMEHUIO MH(pOPMALUM B HacTosLLEM
AokyMeHTe. Bcsl MHdopmaumsa, MHEHUsI U OLIeHKU AaHbl MO COCTOSIHMIO HA AaTy NyGruKauun HacTosiLero AOKyMeHTa U MOryT ObiTb M3MeHeHbl 6e3 npeABapuTeNIbHOro yBeOMIMEeHUS.
WUHdopmaumsa B HacTosilieM OOKYMEHTe He npeAHasHayeHa AnsA npepackasaHusa daktuyeckux pesynbratoB, u «BTB Kanutan» He aaeTt kakux-nmbo rapaHTM u 3aBepeHU B 3TOM
OTHOLLUEHUM.

CToMMOCTb NOObLIX UHBECTULIMA MOXET YBENMUYMBATLCH U YMEHbLUATLCA B pe3yribTaTe U3MEHEHUN Ha pbiHKe. Pe3ynbTaTbl MHBECTMPOBaHMS B MPOLUNIOM HE rapaHTUPYHOT [OXOA0B B
Gynywem.

OnpeperneHHble cAeNKU, B TOM Ynuchne ¢ (PboYepCHbIMM KOHTPaKTaMu, ONUMOHaMM U NPOYMMU NPOU3BOAHBLIMU MHCTPYMEHTAMU CBSi3aHbl C NOBbILEHHOW CTENEHbID PUCKa U He MOryT
ObITb OAVMHAKOBO NMpueMnemMbl ANA BCeX MHBECTOPOB. Paa nuy — kak msnyeckux, Tak U IOPUANYECKUX — MOXET ObITb OrpaHWyYeH B NpaBe COBEpPLUEHUSI CAENOK Ha PbIHKaX LieHHbIX
oymar. UHBecTOopam crnefyeT NpoBOAUTL COOCTBEHHYIO HOPUANYECKYIO IKCMEPTU3Y A0 NPUHATUA UHBECTULIMOHHOIO pelueHus. BaXHO oTMeTUTb, YTO LieHHble bymarn u uHaHcoOBbIe
VHCTPYMEHTbI, A€HOMUHMPOBaHHbIE B WHOCTPAHHOM BankTe, amepuKaHCKMe [eno3vTapHblie PacnucKku M Npovyne WHBECTULIMOHHBbIE MHCTPYMEHTbI 3aBMCAT OT BaNOTHBIX KYpPCOB,
KonebaHus KOTOPbIX MOTYT HEraTMBHO OTPAa3UTbLCA Ha CTOMMOCTU MHBECTULMI. CTOMMOCTb MHBECTULIMM MOXET KaK yBeru4YMBaTbCs, TaKk U YMEHbLIaTbCA, NO3TOMY MHBECTOPaM He
MOXeT ObITb rapaHTUPOBaHO BO3BpalleHMe NHBECTUPOBaHHbIX CPEACTB B MNONTHOM ObObeme.

Fpynna BTB moxeT HaxoauTbCsl B AeNOBbIX OTHOLWEHUAX UIIM CTPEMUTLCS K YCTAaHOBJIEHUIO TAaKOBbIX C KOMMAaHUSIMU, YNOMSIHYTbIMU B HacTosilLEM AOKYMeHTe. MHBeCTOpbl AOMKHbI
0OCO3HaBaTb BO3MOXHOCTb KOH(hJIMKTa MHTEPECOB, KOTOPbIA MOXET NOBMMUATL HA 06 BLEKTUBHOCTbL HACTOSILLEro AOKYMEHTa, NOCKOJNbKy komnaHuu Mpynnbsl BTB u/unu nx co6¢cTBeHHUKM,
pyKOBOAUTENMU, MEHEAXEPbI U COTPYAHUKU (BKIIOYasi, KpOMe NMPOoYMX, JI1L, y4YacTBOBABLUMX B NOATOTOBKE M NMyONMKaLMM HacToSLWEro JOKYMeHTa) MOryT BrnageTb LeHHbIMU Gymaramu
UnM GPUHAHCOBbLIMU MHCTPYMEHTaMU, YNTOMUHAeMbIMU B HacCTOSILLIEM AOKYMEHTe, UMeTb MO HUM OTKPbITble NO3ULMU UM COBEPLLUATb C HUMU CAEJNKU; MOTYT OCYLUECTBIATbL UHBECTULIUMU
B OTHOLUEHUM NO6Oro U3 ynoMmMHaeMbIX B HACTOSILLIEM AOKYMEHTe 3MUTEHTOB; MOTYT y4YacTBOBaTb B onepauusx ¢ LeHHbIMM Bymaramu B cpopMe, He cornacyroliencsi ¢ uHopmaumen B
HacTosILEeM OOKYMEHTE B OTHOLUEHMU LieHHbIX GymMar unu PUMHaHCOBbLIX UHCTPYMEHTOB, YNOMSHYTbIX B HAacCTOSILLEM AOKYMeHTe, MOryT npoAdaBaTb MX KIMUEHTaM WU nokynatb UX Yy
KJIMeHTOB, BbICTyNnas B poSyiu NpyMHUUNana; 4eMcTBOBaTb B Ka4eCTBe PYKOBOAMTESIA, areHTa Mo pasMeLleHUto, KOHCYJbTaHTa UNn KpeauTopa; NPOBOAUTL MapKeTUHIOBbIe MEPONPUATUS;
BbICTyNaTh B Ka4eCTBe OpraHu3aTopa Uim coopraHusaropa nocnegHero no BpeMeHu ny6siMyHoOro pasmeLeHusi B OTHOLEHUM J06bIX MHBECTULIMM UITM SMUTEHTOB TakKUX LIeHHbIX Gymar
WM (pUHAHCOBBIX MHCTPYMEHTOB, YNOMSIHYTbIX B HACTOSILEeM AOKYMEHTe, NMpeAoCTaBfsATb MU npepnaratb MHBECTULMOHHO-GAHKOBCKME WIM MHbIE YCIyru Nnio6or u3 KoMnaHum,
YNOMSIHYThIX B HaCTOSILLEM OOKYMEHTe.

DestenbHoctb AO BTB Kanutan B Poccuiickon ®Pepgepaummn nuueHsupyeTcs u perynupyetcsa LleHTpanbHbim BaHkom Poccuun. VTB Capital plc — 6aHk, 3apeructpupoBaHHbIA B
COOTBETCTBMM C 3aKoHopaTenbCTBOM AHrnMuu u Yanbca (permctpaumMoHHbin Ne 159752), nencTBYHOWMA Ha OCHOBaHMW JMLIEH3UM, BbiAaHHOW YMnpaBrieHMeM npyAeHUUanbHoOro
perynupoBaHusi, U B COOTBETCTBMM C TpebGoBaHMUsIMU, yCTaHaBNMBaeMbiMU YNpaBneHWeM npyAeHUnanbLHoro perynupoBaHus u Cnyx6ou uHaHCOBBLIX PbIHKOB, AesaTenbHocTb VTB
Capital plc B CuHranype perynupyetcsa LleHTpanbHbiM 6aHkom CuHranypa (Monetary Authority of Singapore), B ly6ae — YnpaBneHuem chuHaHcoBbIx ycnyr fly6as (DFSA). VTB Capital
plc (adcpmnupoBaHHble opraHn3auum) ABNAETCA YacTbi MHBeCTULMOHHOro nogpasaeneHus MNAO "Bank BTB". VTB Capital Hong Kong Limited nuueHsaupoBaH Komuccuern no LeHHbIM
bymaram u dbrodepcam NoHkoHra (Hong Kong Securities and Futures Commission). OeatenbHoctb VTB Capital Inc. B CLUA nuueH3upoBaHa U perynupyetcsi YnpaBrieHWem no
perynupoBaHuto ouHaHcoBom oTpacnu (FINRA) n Komuccuen no ueHHbIMm 6ymaram u 6upxkam CLUA (US Securities and Exchange Commission).

HacTosiluin AOKYMEeHT 3alumilieH aBTOPCKUMU NMpaBaMu, HUKaKas ero 4acTb He MOXeT ObiTb BOCNpPOU3BeAeHa, pacnpocTpaHeHa Unuv nepegaHa 6e3 npeaBapuUTesibHOro MMCbLMEHHOro
pa3speweHuns «BTB Kanutan».
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