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Cotpyauunkmn 6aHka ykpanm NNuHbIE AHHble 6onee 2 TbiC. KINEHTOB

N Be3onacHoCTh CTrparerus De30nacHocTy
U

Amepurarcxkut Ganx Huntington National Bank nogan cyaebHele ucku npoTue
wecTy csomx BuiBlKX COTPyAMMKoS, obsuHme ux B xpaxe bonee 2 Toic. 2anucesi ¢

A NUMHOM MHopMaurer KnueHTos DaHKa Nepel YBONbHEHNEM U NEPEXOAOM Ha
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CDTPWJ,HHHH 6aHKOB E 2015 rogy yKpanu y KknueHToB 1 an.q‘ . )

Fundo Mau,m.o HHO

radd B pE3yNeTaTe INOHIME BIX OEHCTEHHA CEBPYAHHEGE GAHEDE © EJPT ENHEHTOE JNOHHD CNBCANK 1 MNpa pyGned — 370
Ha 87 5% GoNbILE, Y&M 33 AHANGMWYHLIM NépHoA NPOENSNS roaa.
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MaeHaA f Hopoct OMNYE

1.09.2015
MpUYMHOWU OCTAHOBKKU TOpProB Ha MockoBcKoH Bupxe ctan cb6oM cepBepa

lMNpwryrHOR NPUOCTEHOBKK TOProB Ha goHaoB0M peiHKe “Mockosckod Supsr” 1 ceHTABPA cTana HecTabuneLHaA paboTa oCcHOBHOMD cepaepd, UTo
peaspEHEA cepeep, coobuyana Oupia. Topru npuocTadosuny 8 14:59, nepeaanyck cucTeMbl 3aHAN 36 muHy T, Nnocne yero uiaexc MMBE ynan
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YTo koMMepcaHTbl MOryT
npeanoXutb Ansa nosbiweHusa Nb?

Bonpoc — kKaKue yrposbl
5 5 ana busHeca KomnaHun
EBrexnn ManuHoBcku# Ha3bIBaOT Yallie BCEro npu
OLUEeHKe YPOBHHA

_ 6e3onacHocTu nHopmauum
KoMmmepyeckun aupexkTop B Mmupe 1 Poccum

oA CaH



UHPopMauUuoHHbIe yrpo3bl. Kak BUAAT KOMNAaHUU

C6oii nurannn I 52%
AnnapatHeii c6oii I 44%
C6oii MO I 36%

HapyweHue 6e3onacHocTu ( BpegoHocHoe MO,
nprpammbli LNUOHbBI,BUPYCbI, 60THETBI, KNbep-..

C6oii pesepsHoro nutanvs [ 21%

I 25%

Nospexaenne aannbix  [INEEGNN 21%

dusmnueckana 6esonacHoCTb, yrepa/Kpaxka
obopypoBaHua

Cnyuaiinbie ownbku nonvsosateneli GGG 14%

DN 14%

Ctuxuitnoe 6eacteve [ 12%

YmbiwnenHbiii cabotax cotpyaHukos [T 12%

HeucnpansaHoctu 06cny»kusaHua/"obnauHbix"
nposaiigepos

N 8%

0% 10% 20% 30% 40% 50% 60%



NccneposoBaHne « MAHAEKC 3aWULLEHHOCTU AAHHbIX»

HUccaenoBanue npoBoaAnIOChH B (hopMe 0mpoca, B KOTOPOM NMPUHSAIH
yuactue pyxkopoaurteau 3300 UT-komnanuu u3 24 crpan mupa.

HccaenoBanue npoBOAWIOCH HE3aBUCMMOM KoMIaHuer Vanson Bourne ¢
aBrycra no ceHrssopn 2014 r. Ilo 200 yesoBek 06110 onpoineno B CIIA,
BeauxkooOpuranuun, @panuuu u I'epmanuu u mo 125 yenosek B Kanaje,
Mekcuke, bpazuiauun, Poccuu, FOAP, Typuuu, OAD, Utanun, llIBenuapumu,
Hupepaangax, Ascrpaauu, Anonuun, Kurae, Kopee, Unaun, Cunramype,
TI'onkonre, na @uaunnuHax, B Tanaanae u Ungonesun.

B oTuyere yrBepkIaercs, B YaCTHOCTH, YTO 32 MOCJTEHUN IO MOTEPH
JAHHBIX U MPOCTOM CTOMJIM POCCUIICKUM OpPraHu3anusam 29 muipa
J10JJIAPOB, 4 B LEJIOM 110 MUPY MOTEPU MPeBbIIAKT 1,7 TPJIH 10/11aPOB.



NccneposoBaHne « MAHAEKC 3aWULLEHHOCTU AAHHbIX»

C6oii nurannn I 529%

AnnapaTHbi¥ cbomn 44%

wwewe 3 11 MPUUYNH YTPO3b
busHecy 7 OTHOCATCA K

o T@XHUYECKUM CO0OAM UM K

" dusunyeckoim 6esonacHocTn

YmbiwneHHbin cabotaxk cotpyagHukos [ 12%

HeucnpansaHoctu 06cny»kusaHua/"obnauHbix"
nposanaepos

N 3%
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Y10 HY)XXHO Aana ycuneHua Ub

CoxpaHeHue UAu garke yBeimyeHme
6toaketa Ha UB

OTKypa B3ATb AeHbru
~ Ha ysenuuyeHue b6roaxerta Ub

3a cyeT yYero HaHATb
KBannduUUUpPOBaHHbIX CNeuuaIucTos no
Ub
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OxnaxaeHune MNaowaap
nuTaHune

é h 4 Y

KoHueHTpayms YcuneHue paboTbi €
BHMMAHMUA Ha cucTtemamm CoTtpyaHuku UT
passuTme MHPOPMaLIMOHHOM 6onee BbICOKOW
6aHKoBckoro MO 6e3onacHoCcTH KBanndukaLlmm broaskeT Ha
n NO UB HGaHKa 6aHKkoBckoe M0

L y € y € Jy .




Ona UOA no texHonornmu CtakKy6

ApeHpa 100 cTtoek Ha 10 nert
B AaTta-ueHTtpe SDN

(c yueTom nogopoxkaHua Ha 5% B roa)
1800

1715

900 MAH.pybneir
MNH.pybnen

CTpouTenbCTBO M 3KCNAyaTauum
cobcrBeHHoro IO/ Ha 100 cToek 3a
10 net

400

200

0

B AytcopcuHr B Csoin LOA2

AytcopcuHr yact UT MHPPACTPYKTYPbI - BOSMOXKHOCTb
ANA KOHUEHTPALUMU Ha KAKYEBbIX KOMNeTeHUNAX
6busHeca



SDN HapexkHaa nnowaaka ana UT nHopacTpykTypbl 6aHKa

Ceptudmkar PCI DSS Ha IOl n Ha Obnako
3eMesbHbIn y4acTok nnowaabto 3,05 ra B COGCTBEHHOCTH
EmkocTb gata-ueHTpa — 1476 ctoek 48U

AIMUHUCTPATUBHO-ObITOBOI Kopryc — 1500 m?

[NoaseaeHHas molHoCTb 0T JleHaHepro 14 MBT (2 BBoga).
CobcreHHas Tl

TonnuneHoe

8 [insenb-potopHbix MBI no 1600 KBA xpanwiie

Harpyska Ha cTonky — go 40 kBT KaGenbHas

KaHa/1n3auuma

CyMmapHast MOLLHOCTb CUCTEMbI OXNaxaeHns 9,6 MBT

CobetBeHHas BOJIC no 0CHOBHbIX TOYEK CepBepHble - 3paHue
moaynv CKnaga
obmeHa Tpadukom CaHkt-MeTepbypra ( 2 mapLupyTa)
TonnueHoe xpaHunuie 100 ky6.meTpoB
A,CI,MMHVICTpaTMBHOE |_|OHM)KaI-0LLI,VIe
5 nepumeTpoB Be3onacHocTH 3AaHMe C TenbiM cknaz, TpaHChOPMATOpSI

PUE -1,23

MNapkoBKa ana
K/INEHTOB

KoHTponbHO-
NPOMNYCKHOM NYHKT



l TexHu4yeckas non.qepxcxa'

| Murpauus, noMollb B '
l Be3onacHocTb '

C HeorpaHMYeHHbIMI BO3MOXHOCTSIMI PaCLLMpEHUst MO Mepe pocTa
KOpnopaTUBHOM MHdpPacTPyKTypsl. Oduchl Ans nepcoHana

Heobxoaumas UT-uHgpacTpykTypa B KpaTyaiLume CPOKU.

Opranusauus LUOL B obnake.

TunoBble KOHUrypauuu u uHAaMBUAYyanbHble peleHus. Kpatyanwme
CpOKW NpegocTaBneHns 0bopyaoBaHWs B apeHay

Bonee 20 onepatopoB (BbimnenKom, MeragoH, MTC, Poctenekom,
RETN, Orange, MpomeTen, n ap)

KpyrnocytouHas TexHudeckast nogaepxka, yenyrn REMOTE HANDS,
SMART HANDS, knueHTckas komHaTa

OpraHu3auus npouecca MUrpaLum, ConpoBOXaEHNe creLuanucTami Ha
BCeX 3Tanax npoekTa.

3} NneEPUMETPOB 3aLLUNThI, BWAEOHAOM0AEHEe C BO3MOXHOCTbIO BbIBOAA

u3obpaxeHna Ha nynsT Cnyx6Gbl BesonacHOCTU KnueHTa, cepTidukar
PCI DSS.
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4 KpynHbiX 6aHKa

BHEW3KOHOMBAHK @ @Cenfer 3 :::l)\l,vIrEC

Protection

AAANAHT | /_\

TERNEKAHAN

. pdrmameom
1. sordine
N

E @ oktogo
~
bunaan-  poccus NN

I"I'IT1 ITEATIUULLTINpD ‘a
‘...I . Business
ol 2l Services
™

MEraA®@oH

P KYOTOXOOLING




uoAa CAaH

|
. i S —— e —————
O R \/ [ Y 4 T
‘ O B

(RS T )P o
|81 A0 T gl |
| I\ | |
— - - e
- )
——— M| 4
* o m R LAY - - * 1
s 1] ] - 2] e
B et o ah
- e s g - L )
— o - A
- T 1 {
h ! 2

Bonpocbl MOXXHO 3a4aTb ceryac nam Ha Hallem cteHpge



puropuimt Octep n 6UsHec npouecchbl

Ecnun Bbl N0 Kopuaopy Bau
° () 6
Muutecb Ha Benocuneae, o

MsmeneHve A Ha BCTpeuy Bam U3 BaHHOM

CUTyaLMK Ha @ o

pbiHKe Bbillen nana norynarb,

He cBOpaumBauTe B KyXHIO, e —
B KyxHe TBEpAbIN o @ 060pyA0BaHMs
n busHeca
XONOAUNbHUK

Pewene ® o . lOpMO3UTe nydylle B nany.
Mana mAarkum.

OH NPOCTUT - o o




