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[lpnymHa

B xonauHre ucnonb3ytorca 9+ [ 50 oT pa3anMuHbix 6aHKOB.
Tpe6boBaHus UB ana 60 BkaouatoTCAa:

- AOroBop (pasgen KnAneHT 06sa3aH);

- MNpWoXeHue K A0roBopy;

= CCblJIKY B 4OrOBOpEe Ha AOKYMEHT Ha cauTe 6aHKa;

- TpPYAHOHaxoAUMble peKOMeHAaLuMmu Ha cauTe 6aHKa.

[laxxe pekoMeHZauun, B C/lydae UX HEBbINMOJIHEHUSA, MOryT CbirpaTb
Ol0 HEeraTUBHYIO pPoJib B cyyae ¢ppoga. BaHk Ha 31O byseT onupaTbea
BOEM 3alyumTe.
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[IpoTuBOpEUUA?

Ucknoyaute noceweHne c¢ [1K, Ha KOTOpbIX OCyLECTBASIETCA
NnoAroToBKka U OTNpaBKa AOKYMEHTOB B BaHK, cauTOB COMHUTE/ILHOrO
CoAep>XaHUs " ntobbIx Apyrux NHTepHeT-pecypcoB
HeNnpou3BOACTBEHHOrO XapakTepa (couuasibHble U MUPUHIOBbIE CETH,
KOHdepeHuMn u yatbl, TesiepOHHbIe CEPBUCHI U T.M.), YTEHUE MOYTbI U
OTKPbITUE TMOYTOBbIX BJIOXKEHUA OT HeAOBEpPEeHHbIX WCTOYHUKOB,
YCTaHOBKY M obHOBneHue nwboro MO He ¢ caUTOB NpousBoOAUTENEN.
Hactponkamn  ceteBoro  obopyaoBaHus,,  KOPMOPATUBHbIX W
NepCoHa/ibHbIX CEeTEeBbIX 3KPaHOB BbIxoh4 B ceTb WHTepHer
orpaHuuyuBaunTe «benbiMm CMMCKOM» CO BCexX pabouymx MecT, Ha KOTOpbIX
OCYLLECTB/IIETCA MOArOTOBKa, MOAMUCaHWE WM OTNpaBKa NJAATEXHbIX
KYMeHTOB. B «6enbii cnncok» A0/DKHbI BKIIOYATLCA UCKIIOUYUTENIbHO
e@HHble CalTbl U XOCTbl CaMOi opraHusauum, 6aHKoB, Ha/Jl0OroBowm
APYrMX rocCyAapCTBeHHbIX OpraHoB, HeobxoAuMbIX B
TBEHHOM npouecce, cepBepa OOHOBNEHUI CUCTEMHOrO U
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AHanus TpeboBaHuN

Bcero BbigeneHo 23 TpeboBaHus.

[TlonynapHOCTb 3aLLMUTHBIX Mep
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AHann3s 6aHKoOB

Ha npumepe 6 6aHkoB.
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Yncno 3aWMTHbIX Mep, PEKOMeHAyeMbIX DaHKOM
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CneacrtBue:

3alKnTHasA Mepa:

PaspaboTka n pacnpocTpaHeHne MaTepuanoB (MyabTUMeAna, bpoLutopel,
NJ1aKaTbl, 32CTABKM U T.4,.), NOBbILWAOWMX 6ANTENBHOCTb K/IMEHTOB.

CHmxaeT ans 6aHka noTepm oT ppoaa Ha 12%.

CpaBHeHUe 3dpHEeKTUBHOCTU U PacnpoCTPaHEHHOCTU
PEKOMEHAYEMbBIX 3aLLUTHOM Mepbl

JJJ:e

4
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CneacrtBue:

[pun nepeom ayauTte 3adMKCMPOBAHO BbIMOJIHEHWE 25% TEXHUYECKMX
TpeboBaHmN.

[Nocne npoBeAeHUA KOPPEKTUPYHOWMX PAabOT, MCNONHAKTCSA 100% TEXHUYECKMX
TpeboBaHuM. B Tom uncne:

1. PerynsipHoe npoBegeHVe aHTMBMPYCHOM NPOBEPKM Ha KOMMbIOTEPaX.

2. 3anpeT Ha UCMO/Ib30BaHMe NPOrpamMMm yAaseHHOro ynpasaeHns
KOMMbIOTEPOM.

3. JocTyn B IHTepHeT no «b6esomy» CNNCKy CanToB.
4. OrpaHMYeH CeTeBON AOCTYN K KOMMbIOTEPAM.

. He ncnonb3oBatb Y4e€THbIE€ 3annMcaMn, UMELOWLMMN aAMNHNCTPATUBHbBbIE
dBa.

MMN3NPOBATb KOJINHECTBO NoJib30BaTe/IeN KOMMNbKOTEPOB.
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UTb HAZEXHbIE MAPO/IN Ha BXOZA B KOMMbIOTEP, 0becneunTb
YO CMEHY 3TMX MapoJen.



B nocnepHee Bpema HabnioaaeTca pocT Yuc-
na cnyyaes MOLWEHHWYECTBA C NNACTUKOBbLIMU
KapTamu. Ynpasnenue «K» MBJ] PO pexomeH-
AyeT BCeM BnajgenbuaM nnacTuKoBbIX KapT
cneposarhb npaeunam 6e3onacHocTy:

HUKOMY U HUKOIJA HE COOBLUATb
MAH-KO KAPTbI

BbIYYUTb NMUH-KOA IUE0 XPAHUTD
Er0 OTAENBHO OT KAPTbI
W HE B BYMAXHUKE

HE NEPELABATb KAPTY APYITUM
JIMLLAM - BCE OMEPALIUM C KAPTON
AOJIHHbINMPOBOAUTLCA

HA BALUUX TNA3AX

NOJIb30BATLCA TOJIbKO
BAHKOMATAMU HE OBOPYOBAHHbIMU
[OMONHUTENBHBIMW YCTPOUCTBAMU
no BCEM BONMPOCAM

COBETOBATbCA C BAHKOM,
BbIAABLUNM KAPTY

_r—n—.___
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[lpnmep 1.

https://mvd.ru/mvd/structure1/Upravlenija/Upravlenie_K_MVD_Rossii/
Pamjatka_Upravlenie_K_preduprezhdaet

CerogHA 6aHKOBCKME NSACTUKOBbIE KAPTbI NO-
CTOAHHO UCNONb3YIOTCA B NOBCEAHEBHOMN N3~
HU. OHM YNpOLWaloT NpoLecc onnarthl, a rnas-
HOe = ABNAIOTCA IONONHUTENbHON 3aWMTOoMi AnA
LleHeMHbIX CPeACTB, BeAb YKpaaeHHaA KapTa
6ecnonesHa, ecnm He 3ratb MUH-Kog.

Ho 6e30nacHocTb CpeacTs, XpaHUMBbIX Ha BaH-
KOBCKOM C4eTe, 3aBUCHT B NepByIo 04epesb
OT TOro, cobnioaaeT Bnagenel| Npasuna nonb-
30BaHUA KapToii Unu Het. HebperHoe obpaue-
HWe C KapToi paboTaeT Ha pyKy MOLIEHHUKAM,
KOTOPbIe NOCTOAHHO M3bICKWBAIOT HOBLIE CMO-
cobbl 06MaHa Bnagenbues KapT.

MpoaHanu3upoBas BCe CNy4an MOLWEHHUYeCTBa
TaKoro poaa, cneuuanicTsl Ynpaenenua «K»
MBJ Poccuu noaroTosunu ana Bac noHATHYI0
1 nonesHyio naMATRY. Mpeanaraem BHUMaTensb-
HO 03HAKOMUTBCA C COREepaHuemM 3toi 6po-
WIOPb! ¥ CIefloBaTh HaLMM PeKOMeHAaUNAM.
OHy 3awmTAT Bac 0T AeiACTBMIA MOWEHHUKOB
u cbeperyT Bawm cpegcrea.

MUHICTEPCTBO BHYTPEHHUX Aen
Poceuiickon Degepauun

Ynpasnenue «K»
MB/ P® npegynpexpnaet!

BNAAAE/NBLAM
NAACTUKOBbIX
BAHKOBCKMUX
KAPT

byabTte
OCTOPOMKHbDI
U BHUMaTe/IbHbi!

MouweHHuuecTsa
€ NNACTMKOBLIMM KapTaMu




[lpnmep 2.

http://arb.ru/b2b/docs/metodicheskie_rekomendatsii_o_poryadke_deystviy_v
_sluchae_vyyavleniya_khishcheni-1699733/

Accoumaums "'25
Poccwickmx %% MET
baHKDB

ﬂ » PO BAHKK » OOKYMEHTGHI

MeToaun4eckne peKOMeHAALUM O NOPARKE AeUCTBUM B
Cly4ae BbIABNEHUS XULLEHNA AEHEXHbIX CPeacTB B
CUCTEeMaX AUCTAHLMOHHOTO GaHKOBCKOro 00CTYXMBaHKS,
UCNONb3YIOWMUX 31EKTPOHHbIE YCTPOHUCTBA KIUEHTA

HacTodmmne peKoMeHZAUHH paspadoraner Paboduell rpyvomoil AcconHanHMH POCCHHCKHX
bankoe w HII «HamumoHaThHBIH MNATEXHBEI COBET» [0 OPEIOTBPALIEHHED
MOLIeHHHYeCTEA B ITATEKHEIX cHcTeMax (Zanee — Pabouas rpymnma) ¢ vuetoMm ITmcena
Biopo choenuanbHBIX TeXHHYECKHX MeponpuaTtuii MUHHCTepcTBa BHVIPEHHHX Jen
Poceuiickoll Pegepannu (ganee — BCTM MB]L Poccun) oT 17 AHBapA 2012 . N2 10/257 ¢
[EeTbl0 Pa3bACHeHHS MNOPAIKA AEHCTBHH B CIyYae BLIABICHHS XHITEHHA IeHEKHBIX
CPEACTE B CHCTEMAX AICTAHINOHHOTO OaHKOBCKOTO ODCTVMBAaHHA (gamee — JBO),
HCTIOTh3VIONINX 3MeKTPOHHBIE yeTpolicTBa (mamee — 3V): MepcOHATBHBIN KOMIIBIOTED,
HOVTOVE, IUTAHIIETHRIH KOMIBIOTED H T.II.. B KadecTBe VIATeHHOro pabodero MecTa I
neTell THCTAHIHOHHOTO VIPABTeHNA JeHeKHEIMH CPeICTEAMH KIHEHTA.
_r-‘—--_
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MOCIMNPOEKT-3

MpuKpenneKHble AOKYMeHTbI

B  Dommen rexcr noxyaenta (doc, 245 Kby




[lpeanoxxeHus

B porosop:

1. ObecneumBaTb KOHPMAEHLMANBHOCTb Katoveun DI, He gonyckaTb He
CaHKLMOHMPOBAHHOIO NUCMO/Ib30BAHUS KJTHOYEMN.

2. Vlcnonb3oBaHWe cCOBpeMeHHOro aHTUBUPYCHOro obecrneyeHus.
PerynapHoe obHOB/IEHME QHTMBMPYCHOIO NPOrpamMMHOro obecneyeHus.
3. PerynspHoe npoBeseHVe aHTUBUPYCHOM NPOBEPKU HA KOMMbIOTEPAX.
4. CBoeBpeMeHHas yCTaHOBKaA

obHoBNEeHNI Be3onacHOCTU onepaLMOHHOM CUCTEMbI U MPOrPaMMHOIro
obecneyeHus KOMNbIOTEPOB.

6. HacTtpouku ceteBoro obopysoBaHMs, KOPNOPATUBHbIX U
NMepPCOHA/IbHbIX CETEBbIX 3KPAHOB BbIX04 B VIHTEepHET A0/1KeH ObITb
aHn4YeH «benbiM CNMCKOM» AOBEPEHHbIX CaUTOB.

e paboTaTb Ha KOMMNbIOTEPAX, HAa KOTOPbIX OCYLLECTBASETCS

BKa W OTNPaBKa A0KYMEHTOB B BaHK, Nog, y4eTHbIMM 3anncamum,
aAMMHUCTPATMBHbIE NPaBa.
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[lpeanoxxeHus

9. MuHMMKM3MpPOBaTb KOMYECTBO NOIb30OBATE/IEN KOMMBbIOTEPOB, HAa KOTOPbIX
OCYLLLeCTBAAETCA NOArOTOBKA M OTMNpPaBKa AO0KYMEHTOB B baHk.

10. YCTaHOBUTb HaAEXHble Napo/v Ha BXOJ B KOMMbOTep, obecneyunTb
NepuoANYeCcKyto CMeHY 3TUX Napoen.

11. [loagaepXmBaTb TOYHOCTb CUCTEMHOIO BPEMEHU KOMMbIOTEPA MO MECTHOMY
BPEMEHMN C TOYHOCTbIO A0 1 MUHYTHI.

12. OrpaHnunTb GU3NYeCcKnn A0CTYN K KOMMNbIOTEPAM, Ha KOTOPbIX
OCYLLLeCTBAAETCA NOArOTOBKA M OTrpaBKa A0OKYMeHTOB B baHk, gonyckatoTcs
TO/IbKO PabOTHUKM, HENOCpeACTBEHHO YNO/JIHOMOYEHHble Ha paboTy ¢
nporpaMmHbIM obecneyeHnem «MHTepHeT BaHk-KaneHT».

13. XpaHWTb K/O4YEeBblE HOCUTENIM CNOCOBOM, NCKtoYatoLWEeM
HECAHKLMOHMPOBAHHbIN AOCTYMN K HUM.

Oprmepbl obsi3aTenbHble:

aMOCTOSITE/IbHO FEHEPUPOBATb CEKPETHbIN KJTHOY;

NAPHO KOHTPO/IMPYNTE COCTOSIHNE CBOUX CYETOB;

eZaBaTb NAPOJIN K CEKPETHBLIM KJIKO4YaM, He 3aMM1CbIBaTb U HE COXPAHATb
Te C HOCUTEJIEM KoY.
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Ur1allako NMOKPUTUKOBATDb:
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@ Kay kputukn, (Ctparmuz X
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C [ forum.npsib.org/ php?pid=7146#p7146

Kny6 cneunanncros MHGQoOpMaunoHHoH 6e3onacKocTH
Kny6 HetdopMankHoro oflWerHa cnelranicTos B obnactk MHGoOpMaUMoRKOR GezonacKocTi

®opym [lMonb3zoBatenu [Mpasuna [Mowck [podwns  Private messages Boixon

Bbi BOWK K3k Yermachenkov. HoBkle cooflierna AKTHMEHBIE TeMel TeMbl ez oTEeToB

BHMMaHMI0 rocTted KnyGa! [lnAa oTBeTa B TeMax M Ny6nMkaumMK HeoOGXxoAMMO 3aperMcTpupoBaTbhcA Ha KnyGe
— —-——

[uanor c peryniatopom
- ___ N

Kny6 cneuwanucros wHdopMmaumoHHoi BesonacHocTy — OBwwi pasgen — XAy KPUTUKM.

CTpakmue 1 OTBETHTb

CoobuieHnia 3 & PCC Noanwcateca

Yermachenkov 2016-02-25 17:26:22 1
Ynen PI AHTW[lpona
B Ha dbopyme YeawaeMele konneru!
OTKyga: MocnpoekT-3
3aperwcTpupoBad: 2012-10-
15

Coofujerni: 425

Mpowy Bac MaKcMMankHo NOKPUTMKOBATE NPeACTaBNEHHEIFA B MATEPKMANe NOIX0M K NOCTPOSH K CHCTEM
ofpaoTkK prCKoB.

VHTepecyeT KPMTUKa MMEHHO NO CYTW MaTepuana, X0TA M HalaeHHblid olwKWBKK, TOXKe NPUBETCTBYHITCA.
MaTepuan nncan ans ceba. MNpaenTe Gyay Toxe gna ceba.

C yBameHwnemM,

EpMayerkoB Anekceid

2016_02_25_YeproBuk. BapyaHTe noctpoeHnsa COP.pdf 167.29 kb, 27 downloads since 2016-02-
25

Cnacubo 3a BHUMaHMe...

nsib.org/viewtopic.php?pid=7146#p7146
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